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Preface

This preface includes the following sections:

Purpose

Purpose, page xi

Revision History, page xii

Audience, page xii

Organization, page Xiii

Related Documentation, page xiv

Cisco Developer Network, page xv

Conventions, page xvi

Obtaining Documentation and Submitting a Service Request, page xvii

Cisco Product Security Overview, page xvii

This document describes the following Cisco Unified Communications Manager (Unified CM)
(formerly Cisco Unified CallManager) APIs:

Unified CM AXL implementation allows applications to modify the Unified CM system database.
Be aware that AXL is not intended as areal-time API but as a provisioning and configuration API.

Unified CM real-time information, performance counters, and database information exposure occur
through the Serviceability XML API.

Unified CM Extension Mobility Service provides arich API, which enables extension mobility on
Cisco Unified 1P phones and allows application control over authentication, scheduling, and
availability. It allows a device, usually a Cisco Unified IP Phone, to temporarily embody a new
device profile, including lines, speed dials, and services. An application that uses the Cisco Unified
CM Mohility Service representsan | P phone servicethat allows auser to log in by entering a userl D
and PIN. The architecture and implementation of the Cisco Unified CM Extension Mobility Service
make many other applications possible.

Examples include:

- Anapplication that automatically activates phones for employeeswhen they reserve aparticular
desk for a particular time (the scheduling application)

— A lobby phone does not have a line appearance until a user logsin
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Unified CM Web Dialer application, whichisinstalled on aUnified CM server, enables click-to-dial
functionality by creating hyperlinked telephone numbersin a company directory. Thisfunctionality
allows usersto make callsfrom aweb page by clicking the tel ephone number of the person that they
are trying to call. The Web Dialer application, which has a SOAP interface, uses JavaScript to
provide the web page functionality.

Cisco Unified Routing Rules XML interface supports call-routing decisions for Cisco Unified
Communications Manager. Cisco Unified Communication Manager 8.0(1) supportsthe external call
control (ECC) feature, which enables an adjunct Route Server to make call-routing decisions for
Cisco Unified Communications Manager by using the 8.0(1) Cisco Unified Routing Rules Interface.

Revision History

Date Change Description

March, 2010 Added a Note in the getProfileSoap API section in the Cisco Web Dialer API

Programming chapter.

June, 2010 Updated the following in the Cisco Web Dialer APl Programming chapter:

¢ Request examplesin the SOAP Over HTTPS Interface section
e WSDL in the Cisco Web Dialer WSDL section

August, 2010  |Added textin AXL DataThrottling section to indicatethat in Unified CM 8.0(1) data

throttling is included only in executeSQL Query.

Corrected Operations by Release table to indicate that listDeviceByNameAndClass
and listDeviceByServiceName are not supported in Unified CM 8.0(1)

Audience

The Cisco Unified Communication Manager Devel opers Guide providesinformation for developerswho
write applications that extend the functionality of the APIsthat are described in this document.

This guide assumes the developer has knowledge of a high-level programming language such as C++,
Java, or an equivalent language. You must also have knowledge or experience in the following areas:

Extensible Markup Language (XML)
Hypertext Markup Language (HTML)
Hypertext Transport Protocol (HTTP)

Simple Object Access Protocol (SOAP) 1.1
Socket programming

TCP/IP Protocol

Web Service Definition Language (WSDL) 1.1
Secure Sockets Layer (SSL)

In addition, users of the Unified CM APIsmust have afirm grasp of XML Schema. For moreinformation
about XML Schema, refer to http://www.w3.org/TR/xmlschema-0/.

The developer must also have an understanding of Unified CM and its applications. The “Related
Documentation” section on page xiv lists documents for Unified CM and other related technol ogies.

Cisco Unified Communications Manager XML Developers Guide
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Organization

This document is organized as follows:

Part

Chapter

Description

Chapter 1, “Overview”

Describes the Cisco Unified
Communications Manager interfaces.

Part 1 Administrative
XML

Chapter 2, “Administrative XML

Programming”

Describesthe Administrative XML Layer
(AXL) API, which provides amechanism
for inserting, retrieving, updating, and
removing datafrom the database by using
an XML SOAP interface. This API lets
you access Unified CM data by using
XML and receive the datain XML form.

Chapter 3, “Administrative XML

Operations by Release”

Lists new, changed, and deprecated
Administrative XML (AXL) operations
by release.

Part 2 Serviceability
XML

Chapter 4, “ Serviceability XML

Programming”

Describes the Serviceability XML APIs.
Unified CM real-time information,
performance counters, and database
information exposure occurs through the
Serviceability XML APIs.

Chapter 5, “Serviceability XML

Operations by Release”

Lists new, changed, and deprecated
serviceability XML operations by
release.

Part 3 Extension
Mobility Service API

Chapter 6, “Cisco Extension
Mobility Service API”

Describes high-level concepts that are
important in understanding the Cisco
Extension Mobility Service and provides
an overview of configuring EM services,
messages, message DTDs, and error
codes.

Chapter 7, “Cisco Extension
Mobility Operations By
Release”

Lists new, changed, and deprecated
Extension Mobility Operations by
release.

Part 4 Web Dialer
API

Chapter 8, “Cisco Web Dialer
API Programming”

Describes the Simple Object Access
Protocol (SOAP) and HTML over HTTP
(and HTTPS) interfaces that are used to
devel op JavaScript-based directory
search web pages and applications for
Cisco Web Didler.

Chapter 9, “Cisco Web Dialer
Operations By Release”

Lists new, changed, and deprecated Web
Dialer operations by release.

Part 5 Routing Rules
API

Chapter 10, “Cisco Unified
Routing Rules Interface”

Describes the Cisco Unified Policy XML
interface. It explains the Access Control
Markup Language (XACML) call routing
requests and response, and the Call
Instruction XML (CIXML) obligations
used in external call control.

[ oL-20944-01
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Related Documentation

This section lists documents and URL s that provide information on Unified CM, Cisco Unified
IP Phones, and the technologies that are required to develop applications.

Release Notes for Cisco Unified
Communications Manager,
Release x.x.x

For release notes for various
releases of Cisco Unified
Communication Manager.

http://www.cisco.com/en/USp
roducts/sw/voi cesw/ps556/pro
d_release notes list.html

Cisco Unified Communications
Manager Admin XML Interface

Spec

For diagrams, name spaces,
attributes, code examples, and
inter-relationships of all methods
and handlers.

http://devel oper.cisco.com/web
/axl/docs

Cisco Unified Communications
Manager Data Dictionary

For information on the data stored
in the primary Cisco Unified
Communications Manager
database.

http://www.cisco.com/en/USp
roducts/sw/voicesw/ps556/pro
ducts_programming_reference
_qguides_list.html

Cisco Unified Communications
Manager Administration Guide

For step-by-step instructions for
configuring, maintaining, and
administering the Cisco Unified
Communications Manager voice
over |P network.

http://www.cisco.com/en/USp
roducts/sw/voi cesw/ps556/pro
d_maintenance_guides_list.ht
ml

Cisco Unified Communications
Manager System Guide

For conceptual information about
Cisco Unified Communications
Manager and its components, as
well astipsfor setting up features
by using Cisco Unified
Communications Manager
Administration.

http://www.cisco.com/en/USp
roducts/sw/voi cesw/ps556/pro
d_maintenance_guides_list.ht
ml

Cisco Unified Communications
Manager Features and Services
Guide

For information to understand,
install, configure, manage, and
use Cisco Unified
Communications Manager
features.

http://www.cisco.com/en/USp
roducts/sw/voicesw/ps556/pro
d_maintenance_guides_list.ht
ml

Cisco Unified Serviceability
Administration Guide

For information on serviceability
alarms, traces, tools, reports, and
SNMP.

http://www.cisco.com/en/US/p
roducts/sw/voi cesw/ps556/pro
d_maintenance_guides_list.ht
mi

Cisco Unified I P Phones and
Services

A suite of documentsthat relate to
the installation and configuration
of Cisco Unified |P Phones

http: //www.cisco.convcisco/we
b/psa/default.html

Select Voice and Unified
Communications>| P
Telephony>I P Phones

Cisco Unified Communications
Manager Documentation Guide

For documentation updates in
specific releases of Cisco Unified
Communications Manager.

http://www.cisco.com/en/USp
roducts/sw/voi cesw/ps556/pro
ducts_documentation_roadma
ps_list.html
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Cisco Developer Community
Tech Centers

Administration XML (AXL) Tech
Center—for forums, blogs, wikis,
and documentation on AXL.

http://devel oper.cisco.com/web
/axi/home

Serviceability XML Tech
Center—for forums, blogs, wikis,
and documentation on
Serviceability XML.

http://devel oper.cisco.com/web
/sxml/home

Extension Mobility Service Tech
Center—or forums, blogs, wikis,
and documentation on Extension
Mobility APIs.

http://devel oper.cisco.com/web
/emapi/home

WebDialer Tech Center—or
forums, blogs, wikis, and
documentation on WebDialer.

http://devel oper.cisco.com/web
/webdialer

Simple Object Access Protocol
(SOAP) 1.1

For latest SOAP versions and
notes.

http: //www.w3.0org/ TR/SOAP/

Web Service Definition
Language (WSDL) 1.1

For more information on Web
Services Description Language
(WsDL) 1.1

http://www.w3.org/ TR/wsdl

SOAP Tutorial For tutorial on Simple Object http: //www.w3schools.conv/soa
Access Protocol. p/default.asp

WSDL Tutorial For tutorial on Web Services http://www.w3schools.com/ws
Description Language. di/default.asp

SoapAgent.com For open SOAP directory with http://www.soapagent.com/

links to articles, tutorials, and
white papers.

Cisco Developer Network

The Cisco Developer Network (CDN) portal provides access to multiple Cisco technology developer

interfaces and collaborative support communities. CDN also provides formalized support services for
these interfaces to enable devel opers, customers, and partners to accelerate their development. The
formalized process provides access to CDN Engineers who are an extension of the product technology
engineering teams. CDN Engineers have access to the resources necessary to provide expert support in
atimely manner.

The Cisco Developer Network Program is designed for businesses (IHV's and I SV's) interested in going
to market with Cisco. The CDN Program enables members to develop compelling solutions that unify
data, voice, video, and mobile communications on Cisco's powerful communications platform. The
program also allows members to take advantage of Cisco's brand, market |eadership position, and
installed base to help drive positive business results for themselves and their customers.

For additional information about the CDN Program and CDN support services go to
http://devel oper.cisco.com/web/devservices
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Conventions

This document uses the following conventions:

Note

Convention

Description

boldface font

Commands and keywords are in boldface.

italic font Arguments for which you supply values arein italics.

[1] Elements in square brackets are optional.

{x]yl|z} Alternative keywords are grouped in braces and separated by vertical
bars.

[x]ylz] Optional alternative keywords are grouped in brackets and separated by
vertical bars.

string A non-quoted set of characters. Do not use quotation marks around the

string or the string will include the quotation marks.

screen font

Terminal sessions and information the system displays arein screen
font.

bol df ace screen font

Information you must enter isin bol df ace screen font.

italic screen font

Arguments for which you supply valuesareinitalic screen font.

AN

The symbol ” represents the key labeled Control—for example, the key
combination "D in a screen display means hold down the Control key
while you press the D key.

Non-printing characters, such as passwords, are in angle brackets.

Notes use the following conventions:

Means reader take note. Notes contain helpful suggestions or references to material not covered in the

publication.

Timesavers use the following conventions:

Timesaver

M eans the described action saves time. You can save time by performing the action described in the

paragraph.

Tips use the following conventions:

Means the following are useful tips.

Cautions use the following conventions:;

Caution

Means reader be careful. In this situation, you might do something that could result in equipment

damage or loss of data.

Warnings use the following conventions:

Jl_ Cisco Unified Communications Manager XML Developers Guide
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Warning

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, you must be aware of the hazards involved with electrical circuitry and
familiar with standard practices for preventing accidents.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What's New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general /whatsnew/whatsnew.html

Subscribe to the What's New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using areader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.

Cisco Product Security Overview

This product contains cryptographic features and is subject to United States and local country laws
governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors
and users are responsible for compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local
laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html. If you require further assistance please
contact us by sending e-mail to export@cisco.com.
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CHAPTER 1

Overview

Cisco Unified Communications Manager (Unified CM) isthe powerful call-processing component of the
Cisco Unified Communications Solution. It is a scalable, distributable, and highly available enterprise
I P telephony call-processing solution. Unified CM acts as the platform for collaborative communication
and as such supports awide array of features. In order to provision, invoke the features, monitor, and
control such a powerful system, Unified CM supports different interface types.

This chapter gives an introduction to the different interfaces of Unified CM and includes the following
sections:

¢ Cisco Unified Communications Manager Interfaces, page 1-1
¢ Development Guidelines, page 1-4
e What is New in Cisco Unified Communications Manager 8.0 (1) API, page 1-6

Cisco Unified Communications Manager Interfaces

The interface types supported by Unified CM are divided into the following types:
e Provisioning Interfaces, page 1-1
¢ Device Monitoring and Call Control Interfaces, page 1-2
e Serviceability Interfaces, page 1-3
¢ Routing Rules Interface, page 1-4

Provisioning Interfaces

The following are the provisioning interfaces of Unified CM:
e Administration XML
¢ Cisco Extension Mobility service

Administrative XML

The Administration XML (AXL) API provides a mechanism for inserting, retrieving, updating and
removing data from the Unified CM configuration database using an eXtensible Markup Language
(XML) Simple Object Access Protocol (SOAP) interface. This allows a programmer to access Unified
CM provisioning services using XML and exchange datain XML form, instead of using abinary library
or DLL. The AXL methods, referred to as requests, are performed using a combination of HTTP and

Cisco Unified Communications Manager XML Developers Guide
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SOAP. SOAPisan XML remote procedure call protocol. Users perform requests by sending XML data
to the Unified CM Publisher server. The publisher then returnsthe AXL response, which isalso a SOAP
message.

This guide gives detailed information on the AXL API see Part 1, Administrative XML.

For more information, see the Administrative XML Tech Center on the Cisco Developer Network at
http://devel oper.cisco.com/web/axl/home

Cisco Extension Mobility

The Cisco Extension Mobility (Extension Mobility) service, afeature of Unified CM, allows a device,
usually a Cisco Unified I P Phone, to temporarily embody a new device profile, including lines, speed
dials, and services. It enables users to temporarily access their individual Cisco Unified |P Phone
configuration, such as their line appearances, services, and speed dials, from other Cisco Unified IP
Phones. The Extension Mobility service works by downloading a new configuration file to the phone.
Unified CM dynamically generates this new configuration file based on information about the user who
islogging in. You can use the XML -based Extension Mobility service APl with your applications, so
they can take advantage of Extension Mobility service functionality.

This guide gives detailed information on the Extension Mobility APIs, see Part 3, Extension Mobility
Service API.

For more information, see the Extension Mobility API Tech Center on the Cisco Developer Network at
http://devel oper.cisco.com/web/emapi/home

Device Monitoring and Call Control Interfaces

The following are the device monitoring and call control interfaces of Unified CM:
e Cisco TAPI and Wave Driver
e Cisco JTAPI
e Cisco Web Didler

Cisco TAPI and Wave Driver

Unified CM exposes sophisticated call control of 1P telephony devices and soft-clients viathe Computer
Telephony TAPI interface. Cisco's Telephone Service Provider (TSP) and Wave Driver interface enables
custom applicationsto monitor tel ephony-enabled devices and call events, establish first- and third-party
call control, and interact with the media layer to terminate media, play announcements, record calls.

Information on Cisco TAPI and Wave Driver is beyond the scope of this guide. For information of Cisco
TAPI and Wave Driver, see Cisco Unified TAPI Developers Guide for Cisco Unified Communications
Manager for relevant release of Unified CM at the following location:

http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_programming_reference_guides lis
t.html

For more information, see the TAPI and Wave Driver Tech Center on the Cisco Developer Network at
http://devel oper.cisco.com/web/tapi/home
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Cisco JTAPI

Unified CM exposes sophisticated call control of 1P telephony devices and soft-clients viathe Computer
Telephony JTAPI interface. Cisco's JTAPI enables custom applications to monitor tel ephony-enabled
devices and call events, as well as establish first- and third-party call control.

Information on Cisco JTAPI is beyond the scope of this guide. For information on Cisco JTAPI, see
Cisco Unified JTAPI Devel opers Guide for Cisco Unified Communications Manager for relevant release
of Unified CM at the following location:

http://www.cisco.com/en/US/products/sw/voicesw/ps556/products _programming_reference _guides_lis
t.html

For more information, see the JTAPI Tech Center on the Cisco Developer Network at
http://devel oper.cisco.com/web/jtapi/home

Cisco Web Dialer

The Web Dialer, whichisinstalled on aUnified CM server, allows Cisco Unified | P Phone usersto make
calls from web and desktop applications. For example, the Web Dialer uses hyper linked telephone
numbersin acompany directory to allow usersto make calls from aweb page by clicking the telephone
number of the person that they are trying to call. The two main components of Web Dialer comprise the
Web Dialer Servlet and the Redirector Servlet.

This guide gives detailed information on the Web Dialer API, see Part 4, Web Dialer API.

For more information, see the Web Dialer Tech Center on the Cisco Developer Network at
http://devel oper.cisco.com/web/wd/home

Serviceability Interfaces

The following are the serviceability interfaces of Unified CM:
e Serviceability XML
e SNMP/MIBs

Serviceability XML
A collection of services and tools designed to monitor, diagnose, and address issues specific to Unified
CM. Serviceabiltiy XML interface:

e Provides platform, service and application performance counters to monitor the health of Unified
CM hardware and software

e Provides real-time device and CTI connection status to monitor the health of phones, devices, and
applications connected to Unified CM.

* Enables remote control (Start/Stop/Restart) of Unified CM services.

¢ Collects and packages Unified CM trace files and logs for troubleshooting and analysis.

e Provides applications with Call Detail Record files based on search criteria.

¢ Provides management consoles with SNM P data specific to Unified CM hardware and software.
This guide gives detailed information on the Serviceability XML APIs, see Part 2, Serviceability XML.
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For more information, see the Serviceability XML Tech Center on the Cisco Developer Network at
http://devel oper.cisco.com/web/sxml/home

SNMP/MIBs

SNMP interface allows external applicationsto query and report various Unified CM entities. It provides
information on the connectivity of the Unified Communication Manager to other devicesin the network,
including syslog information.

The MIBs supported by Unified CM includes:
¢ Cisco-CCM-MIB, CISCO-CDP-MIB, Cisco-syslog-MIB
e Standard MIBslike MIB Il, SY SAPPL-MIB, HOST RESOURCES-MIB
e Vendor MIBs

For more information, see the SNMP/MIB Tech Center on the Cisco Developer Network at
http://devel oper.cisco.com/web/sxml/home

Routing Rules Interface

Cisco Unified Communication Manager 8.0(1) supports the external call control (ECC) feature, which
enables an adjunct route server to make call-routing decisions for Cisco Unified Communications
Manager by using the 8.0(1) Cisco Unified Routing Rules Interface. When you configure external call
control, Cisco Unified Communications Manager issues a route request that contains the calling party
and called party information to the adjunct route server. The adjunct route server receives the request,
applies appropriate business logic, and returns a route response that instructs Cisco Unified
Communications Manager on how the call should get routed, along with any additional call treatment
that should be applied.

For more information, see the Routing Rules Interface Tech Center on the Cisco Developer Network at
http://devel oper.cisco.com/web/curri/home

Development Guidelines

Cisco maintains a policy of interface backward compatibility for at least one previous major release of
Cisco Unified Communications Manager (Cisco Unified CM). Cisco still requires Cisco Technology
Developer Program member applications to be retested and updated as necessary to maintain
compatibility with each new major release of Cisco Unified CM.

The following practices are recommended to all developers, including those in the Cisco Technology
Developer Program, to reduce the number and extent of any updates that may be necessary:

e The order of events and/or messages may change. Devel opers should not depend on the order of
events or messages. For example, where a feature invocation involves two or more independent
transactions, the events or messages may be interleaved. Events related to the second transaction
may precede messages related to the first. Additionally, events or messages can be delayed due to
situations beyond control of theinterface (for example, network or transport failures). Applications
should be able to recover from out of order events or messages, even when the order is required for
protocol operation.

e The order of elements within the interface event or message may change, within the constraints of
the protocol specification. Developers must avoid unnecessary dependence on the order of elements
to interpret information.
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New interface events, methods, responses, headers, parameters, attributes, other elements, or new
values of existing elements, may be introduced. Devel opers must disregard or provide generic
treatments where necessary for any unknown elements or unknown values of known elements
encountered.

Previous interface events, methods, responses, headers, parameters, attributes, and other elements,
will remain, and will maintain their previous meaning and behavior to the extent possible and
consistent with the need to correct defects.

Applications must not be dependent on interface behavior resulting from defects (behavior not
consistent with published interface specifications) since the behavior can change when defect is
fixed.

Use of deprecated methods, handlers, events, responses, headers, parameters, attributes, or other
elements must be removed from applications as soon as possible to avoid issues when those
deprecated items are removed from Cisco Unified CM.

Application Developers must be aware that not all new features and new supported devices (for
example, phones) will be forward compatible. New features and devices may require application
modifications to be compatible and/or to make use of the new features/devices.
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What is New in Cisco Unified Communications Manager 8.0 (1)

API

This section gives information about the changes in the following APIs for the Unified CM release 8.0

(D):

e Administrative XML API, page 1-6
e Serviceability XML API, page 1-10
¢ Extension Mobility API, page 1-14
e Web Dialer API, page 1-14

¢ Routing Rules API, page 1-15

Note Information on Cisco JTAPI and Cisco TAPI and Wave Driver APl changes are beyond the scope of this

guide.

For information of Cisco TAPI and Wave Driver, see Cisco Unified TAPI Developers Guide for Cisco
Unified Communications Manager and for information on Cisco JTAPI, see Cisco Unified JTAPI
Developers Guide for Cisco Unified Communications Manager for relevant release of Unified CM at the
following location:
http://www.cisco.com/en/US/products/sw/voicesw/pss56/products_programming_reference_guides_lis

t.html

Administrative XML API

The following are the changes in Administrative XML APIsfor Unified CM release 8.0(1):
e Thefollowing new APIs are added:

add UserPhoneA ssociation

add/get/remove/update AppDia Rules

add/get/remove/update ApplicationServer
add/get/remove/update ApplicationUserCapfProfile
add/get/remove/update AppServerinfo
add/get/remove/update CallingParty TransformationPattern
add/get/remove/update CcdAdvertisingService
add/get/remove/update CcdHostedDN

add/get/remove/update CcdHostedDNGroup
add/get/remove/update CcdRequestingService
add/get/remove/update CiscoCatalyst600024PortFX SGateway
add/get/remove/update CiscoCatalyst6000E1Vol PGateway
add/get/removel/update CiscoCatalyst6000T 1ol PGatewayPri
add/get/remove/update CiscoCatalyst6000T 1Vol PGateway T1
add/get/remove/update CiscoCatalyst6000T 1Vol PGateway T1
add/get/remove/update CumaServerSecurityProfile
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— add/get/remove/update DateTimeGroup

- add/get/remove/update DefaultDeviceProfile

- add/get/remove/update DirectoryL ookupDialRules

- add/get/remove/update EndUserCapfProfile

- add/get/remove/update External Call Control Profile

- add/get/remove/update FallbackProfile

- add/get/remove/update Gateway

- add/get/remove/update GatewayEndpointAnal 0ogA ccess
- add/get/remove/update GatewayEndpointDigital AccessBri
- add/get/remove/update GatewayEndpointDigital AccessPri
- add/get/remove/update GatewayEndpointDigital AccessT1
— add/get/remove/update ImeClient

- add/get/remove/update ImeE164Transformation

- add/get/remove/update |meEnrolledPattern

- add/get/remove/update |meEnrolledPatternGroup

- add/get/remove/update |meExclusionNumber

- add/get/remove/update |meExclusionNumberGroup

- add/get/remove/update ImeFirewall

- add/get/remove/update | meRouteFilterElement

- add/get/remove/update |meRouteFilterGroup

- add/get/remove/update |meServer

- add/get/remove/update | pPhoneServices

- add/get/remove/update LdapDirectory

— add/get/remove/update M essageWaiting

- add/get/remove/update MIppDomain

- add/get/remove/update Mtp

- add/get/remove/update PhoneNTP

- add/get/remove/update PhoneSecurityProfile

- add/get/remove/update PresenceGroup

- add/get/remove/update RemoteCluster

- add/get/remove/update Saf CcdPurgeBlockL earnedRoutes
- add/get/remove/update Saf CcdPurgeBlockL earnedRoutes
- add/get/remove/update SipDialRules

- add/get/remove/update Srst

— add/get/remove/update TransformationProfile

- add/get/remove/update V pnGateway

- add/get/remove/update VpnGroup

- add/get/remove/update VpnProfile
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add/get/remove/update L dapFilter
add/get/remove/update Saf Forwarder
add/get/remove/update Saf SecurityProfile
add/remove GatewaySubunits
add/remove UnitsToGateway
get/remove/update MohAudioSource
get/update FixedMohAudioSource
get/update InterClusterServiceProfile
get/updateA nnunciator

list RoutePlan

e Thefollowing APIs are updated:

AarGroup
AarGroupMatrix
AppUser

CalledParty TransformationPattern
CallerFilterList
CallManager
CallManagerGroup
CallPark
CallPickupGroup
Cmclnfo
CommonDeviceConfig
CommonPhoneConfig
ConferenceBridge
CredentialPolicy

Css

CtiRoutePoint

Ddi

DeviceMobility
DeviceMobilityGroup
DevicePool
DeviceProfile
DhcpServer
DhcpSubnet

DiaPlan

DialPlanTag
DirectedCallPark

Faclnfo
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Gatekeeper

GeoL ocation

GeolL ocationFilter
GeolL ocationPolicy
H323Gateway
H323Phone
H323Trunk

HuntList

HuntPilot
IvrUserLocale
LicenseCapabilities
Line

LineGroup

Location

M ediaResourceGroup
MediaResourceL ist
MeetMe

M obileSmartClientProfile
M obileVoiceAccess
MohServer

Phone
PhoneButtonTemplate
PhysicalL ocation
ProcessNode
ProcessNodeService
RecordingProfile
Region

RegionMatrix
RemoteDestination
RemoteDestinationProfile

ResourcePriorityNamespace

ResourcePriorityNamespaceL ist

RouteFilter
RouteGroup
RouteL ist
RoutePattern
RoutePartition

ServiceParameter

What is New in Cisco Unified Communications Manager 8.0 (1) API
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SipProfile
SipRealm
SipRoutePattern
SipTrunk
SipTrunkSecurityProfile
SoftKeyTemplate
TimePeriod
TimeSchedule
TodAccess
Transcoder
TransPattern

User

UserGroup
Vg224
VoiceMailPilot
VoiceMailPort
VoiceMailProfile

For detailed description of the changesin Administrative XML APIs, see New Information for Unified

CM 8.0(1) section in Chapter 2, “Administrative XML Programming”.

Serviceability XML API

The following are the changes in Serviceability XML APIsfor Unified CM release 8.0(1):

e The following new alarms are added:

VAPTLSConnectionFailed
VAPOverQuota
CMVersionMismatch
VAPInvalidCredentials
VAPTCPSetupFailed
InsufficientFal Ibackldentifiers
SAFInvalideM ethodReceived
VAPDHTInactive
DblnfoCorrupt
DblnfoTimeout

DblnfoError
SAFPublishRevoke
EndPointTransientConnection
ConflictingDatal E
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- EndPointUnregistered
- ViPRQualityProblem
— ErrorParsingDirectiveFromPDP
- VAPPublishFailedOverQuota
— ConnectionFailureToPDP
— CCDRequestingServiceReceivedDuplicationPatterns
— CCDPSTNFailOverDurationTimeOut
- FailureResponseFromPDP
- SAFUnknownSubscription
- SAFUnknownService
- CCDAgeOQutDurationTimeOut
- SafFwdError
— ConnectionToSaffBroke
- SAFBadFilter
- SAFResponderError
- InvalidVAPSubscription
- DigitAnalysisTimeoutAwaitingResponse
- FailedToFulfillDirectiveFromPDP
- VAPRegjectedRoutes
- ErrorParsingResponseFromPDP
- VAPPublishFailed
- CallAttemptBlockedByPolicy
— DblinsertvalidatedDIDFailure
- EndPointRegistered
— CCDLearnedPatternExceededLimits
- VAPPublicationRunCompl eted
- EndPointRestartInitiated
- EndPointResetInitiated
- RouteRemoved
— ConnectionToPDPInService
« Thefollowing alarms are modified:
- NoFeaturelicense
— DBLEXxception
- CUCMOveralInitTimeExceeded
— SDLLinkOOS
- BChannelOOS
— CodeYellowEntry

Cisco Unified Communications Manager XML Developers Guide
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- MaxCallsReached

— DChannelOOS

- CallManagerFailure

— StationTCPInitError

— CodeRedEntry

- MGCPGatewayL ostComm

— TimerThreadSlowed

- NumbDevRegExceeded

- ICTCalThrottlingStart

- DeviceTypeMismatch

— DeviceCloseM axEventsExceeded

— ConnectionFailure

- DevicelnitTimeout

— MultipleSIPTrunksToSamePeerAndL ocal Port
- InvalidiPNetPattern

- H323Stopped

- StationEventAlert

— DevicePartiallyRegistered

- MaliciousCall

— UserUserPrecedenceAlarm

- MediaResourcel istExhausted

- NotEnoughChans

- SIPStopped

— DaTimeOut

- RouteListExhausted

— DeviceTransientConnection

- SIPLineRegistrationError

- DeviceUnregistered

- BeginThrottlingCallListBL FSubscriptions
— AnnunciatorNoMoreResourcesAvailable
— ConferenceNoM oreResourcesAvailable
- MtpNoMoreResourcesAvailable

- SlIPStarted

— SDLLinklISV

- H323Started

- ICTCalThrottlingend

— CodeYellowExit

- MaxCallDurationTimeout
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BChannel ISV

DChannel ISV

CallManagerOnline
MGCPGatewayGainedComm
DeviceRegistered
EndThrottlingCallListBL FSubscriptions
DeviceApplyConfiglnitiated
CUCMTotalInitializationStateTime
MaxHoldDurationTimeout
PktCapServiceStarted
PktCapOnDeviceStarted
StationConnectionError
DatabaseDefaultsRead
PktCapServiceStopped
DeviceDnlInformation
StationAlarm

DeviceResetInitiated
PktCapOnDeviceStopped
DeviceRestartlInitiated
CUCMInitializationStateTime

CCM_VIPR_SERVICE_OBJECT
EXTERNALCALLCONTROL_OBJ
CCM_SAFCLIENT_OBJECT

ViPR

The following perform classes are modified:

CCM_PRESENCE_OBJECT
CCM_MGCPFXO_OBJECT

CCM_DUAL_MODE_MOBILITY_OBJECT

CCM_VCB_OBJECT
CCM_PHONE_OBJECT

CcmSI PObject

CCM_LOCATIONS _OBJECT
CCM_WSM_CONNECTOR_OBJECT
CcmQSI GFeatureObject
CCM_SIP_STATION_OBJECT
UCB_SW_DEVICE_OBJECT
MGCP_GATEWAY_OBJECT
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- MOH_DEVICE_OBJECT

- CCM_LINES OBJECT

- CCM_MGCPBRI_OBJECT

- CCM_MGCPT1CAS OBJECT

- CCM_HUNTLISTS OBJECT

— CcmAnnunciatorObject

— CcmSlPStackObject

- MTP_DEVICE_OBJECT

- CCM_SDL_OBJECT

- CCM_SIGNALING_OBJECT

- CCM_ANALOGACCESS_OBJECT

- UCB_HW_DEVICE_OBJECT

- CCM_H323_OBJECT

- CISCO_CALL_RESTRICTION

- CCM_MGCPFXS OBJECT

- CCM_MGCPPRI_OBJECT

- GATEKEEPER_OBJECT

- CCM_MOBILITY_OBJECT

- CCM_CM_OBJECT

- XCODE_DEVICE_OBJECT

- PRFOBJ EMAPP
¢ Changes are made in the CISCO-CCM-MIB and the Cisco Syslog-MIB.
¢ Changes are made in Serviceability API Cipher support.

For detailed description of the changes, see New and Changed Information section in Chapter 4,
“Serviceability XML Programming”.

Extension Mobility API

The following are the changes in Extension Mobility APIsfor Unified CM release 8.0(1):
¢ DeviceProfileQuery
e LogoutAll

For detailed description of the changes in Extension Mobility APIs, see New and Changed Information
section in Chapter 6, “Cisco Extension Mobility Service API”.

Web Dialer API

A new service parameter, called Maximum Concurrent Call Requests, is added for modifying the throttle
value of Web Dialer requests. This value was previously hard-coded. The throttle limits the number of

CTI requests from Web Dialer. The minimum and maximum values for this throttle are one and six, and
the recommended values for 7825 and 7845 servers are three and six respectively.
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For detailed description of the changes, see New and Changed Information section in Chapter 8, “ Cisco
Web Dialer APl Programming”

Routing Rules API

Thisinterfaceisintroduced in Unified CM release 8.0(1). For detailed description of thisinterface, see
Chapter 10, “Cisco Unified Routing Rules Interface,”.
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CHAPTERZ

Administrative XML Programming

Thischapter describesthe Administrative XML Layer (AXL) Application Programming Interface (API).
It contains the following sections;

Overview, page 2-2

New and Changed Information, page 2-3

AXL Schema Documentation, page 2-128

AXL Versioning Support, page 2-129

Data Encryption, page 2-132

Dynamic Throttling of Requests, page 2-132

Integration Considerations and | nteroperability, page 2-140
Post-Installation Steps and Troubleshooting on the Linux Platform, page 2-140
Using the AXL API with AXIS, page 2-144

Using the AXL APl in a.NET Environment, page 2-145

Returned Namespace for AX1S and .NET Applications, page 2-149
Example AXL Requests, page 2-149

AXL Error Codes, page 2-157
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A

The AXL API provides a mechanism for inserting, retrieving, updating, and removing data from the
Unified CM database by using an eXtensible Markup Language (XML) Simple Object Access Protocol
(SOAP) interface. This approach allows a programmer to access the database by using XML and receive
the datain XML form, instead of by using abinary library or DLL.

The AXL API methods, known as requests, use a combination of HTTPS and SOAP. SOAP isan XML
remote procedure call (RPC) protocol. The server receivesthe XML structures and executes the request.
If the request completes successfully, the system returns the appropriate AXL response. All responses
are named identically to the associated requests, except that the word “Response” is appended.

For example, the XML responsethat is returned from an addPhone request is named addPhoneResponse.

If an error occurs, an XML error structure is returned, wrapped inside a SOAP Fault structure (see the
“AXL Error Codes” section on page 2-157).

The AXL-SOAP web service is disabled by default on all Cisco Unified Communications Manager
(Unified CM) servers that are running version 5.x or later. You should start the service before using the
AXL APIs.

To accessall AXL SOAP API downloads and AXL requests and responses that are found in this chapter,
refer to http://www.cisco.com/pcgi-bin/dev_support/access level/product_support.

This chapter assumes that the developer has knowledge of a high-level programming language such as
C++, Java, or an equivalent language, and has knowledge of SOAP.

Developers must also have knowledge or experience in the following areas:
e TCP/IP Protocol
e Hypertext Transport Protocol (specifically HTTPS)
e Socket programming
¢ XML

Users of the AXL API must have afirm grasp of XML syntax and Schema, which is used to define the
AXL requests, responses, and errors. For more information about XML Schema, refer to
http://www.w3.0rg/TR/xmlschema-0/. For more information about XML syntax/grammar, refer to
http://www.w3.0rg/TR/rdf-syntax-grammar/.

Caution

The AXL API alows you to modify the Unified CM system database. Use caution when using AXL
because each API call affects the system. Misuse of the API can lead to dropped calls and slower
performance. AXL should act as a provisioning and configuration API, not as areal-time API.

AXL Compliance

The Unified CM AXL implementation complies with XML Schema 1.0, which was tested for XML
Schema compliance with athird-party application that is called XML Spy version 4.x. Early versions of
the MSXML schema validator did not support enough of the XML Schema 1.0 recommendation to be
used.

The Unified CM AXL implementation also complies with SOAP 1.1 as defined by the World Wide Web
Consortium aswell asHTTPS 1.1. The AXL API runs as an independent service that can be accessed
only viaHTTPS.
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New and Changed Information

The following sections describe the major changes in the AXL APIs for Release 8.0 and for previous
rel eases:

¢ New Information for Unified CM 8.0(1), page 2-3

¢ New Information for Unified CM 7.1(2), page 2-103
¢ New Information for Unified CM 7.0(1), page 2-109
¢ New Information for Unified CM 6.1 (1), page 2-119
¢ New Information for Unified CM 6.0(1), page 2-120
¢ New Information for Unified CM 5.1(1), page 2-123
¢ New Information for Unified CM 5.0(1), page 2-124
¢ New Information for Unified CM 4.2(2), page 2-126
¢ New Information for Unified CM 4.1(2), page 2-126

For information about new, changed, or deprecated AXL APl methods from the interface library, see
Chapter 3, “Administrative XML Operations by Release”.

New Information for Unified CM 8.0(1)

Unified CM (Unified CM) 8.0(1) APIs are compatible with all previous releases of Unified CM. For
additional details about the Unified CM database schema changes, refer to the Unified CM Data
Dictionary for Release 8.0(1).

The following sections describe API updates in Unified CM 8.0(1):
e New APIs, page 2-3
¢ Changed APIs, page 2-38
¢ Schema and Other Changes, page 2-98

New APIs
Table 2-1 describes new operations in Unified CM 8.0(1).
Table 2-1 New Operations in Unified CM 8.0(1)
Operation Purpose Added Tags
addSaf SecurityProfile To support Call Control name (mandatory)
updateSangcurltyErofl le Discovery feature description
getSaf SecurityProfile _
removeSaf SecurityProfile userid (mandatory)
password (mandatory)
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I New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags

addSaf Forwarder To support Call Control name(mandatory)
updateSaf Forwarder Discovery feature description
getSafForwarder Pt

removeSaf Forwarder clientLabel (mandatory)

saf SecurityProfile(mandatory)
ipAddress(mandatory)

port

saf Reconnectinterval

saf NotificationsWindowSize
associatedCucms
associatedCucm (mandatory)
callManagerName (mandatory)

addCcdAdvertisingService To support Call Control name(mandatory)
updateCcdAdvertisingService Discovery feature description
getCcdAdvertisingService isActivated
removeCcdAdvertisingService hostDnGroup(mandatory)
saf SipTrunk(mandatory)
safH323Trunk(mandatory)
addCcdReguestingService To support Call Control name(mandatory)
updateCcdRequestingService Discovery feature description
getCcdRequestingService isActivated

removeCcdRequestingService

routePartitionName
|earnedPatternPrefix
pstnPrefix

associatedTrunks
associatedTrunk(mandatory)

trunkName (mandatory)

addCcdHostedDN
updateCcdHostedDN
getCcdHostedDN
removeCcdHostedDN

To support Call Control
Discovery feature

hostedPattern(mandatory)
description
CcdHostedDNGroup(mandatory)
pstnFailoverStripDigits
pstnFailoverPrependDigits
usePstnFailover
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New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags
addCcdHostedDNGroup To support Call Control name(mandatory)
updateCcdHostedDNGroup Discovery feature description
getCcdHostedDNGroup pstnFailoverStripDigits
removeCcdHostedDNGroup pstnFailoverPrependDigits

usePstnFailover

addSaf CcdPurgeBlockL earnedRoutes
updateSaf CcdPurgeBlockL earnedRoutes
getSaf CcdPurgeBlockL earnedRoutes
removeSaf CcdPurgeBlockL earnedRoutes

To support Call Control
Discovery feature

learnedPattern
learnedPatternPrefix
callControlldentity
ipAddress.

updatel nterClusterServiceProfile
getinterClusterServiceProfile

To support Extension Mability
Cross Clusters feature

interClusterService (mandatory)
isActivated

sipTrunkName

addRemoteCluster
updateRemoteCluster
getRemoteCluster

removeRemoteCluster

To support Extension Mobility
Cross Clusters feature

clusterld(mandatory)
description
fullyQualifiedName(mandatory)
iemcc

enabled(mandatory)

pstnAccess

enabled(mandatory)

rsvpAgent

enabled(mandatory)

addExternal Call Control Profile
updateExternal Call Control Profile
getExternal Call Control Profile
removeExternal CallControl Profile

To support Call Intercept feature

name (mandatory)
primaryUri(mandatory)
secondaryURI
enableDigestAuthSecondary
appUserDigestUserSecondary
enablel oadBalancing
routingRequest Timer
diversionReroutingCssName

call TreatmentOnFailure (mandatory)
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Table 2-1

New Operations in Unified CM 8.0(1) (continued)

Operation

Purpose

Added Tags

addCumaServerSecurityProfile
updateCumaServerSecurityProfile
getCumaServerSecurityProfile
removeCumaServerSecurityProfile

To support Mobility SIP
Extension feature

name (mandatory)
description

securityMode
transportType(mandatory)
x509SubjectName

serverl pHostName (mandatory)

addImeClient
updatel meClient
getimeClient
removel meClient

To support Unified B2B Link
feature

name(mandatory)

description
domain(mandatory)
isActivated
sipTrunkName(mandatory)
primarylmeServerName(mandatory)
secondaryl meServerName
learnedRouteFilterGroupName
exclusionNumberGroupName
firewalIName

members

member

enrolledPatternGroupName

addImeE164Transformation
updatel meE164Transformation
getlmeE164Transformation
removelmeE164Transformation

To support Unified B2B Link
feature

name(mandatory)

description
cgpnTransformationCssName
isCgpnPreTransformation
cdpnTransformationCssName

isCdpnPreTransformation

isCdpnPreTransformation

incomingCgpnTransformationProfileName
incomingCdpnTransformationProfileName

addlmeRouteFilterGroup
updatel meRouteFilterGroup
getlmeRouteFilterGroup
removelmeRouteFilterGroup

To support Unified B2B Link
feature

name(mandatory)
description
groupTrustSetting
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New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags
addlmeRouteFilterElement To support Unified B2B Link name(mandatory)
updatel meRouteFilterElement feature description

getlmeRouteFilterElement
removel meRouteFilterElement

elementType
imeRouteFilterGroupName(mandatory)

addlmeEnrolledPattern
updatel meEnrolledPattern
getlmeEnrolledPattern
removel meEnrolledPattern

To support Unified B2B Link
feature

pattern
description

imeEnrolledPatternGroupName(mandatory

)

addlmeEnrolledPatternGroup
updatel meEnrolledPatternGroup
getlmeEnrolledPatternGroup
removel meEnrolledPatternGroup

To support Unified B2B Link
feature

name(mandatory)
description
fallbackProfileName
isPatternAllAlias

addIlmeExclusionNumber
updatel meExclusionNumber
getlmeExclusionNumber

removel meExclusionNumber

To support Unified B2B Link
feature

pattern(mandatory)
description

imeExclusionNumberGroupName(mandat
ory)

addlmeExclusionNumberGroup To support Unified B2B Link name(mandatory)
updatel meExclusionNumber feature description

getlmeExclusionNumber

removel meExclusionNumber

addImeFirewall To support Unified B2B Link name(mandatory)
updatel meFirewall feature description

getimeFirewall ipAddress(mandatory)
removelmeFirewall port

addlmeServer To support Unified B2B Link name(mandatory)
updatel meServer feature description
getlmeServer ipAddress(mandatory)
removel meServer port

deviceSecurityMode
applicationUser(mandatory)
reconnectlnterval
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Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags
addFallbackProfile To support Unified B2B Link name(mandatory)
updateFallbackProfile feature description

getFallbackProfile
removeFallbackProfile

advertisedFallbackDirectoryE164Number
QosSensistivityL evel

call Css(mandatory)

callAnswerTimer
directoryNumberPartition
directoryNumber
numberOfDigitsforCallerl DPartialMatch

addPhoneNTP To add, update, get, and remove |ipAddress
updatePhoneNTP PhoneNTP description
getPhoneNTP mode(mandatory)
removePhoneNTP

addDateTimeGroup To add, get, and remove name(mandatory)

getDateTimeGroup

removeDateTimeGroup

DateTimeGroup

timeZone(mandatory)
separator(mandatory)

datef ormat(mandatory)
timeformat(mandatory)
phoneNtpReferences
selectedPhoneNtpReference
phoneNtpName(mandatory)
selectionOrder(mandatory)
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New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags

updateDateTimeGroup To update DateTimeGroup newName

timeZone

separator

dateformat

timeFormat
removePhoneNtpReferences
selectedPhoneNtpReference(mandatory)
phoneNtpName(mandatory)
selectionOrder(mandatory)
addPhoneNtpReferences
selectedPhoneNtpReference(mandatory)
phoneNtpName(mandatory)
selectionOrder(mandatory)
phoneNtpReferences
selectedPhoneNtpReference(mandatory)
phoneNtpName(mandatory)
selectionOrder(mandatory)

addPresenceGroup To add, update, get, and remove |name(mandatory)

updatePresenceGroup PresenceGroup

description

getPresenceGroup presenceGroups
removePresenceGroup presenceGroup
presenceGroupName(mandatory)

subscriptionPermission(mandatory)

addMIppDomain To add, update, get and remove |domainName(mandatory)

updateM|ppDomain MIppDomain

domainld(mandatory)
getMIppDomain

removeMIppDomain

addPhoneSecurityProfile To add, update, get, and remove |phoneType(mandatory)
updatePhoneSecurityProfile PhoneSecurityProfile protocol (mandatory)
getPhoneSecurityProfile name(mandatory)
removePhoneSecurityProfile description
deviceSecurityMode
authenticationM ode

keySize

tftpEncryptedConfig
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Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags
nonceValidityTime
transportType
sipPhonePort

enableDigestAuthentication
excludeDigestCredentials

addA pplicationServer
getApplicationServer
removeA pplicationServer

To add, get, and remove
ApplicationServer

appServerType(mandatory)
name(mandatory)

ipAddress

appUsers

selectedA ppUser(mandatory)
appUserName(mandatory)
content

url

endUserUrl
processNodeName

endUsers
selectedEndUser(mandatory)
endUserName(mandatory)

content

updateA pplicationServer

To update ApplicationServer

newName

ipAddress

removeAppUsers

selectedA ppUser(mandatory)
appUserName(mandatory)
content

addAppUsers

selectedA ppUser(mandatory)
appUserName(mandatory)
content

appUsers

selectedA ppUser(mandatory)
appUserName(mandatory)
content
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New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags
addAppDiaRules To add, update, get, and remove |name (Mandatory)
getAppDialRules appDialRules description

updateAppDiaRules
removeAppDialRules

numberBeginWith
numberOfDigits (Mandatory)
digitsToBeRemoved (M andatory)
prefixPattern

priority (Mandatory)

addDirectoryL ookupDialRules
getDirectorylL ookupDial Rules
updateDirectoryLookupDial Rules
removeDirectoryL ookupDialRules

To add, update, get, and remove
DirectoryLookupDialRules

name (Mandatory)

description

numberBeginWith
numberOfDigits (Mandatory)
digitsToBeRemoved (M andatory)
prefixPattern

priority (Mandatory)

addSipDialRules To add, update, get, and remove |dialPattern (Mandatory)
getSipDialRules SipDialRules name (Mandatory)
updateSipDialRules description
removeSipDialRules patterns

plars
updateA nnunciator To update, and get Annunciator |name (Mandatory)
getAnnunciator description

devicePoolName
locationName
useTrustedRel ayPoint

addMtp
getMtp
updateMtp
removeMtp

To add, update, get, and remove
Mtp

mtpType (Mandatory)

name (Mandatory)
description

devicePoolName (Mandatory)
useTrustedRel ay Point

getMohAudioSource
updateM ohA udioSource
removeM ohAudioSource

To update, get, and remove
MohAudioSource

sourceld (Mandatory)
newName

sourceFile

multicast

repeat
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Table 2-1 New Operations in Unified CM 8.0(1) (continued)
Operation Purpose Added Tags
updateFixedM ohAudioSource To update name (Mandatory)
FixedM ohAudioSource multicast

enable
getFixedMohAudioSource To get FixedMohAudioSource  |sourceld

name

multicast

enable
addM essageWaiting To add, update, get, and remove |pattern (Mandatory)
getM essageWaiting MessageWaiting routePartitionName (Mandatory)
updateM essageWaiting description
removeM essageWaiting messageWaitingl ndicator (Mandatory)

callingSearchSpaceName
addDefaultDeviceProfile To add, update, get, and remove |name (Mandatory)

DefaultDeviceProfile

getDefaultDeviceProfile description
updateDefaultDeviceProfile product (Mandatory)
removeDefaultDeviceProfile class (Mandatory)

protocol (Mandatory)

protocol Side (Mandatory)
userHoldM OHA udioSourcel d
userLocale

phoneButtonTemplate (Mandatory)
softkey Template (Mandatory)
privacy (Mandatory)
singleButtonBarge
joinAcrossLines

ignorePi

dndStatus

dndRingSetting

dndOption

mippDomainid

mlpplndication (Mandatory)
preemption (Mandatory)
alwaysUsePrimeLine
alwaysUsePrimeL ineForVoiceMessage

emccCallingSearchSpace
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Table 2-1

New Operations in Unified CM 8.0(1) (continued)

New and Changed Information

Operation

Purpose

Added Tags

addl pPhoneServices
getlpPhoneServices
updatel pPhoneServices
removel pPhoneServices

To add, update, get, and remove
I pPhoneServices

serviceName (Mandatory)
ascii ServiceName (Mandatory)
serviceDescription
serviceUrl (Mandatory)
secureServiceUrl
serviceCategory (Mandatory)
serviceType (Mandatory)
serviceVendor

serviceVersion

enabled
enterpriseSubscription
parameters

parameter (Mandatory)

name (Mandatory)
displayName (Mandatory)
default

description (Mandatory)
paramRequired
paramPassword

addCiscoCatalyst600024PortFX SGateway
getCiscoCatalyst600024PortFX SGateway

updateCiscoCatal yst600024PortFX SGatewa
y

removeCiscoCatal yst600024PortFX SGatew
ay

To add, update, get, and remove
CiscoCatalyst600024PortFX SGa
teway

name(mandatory)
description
product(mandatory)
class(mandatory)

protocol (mandatory)

protocol Side(mandatory)
callingSearchSpaceName
devicePool Name(mandatory)
commonDeviceConfigName
networkL ocale
locationName(mandatory)
mediaResourcelListName
automatedA IternateRoutingCssName
aarNeighborhoodName
loadInformation
vendorConfig
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Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags

traceFlag

mippDomainld
useTrustedRel ay Point
cgpnTransformationCssName
useDevicePool CgpnTransformCss
geoL ocationName

ports

port(mandatory)
portNumber(mandatory)
attendantDn

unattendedPort

callerldDn
callerldEnable(mandatory)
callingPartySelection
digitSending
expectedDigits(mandatory)
sigDigits(mandatory)

lines

prefixDn

presentationBit
silenceSuppressionThreshold
smdiPortNumber(mandatory)
startDial Protocol

trunk
trunkDirection(mandatory)
trunkL evel

trunkPadRx

trunkPadTx

vendorConfig
timerl(mandatory)
timer2(mandatory)
timer3(mandatory)
timer4(mandatory)
timer5(mandatory)

timer6(mandatory)
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Table 2-1

New Operations in Unified CM 8.0(1) (continued)

New and Changed Information

Operation

Purpose

Added Tags

portSel ectionOrder(mandatory)
transmitUtf8

geoL ocationFilterName

addCiscoCatalyst6000T 1Vol PGateway T1
getCiscoCatalyst6000T 1Vol PGatewayT1

updateCiscoCatal yst6000T 1Vol PGateway T
1

removeCiscoCatal yst6000T 1Vol PGateway T
1

To add, update, get, and remove
CiscoCatal yst6000T 1Vol PGatew
ayT1l

name(mandatory)

description

product(mandatory)

class(mandatory)

protocol (mandatory)

protocol Side(mandatory)
callingSearchSpaceName(mandatory)
devicePool Name(mandatory)
commonDeviceConfigName(mandatory)
networkL ocation
locationName(mandatory)
mediaResourcelL istName(mandatory)

automatedA IternateRoutingCSSName(man
datory)

aarNeighborhoodName(mandatory)
loadlnformation

vendorConfig

traceFlag

mippDomainld

mlppl ndicationStatus

preemption

useTrustedRel ayPoint
retryVideoCallAsAudio
cgpnTransformationCSSName(mandatory)
useDevicePool CgpnTransformCSS
geoL ocationName(mandatory)
sendGeoL ocation(mandatory)

ports

port(mandatory)
portNumber(mandatory)
attendantDn

unattendedPort
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Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags

callerldDn
callerldEnable(mandatory)
callingParty Sel ection(mandatory)
digitSending(mandatory)
expectedDigits(mandatory)
sigDigits(mandatory)
prefixDn(mandatory)
presentationBit(mandatory)
silenceSuppressionT hreshold(mandatory)
startDial Protocol
trunk(mandatory)
trunkDirection(mandatory)
trunkL evel (mandatory)
trunkPadRx(mandatory)
trunkPadTx(mandatory)
vendorConfig
callerld(mandatory)

endpointld

timerl

timer2

timer3

timerd

timer5

timer6

trunk Sel ectionOrder(mandatory)
clockReference(mandatory)
csuParam(mandatory)
digitSending(mandatory)
pcmType(mandatory)
fdlChannel (mandatory)
yellowAlarm(mandatory)
zeroSuppression(mandatory)
smdiBasePort(mandatory)
handlerDtmfPrecedenceSignals

cdpnTransformationCssName(mandatory)
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New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags

useDevicePool CdpnTransformCss
geoL ocationFilterName(mandatory)
pstnAccess
imeE164TransformationName

addSrst To add, update, and remove Srst | name(mandatory)
updateSrst port(mandatory)
removesrst ipAddress(mandatory)
SipNetwork
SipPort(mandatory)
isSecure

getSrst To get Srst name

port

ipAddress
SipNetwork
SipPort
srstCertificatePort
isSecure

addA pplicationUserCapfProfile To add, update, and remove applicationUser(mandatory)

updateA pplicationUserCapfProfile ApplicationUserCapfProfile

instanceld(mandatory)

removeA pplicationUserCapfProfile certificateOperation(mandatory)
authenticationM ode(mandatory)
authenticationString
keySize(mandatory)

operationCompletion

getApplicationUserCapfProfile To get applicationUser
ApplicationUserCapfProfile instanceld
certificateOperation
authenticationM ode
authenticationString
keySize
operationCompletion
certificateOperationStatus

addEndUserCapfProfile To add, update, and remove endUserld(mandatory)
updateEndUserCapfProfile EndUserCapfProfile mstgnceld(mandgtory)

' certificateOperation(mandatory)
removeEndUserCapfProfile authenticationM ode(mandatory)

Cisco Unified Communications Manager XML Developers Guide
[ oL-20944-01 .m



Chapter2  Administrative XML Programming |

I New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags

authenticationString

keySize(mandatory)
operationCompletion

getEndUserCapfProfile To get EndUserCapfProfile endUserld

instanceld
certificateOperation
authenticationM ode
authenticationString
keySize
operationCompletion
certificateOperationStatus
addUserPhoneA ssociation To add UserPhoneAssociation userld(mandatory)

password

pin
lastName(mandatory)
middleName

firstName
productType(mandatory)
name(mandatory)
dnCssName
phoneCssName

€164M ask(mandatory)
extension(mandatory)
routePartitionName
voiceMailProfileName
enableExtensionM obility

addGateway To add, update, get, and remove |domainName(mandatory)

getGateway Gateway

description

removeGateway product(mandatory)

updateGateway protocol (mandatory)
callManagerGroupName(mandatory)
units

unit

index(mandatory)
product(mandatory)
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Table 2-1 New Operations in Unified CM 8.0(1) (continued)

New and Changed Information

Operation

Purpose

Added Tags

subunits

subunit
index(mandatory)
product(mandatory)
beginPort

vendorConfig

addGatewayEndpointAnal ogA ccess
getGatewayEndpointAnal ogA ccess
updateGatewayEndpointAnal ogAccess
removeGateway EndpointAnal ogAccess

To add, update, get, and remove
GatewayEndpointAnal ogA ccess

domainName(mandatory)
gatewayUuid(mandatory)
unit(mandatory)
subunit(mandatory)
endpoint(mandatory)
index(mandatory)
name(mandatory)

description
product(mandatory)

model

class(mandatory)

protocol (mandatory)

protocol Side(mandatory)
callingSearchSpaceName
devicePool Name(mandatory)
commonDeviceConfigName
networkL ocale
locationName(mandatory)
mediaResourcelListName
automatedA lternateRoutingCssName
aarNeighborhoodName
vendorConfig
mippDomainid
useTrustedRel ayPoint
retryVideoCallAsAudio
useDevicePool CgpnTransformCss
geoL ocationName

geolL ocationFilterName
port(mandatory)
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Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags
portNumber(mandatory)
attendantDn
unattendedPort
calerldDn

callerldEnable(mandatory)
callingPartySelection
digitSending
expectedDigits(mandatory)
sigDigits(mandatory)

lines

prefixDn

presentationBit
silenceSuppressionThreshold
smdiPortNumber(mandatory)
startDial Protocol

trunk
trunkDirection(mandatory)
trunkL evel

trunkPadRx

trunkPadTx

vendorConfig
timer1(mandatory)
timer2(mandatory)
timer3(mandatory)
timer4(mandatory)
timer5(mandatory)
timer6(mandatory)
trunkSelectionOrder(mandatory)
transmitUtf8
cdpnTransformationCssName
useDevicePool CdpnTransformCss
callingPartyNumberPrefix
callingParty StripDigits
callingParty TransformationCssName

hotlineDevice
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New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags
packetCaptureMode
packetCaptureDuration
pstnAccess
imeE164TransformationName
imeE164DirectoryNumber

addGatewayEndpointDigital AccessPri To add, update, get, and remove |domainName (Mandatory)

getGatewayEndpointDigital A ccessPri SﬁtewayEndpoi ntDigital Access gatewayUuid (Mandatory)
updateGatewayEndpointDigital A ccessPri unit (Mandatory)
removeGatewayEndpointDigital A ccessPri subunit (Mandatory)

endpoint (Mandatory)

index (Mandatory)

name (Mandatory)

description

product(Mandatory)

class(Mandatory)

protocol (Mandatory)

protocol Side(Mandatory)
callingSearchSpaceName(M andatory)
devicePool Name(Mandatory)
commonDeviceConfigName(Mandatory)
networkL ocation

locationName(M andatory)

networkL ocale

mediaResourcel istName(Mandatory)

automatedAlternateRoutingCssName(Man
datory)

aarNeighborhoodName(Mandatory)
loadInformation

vendorConfig

mlppDomainld

mlppl ndicationStatus

mlppPreemption

useTrustedRel ay Point
cgpnTransformationCssName(M andatory)
useDevicePool CgpnTransformCss
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Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose

Added Tags

geoL ocationName(Mandatory)
redirectlnboundNumberle(Mandatory)
calledPlan(Mandatory)
calledPri(Mandatory)
callerldDn(Mandatory)

callingParty Sel ection(M andatory)
callingPlan(M andatory)
callingPri(Mandatory)
chanlE(Mandatory)
clockReference(Mandatory)

dChannel Enable(M andatory)

channel Sel ectionOrder(M andatory)
displayle(Mandatory)
pcmType(Mandatory)
csuParam(Mandatory)
firstDelay(Mandatory)

interfacel dPresent(M andatory)

interfacel d(Mandatory)
intraDelay(Mandatory)

mcdnEnabl e(M andatory)
redirectOutboundNumberle(Mandatory)
numDigitsToStrip(Mandatory)

passi ngPrecedencel evel Through(Mandato
ry)

prefix(Mandatory)
callingLinePresentationBit(Mandatory)
connectedL inel dPresentation(Mandatory)
priProtocol (Mandatory)

securityAccessL evel (Mandatory)
sendCallingNamel nFacilityle(M andatory)
sendExL eadingCharlnDisple(M andatory)
sendRestart(Mandatory)

setupNonl sdnPi(Mandatory)
sigDigits(Mandatory)

span(Mandatory)
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Table 2-1 New Operations in Unified CM 8.0(1) (continued)

New and Changed Information

Operation

Purpose

Added Tags

statusPol | (M andatory)
smdiBasePort(Mandatory)
GClearEnable(Mandatory)
packetCaptureMode
packetCaptureDuration
transmitUtf8

v150

asn1RoseOidEncoding
gsigVariant

unattendedPort
cdpnTransformationCssName
useDevicePool CdpnTransformCss
national Prefix

international Prefix

unknownPrefix

subscriberPrefix

geoL ocationFilterName
routeClassSignalling

national StripDigits

international StripDigits
unknownsStripDigits
subscriberStripDigits

national TransformationCssName
international TransformationCssName
unknownTransformationCssName
subscriberTransformationCssName
pstnAccess
imeE164TransformationName

addGatewayEndpointDigital AccessBri
getGatewayEndpointDigital A ccessBri
updateGatewayEndpointDigital A ccessBri
remoevGatewayEndpointDigital AccessBri

To add, update, get, and remove
GatewayEndpointDigital Access
Bri

domainName(M andatory)
gatewayUuid(M andatory)
unit(Mandatory)
subunit(Mandatory)
endpoint(Mandatory)
index(Mandatory)
name(M andatory)
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I New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags
description
product(Mandatory)
class(Mandatory)

protocol (Mandatory)

protocol Side(M andatory)
callingSearchSpaceName(M andatory)
devicePool Name(M andatory)
commonDeviceConfigName(Mandatory)
networkL ocation

locationName(M andatory)
mediaResourcel istName(Mandatory)
networkLocale

automatedAlternateRoutingCssName(Man
datory)

aarNeighborhoodName(Mandatory)
vendorConfig
cgpnTransformationCssName(M andatory)
useDevicePool CgpnTransformCss
geoL ocationName(Mandatory)
redirectlnboundNumberle(Mandatory)
briProtocol (Mandatory)

calledPlan(M andatory)
calledPri(Mandatory)
callerldDn(Mandatory)
callingPartySel ection(Mandatory)
callingPlan(M andatory)
callingPri(Mandatory)
clockReference(Mandatory)
csuParam(Mandatory)

dChannel Enable(M andatory)

channel Sel ectionOrder(M andatory)
pcmType(Mandatory)
firstDelay(Mandatory)
intraDelay(Mandatory)
redirectOutboundNumberle(Mandatory)
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New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags

numbDigitsToStrip(Mandatory)
prefix(Mandatory)
presentationBit(Mandatory)
sendRestart(M andatory)
setupNonl sdnPi(Mandatory)
sigDigits(Mandatory)

statusPol | (M andatory)
packetCaptureM ode
packetCaptureDuration
cdpnTransformationCssName
useDevicePool CdpnTransformCss
geoL ocationFilterName

national Prefix

international Prefix

unknownPrefix

subscriberPrefix

national StripDigits

international StripDigits
unknownStripDigits
subscriberStripDigits

national TransformationCssName
international TransformationCssName
unknownTransformationCssName
subscriberTransformationCssName
pstnAccess
imeE164TransformationName

addGatewayEndpointDigitalAccessT 1 To add, update, get, and remove |domainName(mandatory)
getGatewayEndpointDigital AccessT1 ?flewayEndpoi niDigital Access
removeGatewayEndpointDigital AccessT 1 unit(mandatory)

updateGatewayEndpointDigital AccessT1 subUnit(mandatory)

endpoint(mandatory)

gatewayUuid(mandatory)

index(mandatory)
name(mandatory)
description

product(mandatory)
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I New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags

class(mandatory)

protocol (mandatory)

protocol Side(mandatory)
callingSearchSpaceName(mandatory)
devicePool Name(mandatory)
commonDeviceConfigName(mandatory)
networkL ocation
locationName(mandatory)
mediaResourcelL istName(mandatory)

automatedA IternateRoutingCssName(man
datory)

aarNeighborhoodName(mandatory)
loadlnformation

vendorConfig

traceFlag

mippDomainld

mlppl ndicationStatus

preemption

useTrustedRel ayPoint
retryVideoCallAsAudio
cgpnTransformationCssName(mandatory)
useDevicePool CgpnTransformCss
geoL ocationName(mandatory)
sendGeoL ocation(mandatory)
cdpnTransformationCssName(mandatory)
useDevicePool CdpnTransformCss
v150

geoL ocationFilterName

ports

port

portNumber(mandatory)
attendantDn

unattendedPort

callerldDn
callerldEnable(mandatory)
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Table 2-1

New Operations in Unified CM 8.0(1) (continued)

New and Changed Information

Operation

Purpose

Added Tags

callingParty Sel ection(mandatory)
digitSending(mandatory)
expectedDigits(mandatory)
sigDigits(mandatory)
prefixDn(mandatory)
presentationBit(mandatory)

silenceSuppressionT hreshol d(mandatory)

startDial Protocol (mandatory)
trunk(mandatory)
trunkDirection(mandatory)
trunkL evel (mandatory)
trunkPadRx(mandatory)
trunkPadTx(mandatory)
vendorConfig

callerld

endPointld

timerl

timer2

timer3

timerd

timer5

timer6

trunkSel ectionOrder(mandatory)
clockReference(mandatory)
csuParam(mandatory)
digitSending(mandatory)

pcmType(mandatory)

fdlChannel (mandatory)
yellowAlarm(mandatory)
zeroSuppresion(mandatory)
smdiBasePort(mandatory)
handleDtmfPrecedenceSignals
encodeOutboundVoiceRouteClass

routeClassSignalling(mandatory)
pstnAccess
imeE164TransformationName
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I New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags
addCiscoCatal yst6000E1Vol PGateway To add, update, get, and remove |name(mandatory)
getCiscoCatalyst6000E1Vol PGateway ;i/scoCatal yst6000E1Vol PGatew description
updateCiscoCatal yst6000E1Vol PGateway product(mandatory)
removeCiscoCatal yst6000E1Vol PGateway class(mandatory)

protocol (mandatory)

protocol Side(mandatory)
callingSearchSpaceName(mandatory)
devicePool Name(mandatory)
commonDeviceConfigName(mandatory)
networkL ocation
locationName(mandatory)

networkL ocale

mediaResourcel istName(mandatory)

automatedA IternateRoutingCssName(man
datory)

aarNeighborhoodName(mandatory)
loadInformation

vendorConfig

mlppDomainld

useTrustedRel ay Point
cgpnTransformationCssName(mandatory)
useDevicePool CgpnTransformCss
geoL ocationName(mandatory)
redirectlnboundNumberle(mandatory)
calledPlan(mandatory)
calledPri(mandatory)
callerldDn(mandatory)
callingParty Sel ection(mandatory)
callingPlan(mandatory)
callingPri(mandatory)
chanle(mandatory)
clockReference(mandatory)
dChannel Enable(mandatory)
channel Sel ectionOrder(mandatory)
displayl E(mandatory)
pcmType(mandatory)
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Table 2-1

New Operations in Unified CM 8.0(1) (continued)

New and Changed Information

Operation

Purpose

Added Tags

csuParam(mandatory)
firstDelay(mandatory)

interfacel dPresent(mandatory)
interfacel d(mandatory)
intraDelay(mandatory)

mcdnEnabl e(mandatory)
redirectOutboundNumberle(mandatory)
numbDigitsToStri p(mandatory)

passi ngPrecedencel evel Through(mandator
y)

prefix(mandatory)
callingLinePresentationBit(mandatory)
connectedL inel dPresentation(mandatory)
priProtocol (mandatory)

securityAccessL evel (mandatory)
sendCallingNamel nFacilityle(mandatory)
sendExL eadingCharlnDisple(mandatory)
sendRestart(mandatory)

setupNonl sdnPi(mandatory)
sigDigits(mandatory)

span(mandatory)

statusPol [ (mandatory)
smdiBasePort(mandatory)
packetCaptureMode
packetCaptureDuration

transmitUtf8

v150

asn1RoseOidEncoding

QSIGVariant

unattendedPort
cdpnTransformationCssName
useDevicePool CdpnTransformCss
national Prefix

international Prefix

unknownPrefix
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Table 2-1

New Operations in Unified CM 8.0(1) (continued)

Operation

Purpose

Added Tags

subscriberPrefix

geoL ocationFilterName

national StripDigits

international StripDigits
unknownStripDigits
subscriberStripDigits

national TransformationCssName
international TransformationCssName
unknownTransformationCssName
subscriberTransformationCssName
useDevicePool CgpnTransformCssNatl
useDevicePool CgpnTransformCssi ntl
useDevicePool CgpnTransformCssUnkn
useDevicePool CgpnTransformCssSubs
pstnAccess
imeE164TransformationName

addCiscoCatal yst6000T 1Vol PGateway Pri
getCiscoCatalyst6000T 1Vol PGateway Pri

updateCiscoCatal yst6000T 1Vol PGateway Pr
i

removeCiscoCatalyst6000T 1Vol PGateway P
ri

To add, update, get, and remove
CiscoCatalyst6000T 1Vol PGatew
ayPri

name(M andatory)

description

product(Mandatory)
class(Mandatory)

protocol (Mandatory)

protocol Side(Mandatory)
callingSearchSpaceName(M andatory)
devicePool Name(M andatory)

commonDeviceConfigName(Mandatory)
networkL ocation

locationName(M andatory)

networkL ocale

mediaResourcel istName(Mandatory)
automatedAlternateRoutingCssName(Man
datory)
aarNeighborhoodName(Mandatory)

loadInformation
vendorConfig
mippDomainld

ml pplndicationStatus
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Table 2-1

New Operations in Unified CM 8.0(1) (continued)

New and Changed Information

Operation

Purpose

Added Tags

mlppPreemption

useTrustedRel ay Point
cgpnTransformationCssName(M andatory)
useDevicePool CgpnTransformCss

geoL ocationName(Mandatory)
redirectlnboundNumberle(Mandatory)
calledPlan(M andatory)
calledPri(Mandatory)
callerldDn(Mandatory)

callingParty Sel ection(M andatory)
callingPlan(M andatory)
callingPri(Mandatory)
chanle(Mandatory)
clockReference(Mandatory)

dChannel Enable(M andatory)

channel Sel ectionOrder(Mandatory)
displayl E(Mandatory)

pcmType (Mandatory)
csuParam(Mandatory)
firstDelay(Mandatory)

interfacel dPresent(M andatory)

interfacel d(Mandatory)
intraDelay(Mandatory)
mcdnEnable(Mandatory)
redirectOutboundNumberle(Mandatory)
numDigitsToStrip(Mandatory)
passingPrecedencel evel Through(Mandato
ry)

prefix(Mandatory)
callingLinePresentationBit(Mandatory)
connectedL inel dPresentation(Mandatory)
priProtocol (Mandatory)

securityAccessL evel (Mandatory)
sendCallingNamel nFacilityle(Mandatory)
sendEXxL eadingCharl nDisple(Mandatory)
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I New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags

sendRestart(M andatory)
setupNonl sdnPi(Mandatory)
sigDigits(Mandatory)

span(Mandatory)

statusPol | (M andatory)
smdiBasePort(Mandatory)
packetCaptureMode
packetCaptureDuration

transmitUtf8

v150

asn1RoseOidEncoding

QSIGVariant

unattendedPort
cdpnTransformationCssName
useDevicePool CdpnTransformCss
national Prefix

international Prefix

unknownPrefix

subscriberPrefix

geoL ocationFilterName

national StripDigits

international StripDigits
unknownStripDigits
subscriberStripDigits

national TransformationCssName
international TransformationCssName
unknownTransformationCssName
subscriberTransformationCssName
useDevicePool CgpnTransformCssNat|
useDevicePool CgpnTransformCssl ntl
useDevicePool CgpnTransformCssUnkn
useDevicePool CgpnTransformCssSubs
pstnAccess

imeE164TransformationName
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New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags
addCiscoCatalyst6000T 1Vol PGateway T1 To add, update, get, and remove |name(Mandatory)
getCiscoCatalyst6000T 1Vol PGatewayT1 ac;_srclo Catalyst6000T1Vol PGatew description
updateCiscoCatal yst6000T 1Vol PGateway T product(Mandatory)
1 class(Mandatory)

removeCiscoCatal yst6000T 1Vol PGateway T
1

protocol (Mandatory)

protocol Side(M andatory)
callingSearchSpaceName(M andatory)
devicePool Name(M andatory)
commonDeviceConfigName(Mandatory)
networkL ocation

locationName(M andatory)
mediaResourcel istName(Mandatory)

automatedAlternateRoutingCssName(Man
datory)

aarNeighborhoodName(Mandatory)
loadInformation

vendorConfig

traceFlag

ml ppDomainldmlppl ndicationStatus
preemption

useTrustedRel ay Point
retryVideoCallAsAudio
cgpnTransformationCssName(M andatory)
useDevicePool CgpnTransformCss
geoL ocationName(M andatory)
sendGeoL ocation(Mandatory)

ports

port(Mandatory)
portNumber(Mandatory)
attendantDn

unattendedPort

callerldDn

callerldEnable(M andatory)
callingParty Sel ection(Mandatory)

[ oL-20944-01

Cisco Unified Communications Manager XML Developers Guide



Chapter2  Administrative XML Programming |

I New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags

digitSending(Mandatory)
expectedDigits(Mandatory)
sigDigits(Mandatory)
prefixDn(Mandatory)
presentationBit(Mandatory)
silenceSuppressionT hreshold(M andatory)
startDial Protocol (Mandatory)
trunk(Mandatory)
trunkDirection(Mandatory)

trunkL evel (Mandatory)
trunkPadRx(Mandatory)
trunkPadTx(Mandatory)
vendorConfig

callerld(Mandatory)

endpointld

timerl

timer2

timer3

timerd

timer5

timer6
trunkSelectionOrder(Mandatory)
clockReference(Mandatory)
csuParam(Mandatory)
digitSending(M andatory)
pcmType(Mandatory)

fdlChannel (Mandatory)
yellowAlarm(Mandatory)
zeroSupression(Mandatory)
smdiBasePort(Mandatory)
handleDtmfPrecedenceSignals
cdpnTransformationCssName(M andatory)
useDevicePool CdpnTransformCss
geoL ocationFilterName(M andatory)
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Table 2-1 New Operations in Unified CM 8.0(1) (continued)

New and Changed Information

Operation Purpose

Added Tags

pstnAccess

imeE164TransformationName

listRoutePlan To list RoutePlan

dnOrPattern
partition
type
routeDetail

addCallingParty TransformationPattern To add, update, and remove
updateCallingParty Transformati onPattern gﬂ lingParty TransformationPait
removeCallingParty TransformationPattern

pattern(mandatory)

description
routePartitionName(mandatory)
callingParty Transf ormationM ask
useCallingParty PhoneM ask
dialPlanName
digitDiscardlInstructionName
callingPartyPrefixDigits
routeFilterName
callingLinePresentationBit
callingPartyNumberingPlan
callingPartyNumberType

getCallingParty TransformationPattern To get
CallingParty TransformationPatt
ern

pattern

description

usage

routePartitionName
callingParty Transf ormationM ask
useCallingParty PhoneM ask
dialPlanName
digitDiscardlnstructionName
patternUrgency
callingPartyPrefixDigits
routeFilterName
callingLinePresentationBit
callingPartyNumberingPlan
callingPartyNumberType
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Table 2-1 New Operations in Unified CM 8.0(1) (continued)
Operation Purpose Added Tags
addUnitsToGateway To add, and domainName(mandatory)

removeUnitsToGateway removeUnitsToGateway

gatewayUuid(mandatory)
units(mandatory)
unit(mandatory)
index(mandatory)
product(mandatory)
subunits
subunit(mandatory)
index(mandatory)
product(mandatory)

beginPort

addGateway Subunits To add, and remove domainName(mandatory)

removeGateway Subunits GatewaySubunits

gatewayUuid(mandatory)
unit(mandatory)
subunits(mandatory)
subunit(mandatory)
index(mandatory)
product(mandatory)

beginPort

addLdapDirectory To add, update, get, and remove |name(mandatory)

getL dapDirectory LdapDirectory

IdapDn(mandatory)

updatel dapDirectory |dapPassword(mandatory)
removeL dapDirectory user SearchBase(mandatory)
repeatable

interval Value(mandatory)
scheduleUnit
nextExecTime(mandatory)
servers(mandatory)
server(mandatory)
hostName(mandatory)
|dapPortNumber(mandatory)
sslEnabled

middleName

phoneNumber

mailld
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New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags
IdapFilter

addSaf CcdPurgeBlockL earnedRoutes To add, update, get, and remove |learnedPattern

getSaf CcdPurgeBlockL earnedRoutes
updateSaf CcdPurgeBlockL earnedRoutes

Saf CcdPurgeBlockL earnedRout
es

learnedPatternPrefix
callControlldentity

removeSaf CcdPurgeBlockL earnedRoutes ipAddress

addV pnGateway To add, update, get, and remove |name(mandatory)

getVpnGateway VpnGateway description

updateV pnGateway url(mandatory)

removeV pnGateway certificates(mandatory)
certificate(mandatory)
issuerName(mandatory)
serial Number(mandatory)

addV pnGroup To add, update, get, and remove |name(mandatory)

getVpnGroup VpnGroup description

updateV pnGroup vpnGateways

removeV pnGroup vpnGateway
vpnGatewayName(mandatory)
priority(mandatory)

addV pnProfile To add, update, get, and remove |name(mandatory)

getVpnProfile VpnProfile description

updateV pnProfile
removeVpnProfile

autoNetworkDetection
mtu

fail ToConnect
clientAuthentication
pwdPersistant
enableHostl dCheck

[ oL-20944-01

Cisco Unified Communications Manager XML Developers Guide



Chapter2  Administrative XML Programming |

I New and Changed Information

Table 2-1 New Operations in Unified CM 8.0(1) (continued)

Operation Purpose Added Tags
addTransformationProfile To add, update, get, and remove |name(mandatory)
getTransformationProfile TransformationProfile description

updateTransformationProfile
removeTransformationProfile

national StripDigits
international StripDigits
unknowmStripDigits
subscriberStripDigits
national Prefix
international Prefix
unknownPrefix
subscriberPrefix
national CssName
international CssName
unknownCssName
subscriberCssName

addL dapFilter
getL dapFilter
updatel dapFilter
removel dapFilter

To add, update, get, and remove
LdapFilter

name(mandatory)
filter(mandatory)

addAppServerinfo
getAppserverinfo
updateA ppserverinfo

removeAppServerlnfo

To add, update, get, and remove
AppServerinfo

appServerName(mandatory)
appServerContent(mandatory)
content

Changed APIs
Table 2-2 describes changed operations in Unified CM 8.0(1).
Table 2-2 Changed Operations in Unified CM 8.0
APlin7.1 Tags in 7.1 APl in 8.0(1) \Tags in 8.0(1)
AARGroup AarGroup
— aarGroupFromName
— aarGroupToName
name name
— prefixDigit
— relatedGroup
— relatedGroups
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
AARGroupMatrix AarGroupM atrix
— aarGroupFromName
— aarGroupToName
prefixDigit prefixDigit
AppUser AppUser
acceptOutOfDialogRefer acceptOutOfDial ogRefer
acceptPresenceSubscription acceptPresenceSubscription
acceptUnsolicitedNotification acceptUnsolicitedNotification
allowReplaceHeader allowReplaceHeader
— associatedCapfProfiles
— associ atedCapfProfiles
associatedDevices associatedDevices
associatedUserGroups associatedGroups
— capfProfilelnstancel d
— ctiControlledDeviceProfiles
device device
— deviceProfile
digestCredentials digestCredentials
— isStandard
name name
password password
— passwordCredentials
presenceGroupName presenceGroupName
— pwdCredDoesNotExpire
— pwdCredL ockedByA dministrator
— pwdCredPolicyName
— pwdCredTimeAdminL ockout
— pwdCredTimeChanged
— pwdCredUserCantChange
— pwdCredUserM ustChange
userGroup userGroup
userid userid
— userRole
— userRoles
Cisco Unified Communications Manager XML Developers Guide
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Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
CalledParty Transfor CalledParty Transfor

mationPattern mationPattern

calledPartyNumberingPlan

calledPartyNumberingPlan

calledPartyNumberType

calledPartyNumberType

calledPartyPrefixDigits

calledPartyPrefixDigits

calledParty TransformationM ask

calledParty TransformationMask

description description

dialPlanName dialPlanName
digitDiscardlnstructionName digitDiscardlnstructionName
pattern pattern

patternUrgency patternUrgency

routeFilterName

routeFilterName

routePartitionName

routePartitionName

usage usage
CallerFilterList CallerFilterList
callerFilterMask callerFilterMask
description description
dnMask DnMask
endUserldName endUserldName
isAllowedType isAllowedType
member member
members members
name name
CallManager CallManager
— autoRegistration
— el64Mask
— endDn
— ethernetPhonePort
description description
— keepAlive
— listen
— mgcpPorts
name name
— nextDn
— ports
— processNodeName
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Table 2-2

Changed Operations in Unified CM 8.0

New and Changed Information

APlin7.1

Tagsin7.1

APl in 8.0(1)

Tags in 8.0(1)

routePartitionName

sipPhonePort

sipPhoneSecurePort

sipPorts

startDn

autoRegistration

CallManagerGroup

CallManagerGroup

callManagerName

callManagerName

member member

members members

name name

— priority

— tftpDefault
CallPark CallPark

calManagerName calManagerName

description description

pattern pattern

routePartitionName routePartitionName

usage usage
CallPickupGroup CallPickupGroup

calledPartylnfo calledPartylnfo

callInfoForPickupNotification

callInfoForPickupNotification

callingPartylnfo

callingPartylnfo

description description
— dnPattern
— members
— member
name name
pattern pattern

pickupDnAndPartition

pickupGroupName

pickupNotification

pickupNotification

pickupNotificationTimer

pickupNotificationTimer

priority

routePartitionName

routePartitionName

routePartitionName
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Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
usage usage

CMClnfo Cmclnfo
code code
description description

CommonDeviceConfi
g

CommonDeviceConfi
g

allowAutoConfigurationForPhones

allowAutoConfigurationForPhones

IPAddressingMode

ipAddressingMode

I PAddressingM odePreferenceContr
ol

i pAddressingM odePreferenceContr
ol

mlppDomainid

mlppDomainld

mlpplndicationStatus

mlppl ndicationStatus

name

name

networkHoldM OHAudioSourceld

networkHoldM ohA udioSourcel d

preemption

preemption

softkey TemplateName

softkey TemplateName

usel meForOutboundCalls

userHoldM OHA udioSourcel d

userHoldM ohAudioSourcel d

userLocale

userLocale

useTrustedRel ay Point

useTrustedRel ayPoint

CommonPhoneConfi
g

CommonPhoneConfi
g

alwaysUsePrimeLine

alwaysUsePrimeLine

alwaysUsePrimeL ineforVoiceM essa
ge

alwaysUsePrimeLineForVoiceMess
age

backgroundlmage

backgroundl mage

ciscoCamera

description

description

dndAlertingType

dndAlertingType

dndOption

dndOption

name

name

phonePersonalization

phonePersonalization

phoneServiceDisplay

phoneServiceDisplay

sdio —

sshPwd sshPwd
sshUserld sshUserld
unlockPwd unlockPwd
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
usbl —
ush2 —
usbClasses —

vendorConfig

vendorConfig

vpnGroupName

vpnProfileName

ConferenceBridge

ConferenceBridge

commonDeviceConfigName

description

description

devicePoolName

devicePoolName

loadlnformation

loadlnformation

locationName

locationName

maximumCapacity

maximumCapacity

name name

product product

— securityProfileName
subUnit subUnit

useTrustedRel ay Point

useTrustedRelayPoint

vendorConfig

vendorConfig

Credential Policy

CredentialPolicy

administratorMustUnlock

credChangeDuration

credChangeDuration

credExpiresAfter

credExpiresAfter

expiryWarningDays

expiryWarningDays

failedLogon

failedL ogon

inactiveDaysAllowed

inactiveDaysAllowed

lockoutDuration

lockoutDuration

minCredL ength

minCredL ength

name name

neverExpires —
noLimitForFailedL ogon —
prevCredStoredNum prevCredStoredNum

resetFailedL ogonAttempts

resetFailedL ogonAttempts

trivial CredCheck

trivial CredCheck

CSS

Css

clause

clause
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Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
description description
dialPlanWizardGenld dialPlanWizardGenld
— index
member member
members members
name name
partitionUsage partitionUsage

routePartitionName

routePartitionName

CTIRoutePoint

CtiRoutePoint

aarNeighborhoodName

— asciilL abel

— associ atedEndusers
— audibleMwi
automatedA lternateRoutingCSSNa —

me

— busyTrigger

— callerName

callerNumber

calllnfoDisplay

callingSearchSpaceName

callingSearchSpaceName

cgpnTransformationCSSName

cgpnTransformationCssName

class

class

commonDeviceConfigName

commonDeviceConfigName

consecutiveRingSetting

description

description

devicePoolName

devicePoolName

dialedNumber

dialPlanWizardld

directoryNumber

dirn

display

displayAscii

e164Mask

enduser

geolL ocationName

index
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Administrative XML Programming

New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
— |abel
— line
— lineldentifier
— lines
loadlnformation —
locationName locationName
— maxNumCalls
mediaResourceListName mediaResourceListName
mlppDomainid —
mlpplndicationStatus —
model model
— monitoringCssName
— mw|Policy
name name
networkHoldM OHAudioSourceld networkHoldM ohAudioSourceld
networkL ocation —
— partitionUsage
preemption —
product product
protocol protocol
protocol Side protocol Side
— recordingFlag
— recordingProfileName
— redirectedNumber
retryVideoCallAsAudio —
— ringSetting
— ringSettingA ctivePickupAlert
— ringSettingl dlePickupAlert
— routePartitionName
— speedDial
traceFlag —
useDevicePool CgpnTransformCSS useDevicePool CgpnTransformCss
userHoldM OHA udioSourceld userHoldM ohAudioSourceld
— userLocale
useTrustedRel ayPoint useTrustedRelayPoint
vendorConfig —
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
versionStamp —
DDI Ddi
clause clause
dialPlanName dialPlanName
dialPlanTagName dialPlanTagName
digitAnalysisld digitAnalysisld
member member
members members
name name
DeviceMobility DeviceMobility
devicePoolName devicePoolName
member member
members members
name name
subNet subNet
subNetMask Sz subNetMaskSz
DeviceMobilityGroup DeviceMobilityGroup
— description
name name

DevicePool

DevicePool

aarNeighborhoodName

aarNeighborhoodName

automatedA lternateRoutingCSSNa
me

automatedA lternateRoutingCssNam
e

autoSearchSpaceName

autoSearchSpaceName

calledPartyUnknownTransformatio
nCssName

callingParty| nternational Prefix

callingPartylnternational StripDigits

callingPartylnternational Transform
ationCssName

callingPartyNational Prefix

callingPartyNational StripDigits

callingPartyNational Transformation
CssName

callingParty SubscriberPrefix

callingParty Subscriber StripDigits
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
— callingParty Subscriber Transformati
onCssName
— callingPartyUnknownPrefix
— callingPartyUnknownStripDigits
— callingPartyUnknownTransformatio
nCssName
callManagerGroupName callManagerGroupName
cdpnTransformCSSName cdpnTransformationCssName
cgpnTransformationUnknownCSSN —
ame
cgpnTransformationUnknownCSSN —
ame
cgpnTransformationUnknownCSSN —
ame
cgpnTransformationUnknownCSSN —
ame
cgpnTransformCSSName cgpnTransformationCssName
— cntdPnTransformationCssName
connectionMonitorDuration connectionMonitorDuration
dateTimeSettingName dateTimeSettingName
deviceMobilityGroupName deviceMobilityGroupName
— geoL ocationFilterName
— geolL ocationName
— imeEnrolledPatternGroupName
international Prefix —
international StripDigits —
joinAcrossLines joinAcrossLines
localRouteGroupName |ocalRouteGroupName
locationName locationName
mediaResourceListName mediaResourceListName
mobilityCSSName mobilityCssName
name name
national Prefix —
national StripDigits —
networkLocale networkL ocale
physicalLocation physicalLocationName
regionName regionName
revertPriority revertPriority
Cisco Unified Communications Manager XML Developers Guide
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
singleButtonBarge singleButtonBarge
srstName srstName

subscriberPrefix —

subscriberStripDigits —

unknownPrefix —

unknownStripDigits —

DeviceProfile DeviceProfile
aarDestinationM ask —
aarKeepCallHistory —

aarNeighborhoodName —

aarNeighborhoodName —
aarVoiceMail Enabled —

addOnModule addOnModule
addOnModules addOnModules
— addressM ode
alertingName —

allowAutoConfig

allowCtiControl Flag —

alwaysUsePrimeLine alwaysUsePrimeLine

alwaysUsePrimeLine

alwaysUsePrimeL ineforVoiceM essa alwaysUsePrimeLineForVoiceMess
ge age

— alwaysUsePrimeL ineForVoiceMess
age

— asciilL abel

_ asciil abel

_ asciiL abel
— associ atedBIf SdFeatures
— associ atedEndusers

associatedPC —

— audibleMwi
authenticationString —
authenticationURL —
autoAnswer —

blfDest blfDest

— blfDirectedCallPark
— blfDirectedCallParks

Cisco Unified Communications Manager XML Developers Guide
m. 0L-20944-01 |



| Chapter2

Administrative XML Programming

New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
blfDirn blfDirn
builtlnBridgeStatus —
busyLampField busyLampField
busyL ampFields busylL ampFields
busyTrigger busyTrigger
callerName callerName
callerNumber callerNumber
callForwardAll —
callForwardAlternateParty —
callForwardBusy —
callForwardBusylInt —
callForwardNoA nswer —
callForwardNoAnswerInt —
callForwardNoCoverage —
callForwardNoCoveragel nt —
callForwardNotRegistered —
callForwardNotRegi steredi nt —
callForwardOnFailure —
callnfoDisplay calllnfoDisplay
callInfoPrivacyStatus calllnfoPrivacyStatus
— callInfoPrivacy Status
callPickupGroupName —
certificateOperation —
certificateStatus —
cfaCSSClause —
cfaCSSPolicy —
class class
— class
commonDeviceConfig
consecutiveRingSetting consecutiveRingSetting
— currentConfig
— currentProfileName
— defaultProfileName
description description
deviceMobilityMode —
— deviceName
Cisco Unified Communications Manager XML Developers Guide
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I New and Changed Information

Table 2-2

Changed Operations in Unified CM 8.0

APlin7.1

Tagsin7.1

APl in 8.0(1)

Tags in 8.0(1)

devicePoolName

deviceProtocol

dialedNumber

dialedNumber

dialPlanWizardld

dialPlanWizardld

directedCallParkDnAndPartition

directedCallParkld

directoryNumber

directoryURL

dirn dirn

dirn dirn

display display

— displayAscii
dndOption dndOption
— dndOption

dndRingSetting

dndRingSetting

dndRingSetting

— dndStatus

— dndStatus

— dnPattern

el64Mask el64Mask

— emccCallingSearchSpace
— emccCallingSearchSpaceName
— enduser

— feature

— geolocationinfo
hlogStatus —

hrDuration —

hrinterval —

idleTimeout —

idleURL —

ignorePresentationl ndicators

ignorePresentationl ndicators

ignorePresentationlndicators

index

index

index

index
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Administrative XML Programming

New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
— index
informationURL —
isActive —
— joinAcrossLines
— joinAcrossLines
|abel |abel
|abel |abel
label label
— |abel
— label Ascii
line line
— lineldentifier
lines lines
loadlnformation loadlnformation
loadlnformation —
locationName —
— loginDuration
— loginTime
— loginUserld
maxNumCalls maxNumCalls
messagesURL —
mlppDomainld mlppDomainld
— mlppDomainld
mlppl ndicationStatus ml ppl ndicationStatus
— ml ppl ndicationStatus
model model
model model
— model
— monitoringCssName
mwIPolicy mwlPolicy
name name
— name
networkHoldM OHA udioSourceld —
networkHoldM OHA udioSourceld —
networkLocale —
networkL ocation —
Cisco Unified Communications Manager XML Developers Guide
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
numberOf Buttons numberOfButtons
ownerUserld —
packetCaptureDuration —
packetCaptureM ode —
— partitionUsage
pattern —
patternPrecedence —
— phoneService
— phoneServiceCategory
phoneSuite —
phoneTemplateName phoneTemplateName
— phoneTemplateName
preemption preemption
— preemption
presenceGroupName —
presenceGroupName —
— priority
product product
— product
protocol protocol
protocol Side protocol Side
proxyServerURL —
— recordingFlag
— recordingProfileName
redirectedNumber redirectedNumber
rel easeCause —
remoteDevice —
— remoteSipSrstip
— remoteSipSrstPort
— remoteSrstlp
— remoteSrstOption
— remoteSrstPort
retryVideoCallAsAudio —
ringSetting ringSetting
— ringSettingA ctivePickupAlert
— ringSettingldiePickupAlert
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
— routePartition
routePartitionName routePartitionName
— routePartitionName
— service
— serviceNameA sCii
— services
servicesURL —
shareL ineAppearanceCSSName —
— singleButtonBarge
— singleButtonBarge
softkey TemplateName softkey TemplateName
— softkey TemplateName
speeddial speeddial
— speedDial
speeddials speeddials
— telecasterServiceName
traceFlag traceFlag
upgradeFinishTime —
— url
— urlButtonlndex
— urlL abel
— urlLabel Ascii
usage —
userHoldM OHA udioSourceld userHoldM ohAudioSourceld
userHoldM OHA udioSourceld userHoldM ohAudioSourceld
userLocale userlocale
— vendor
vendorConfig vendorConfig
— version
versionStamp versionStamp
voiceMailProfileName —

DHCPServer DhcpServer
arpCacheTimeout arpCacheTimeout
bootstrapServeripAddress bootstrapServerl pAddress
domainName domainName
ipAddressL easeTime ipAddressL easeTime
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
primaryDNSipAddress primaryDnslpAddress
primary TFTPServeripAddress primary TftpServerlpAddress
processNodeName processNodeName
rebindingTime rebindingTime
renewa Time renewal Time
secondaryDNSipAddress secondaryDnslpAddress
secondary TFTPServeripAddress secondary TftpServerlpAddress
tftpServerName tftpServerName

DHCPSubnet DhcpSubnet
arpCacheTimeout arpCacheTimeout
bootstrapServerl PAddress bootstrapServerlpAddress
dhcpServerName dhcpServerName
domainName domainName
ipAddressLeaseTime ipAddressLeaseTime
primaryDNSIpAddress primaryDnslpAddress
primaryEndl PAddress primaryEndlpAddress
primaryRouter| PAddress primaryRouterl pAddress
primaryStartl PAddress primaryStartl pAddress
primary TFTPServerl PAddress primaryTftpServerlpAddress
rebindingTime rebindingTime
renewa Time renewal Time
secondaryDNSIpAddress secondaryDnsl pAddress
secondaryEndI PAddress secondaryEndl pAddress
secondaryRouter| PAddress secondaryRouter| pAddress
secondary Start| PAddress secondary StartlpAddress
secondary TFTPServerl PAddress secondary TftpServerl pAddress
subnetl PAddress subnetl pAddress
subnetM ask subnetM ask
tftpServerName tftpServerName

DiaPlan DiaPlan
description description
name name

DialPlanTag DialPlanTag
dialPlanName dialPlanName
name name
operator operator
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
suppressFromRouteFilter suppressFromRouteFilter

DirectedCallPark DirectedCallPark
description description
pattern pattern
retrieval Prefix retrieval Prefix
reversionPattern reversionPattern
revertCSSName revertCssName
routePartitionName routePartitionName
usage usage

FACInfo Faclnfo
authorizationL evel authorizationL evel
code code
name name

Gatekeeper Gatekeeper
description description
enableDevice enableDevice
name name
retryTimeout retryTimeout
rrgTimeToLive rrgTimeToLive

GeoL ocation GeoL ocation
cityDivision cityDivision
communityName communityName
country country
description description
district district
floor floor
houseNumber houseNumber
houseNumberSuffix houseNumber Suffix
landmark landmark
leadingStreetDirection |eadingStreetDirection
location location
name name
national SubDivision national SubDivision
neighbourhood neighbourhood
occupantName occupantName
postal Code postal Code
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
Street street
streetSuffix streetSuffix

trailingStreetSuffix

trailingStreetSuffix

GeolL ocationFilter

GeolL ocationFilter

description description
name name
useCityDivision useCityDivision

useCommunityName

useCommunityName

useCountry useCountry
useDistrict useDistrict

— useFloor
useHouseNumber useHouseNumber

useHouseNumber Suffix

useHouseNumber Suffix

uselL andmark

uselL andmark

useL eadingStreetDirection

usel eadingStreetDirection

usel_ocation

useNational SubDivision

useNational SubDivision

useNeighbourhood useNeighbourhood
— useOccupantName
— usePostal Code
useStreet useStreet

useStreetSuffix

useStreetSuffix

useTrailingStreetSuffix

useTrailingStreetSuffix

GeoL ocationPolicy

GeoL ocationPolicy

cityDivision

cityDivision

communityName

communityName

country country

description description

district district

floor floor

— geoL ocationDeviceA

— geolL ocationDeviceB

— geolL ocationPolicyAName
— geolL ocationPolicyBName
houseNumber houseNumber

houseNumber Suffix

houseNumber Suffix
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
landmark landmark
|eadingStreetDirection |eadingStreetDirection
location location
— | ogi cal PartitionPolicy
name name
national SubDivision national SubDivision
neighbourhood neighbourhood
occupantName occupantName
postal Code postal Code
— relatedPolicies
— relatedPolicy
Street street
streetSuffix streetSuffix
trailingStreetSuffix trailingStreetSuffix
H323Gateway H323Gateway
aarNeighborhoodName aarNeighborhoodName
AllowH235PassThrough allowH235PassThrough
ASN1ROSEOIDENcoding asn1RoseOidEncoding
automatedA lternateRoutingCSSNa automatedA lternateRoutingCssNam
me e
calledNumberingPlan calledNumberingPlan
calledPartyl ENumberType calledPartyleNumberType
— calledPartyl nternational Prefix
— calledPartyl nternational StripDigits
— calledPartylnternational Transforma
tionCssName
— calledPartyNational Prefix
— calledPartyNational StripDigits
— calledPartyNational Transformation
CssName
— calledPartySubscriberPrefix
— calledPartySubscriberStripDigits
— calledParty SubscriberTransformatio
nCssName
— calledPartyUnknownStripDigits
— calledPartyUnknownTransformatio
nCssName
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
calerldDN callerldDn

callingLineldPresentation

callingLineldPresentation

callingNumberingPlan

callingNumberingPlan

callingPartyl ENumberType

callingPartyleNumberType

callingParty| nternational Prefix

callingPartylnternational StripDigits

callingPartylnternational Transform
ationCssName

callingPartyNational Prefix

callingPartyNational StripDigits

callingPartyNational Transformation
CssName

callingPartySelection

callingPartySelection

callingParty SubscribercalledPartyU
nknownPrefix

callingParty SubscriberPrefix

callingPartySubscriberStripDigits

callingPartyUnknownPrefix

callingPartyUnknownStripDigits

callingPartyUnknownTransformatio
nCssName

callingSearchSpaceName

callingSearchSpaceName

cdpnTransformationCSSName

cdpnTransformationCssName

cgpnTransformationCSSName

cgpnTransformationCssName

cgpnTransformationUnknownCSSN
ame

cgpnTransformationUnknownCSSN
ame

cgpnTransformationUnknownCSSN
ame

cgpnTransformationUnknownCSSN
ame

class

class

codecForOutboundFaststart

commonDeviceConfigName

commonDeviceConfigName

description

description

devicePoolName

devicePoolName

displayl EDelivery

displayleDelivery
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
enabl el nboundFaststart enabl el nboundFaststart
enableOutboundFaststart enableOutboundFaststart
— geoL ocationFilterName
— geolL ocationName
— imeE164TransformationName
— inal Set
international Prefix —
international StripDigits —
licensedCapacity —
loadlnformation loadlnformation
locationName locationName
mediaResourceListName mediaResourceListName
mlppDomainid mlppDomainld
mlpplndicationStatus —
model model
mtpRequired mtpRequired
name name
national Prefix —
national StripDigits —
networkL ocation networkL ocation
packetCaptureDuration packetCaptureDuration
packetCaptureM ode packetCaptureM ode
— pathReplacementSupport
preemption —
prefixDN prefixDn
product product
protocol protocol
protocol Side protocol Side
— pstnAccess
QSIGVariant gsigVariant
redirectlnboundNumberl E redirectinboundNumberle
redirectOutboundNumberl E redirectOutboundNumberle
retryVideoCallAsAudio retryVideoCallAsAudio
significantDigits sigDigits
— signalingPort
srtpAllowed srtpAllowed
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
subscriberPrefix —
subscriberStripDigits —
traceFlag traceFlag
— TransformationCssName
— transmitUtf8
tunnel edProtocol tunneledProtocol
unknownPrefix —
unknownStripDigits —
useDevicePool CdpnTransformCSS useDevicePool CdpnTransformCss
useDevicePool CgpnTransformCSS useDevicePool CgpnTransformCss
useTrustedRel ay Point useTrustedRel ayPoint
vendorConfig vendorConfig
versionStamp —
wai tForFarEndH245Terminal Set waitForFarEndH245Term
H323Phone H323Phone

aarNeighborhoodName

aarNeighborhoodName

alwaysUsePrimeLine

alwaysUsePrimeL ineForVoiceM ess
age

asciiL abel

associ atedEndusers

audibleMwi

automatedA IternateRoutingCSSNa
me

automatedA IternateRoutingCssNam
e

busyTrigger

callerldDN

callerldDn

callerName

callerNumber

calllnfoDisplay

callingLineldPresentation

callingLineldPresentation

callingPartySelection

callingParty Selection

callingSearchSpaceName

callingSearchSpaceName

cgpnTransformationCssName

class

class

codecForOutboundFaststart

commonDeviceConfigName

commonDeviceConfigName

commonPhoneConfigName

Jl_ Cisco Unified Communications Manager XML Developers Guide

0L-20944-01 |



| Chapter2

Administrative XML Programming

New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
description description
devicePoolName devicePoolName
— dialedNumber
— dialPlanWizardld
— directoryNumber
— dirn
— display
— displayAscii
displayl EDelivery displayl EDelivery
ele4 ele4
— el64Mask
enablel nboundFaststart —
enableOutboundFaststart —
— enduser
gatekeeperinfo gateKeeperinfo
gatekeeperName gateKeeperName
— geolL ocationName
— hlogStatus
ignorePresentationl ndicators ignorePresentationl ndicators
— index
— |abel
— line
— lineldentifier
— lines
loadinformation —
locationName locationName
— maxNumCalls
mediaResourceListName mediaResourceListName
mlppDomainid mlppDomainld
ml ppl ndicationStatus —
model model
— monitoringCssName
— mtpPreferredCodec
mtpRequired mtpRequired
name name
networkL ocation —
Cisco Unified Communications Manager XML Developers Guide
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
ownerUserld —
— ownerUserName
packetCaptureDuration —
packetCaptureM ode —
— partitionUsage
— presenceGroupName
preemption —
product product
protocol protocol
protocol Side protocol Side
— recordingFlag
— recordingProfileName
— redirectedNumber
redirectlnboundNumberl E redirectinboundNumberle
redirectOutboundNumberlE redirectOutboundNumberle

— remoteDevice
retryVideoCallAsAudio retryVideoCallAsAudio
— routePartitionName

signalingPort signalingPort
— speedDial
srtpAllowed srtpAllowed
subscribeCallingSearchSpaceName subscribeCallingSearchSpaceName
technologyPrefix technologyPrefix
traceFlag traceFlag
unattendedPort unattendedPort
— useDevicePool CgpnTransformCss
useTrustedRel ayPoint useTrustedRelayPoint
vendorConfig —
versionStamp —
waitForFarEndH245Terminal Set waitForFarEndH245Terminal Set
zone zone

H323Trunk H323Trunk
aarNeighborhoodName aarNeighborhoodName
AllowH235PassThrough allowH235PassThrough
ASN1ROSEOIDENcoding asn1RoseOidEncoding
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Table 2-2

Changed Operations in Unified CM 8.0

New and Changed Information

APlin7.1

Tagsin7.1

APl in 8.0(1)

Tags in 8.0(1)

automatedA lternateRoutingCSSNa
me

automatedA IternateRoutingCssNam
e

calledNumberingPlan

calledNumberingPlan

calledPartyl ENumberType

calledPartyleNumberType

calledPartylnternational Prefix

calledPartyl nternational StripDigits

calledPartylnternational Transforma
tionCssName

calledPartyNational Prefix

calledPartyNational StripDigits

calledPartyNational Transformation
CssName

calledParty SubscriberPrefix

calledPartySubscriberStripDigits

calledParty SubscriberTransformatio
nCssName

calledPartyUnknownPrefix

calledPartyUnknownStripDigits

calledPartyUnknownTransformatio
nCssName

callerldDN

callerldDn

callingLineldPresentation

callingLineldPresentation

callingNumberingPlan

callingNumberingPlan

callingPartyl ENumberType

callingPartyleNumberType

callingPartyInternational StripDigits

callingPartylnternational Transform
ationCssName

callingPartyNational StripDigits

callingPartyNational Transformation
CssName

callingPartySelection

callingParty Selection

callingParty Subscriber StripDigits

callingParty Subscriber Transformati
onCssName

callingPartyUnknownStripDigits

callingPartyUnknownTransformatio
nCssName

callingSearchSpaceName

callingSearchSpaceName

cdpnTransformationCSSName

cdpnTransformationCssName

[ oL-20944-01

Cisco Unified Communications Manager XML Developers Guide



Chapter2  Administrative XML Programming |

I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
cgpnTransformationCSSName cgpnTransformationCssName

cgpnTransformationUnknownCSSN —
ame

cgpnTransformationUnknownCSSN —
ame

cgpnTransformationUnknownCSSN —
ame

cgpnTransformationUnknownCSSN —

ame
class class
codecForOutboundFaststart codecForOutboundFaststart
commonDeviceConfigName commonDeviceConfigName
description description
devicePoolName devicePoolName

displayl EDelivery displayl EDelivery

enablel nboundFaststart enabl el nboundFaststart
enableOutboundFaststart enableOutboundFaststart

— gateK eeper

gatekeeperinfo gateKeeperinfo
gatekeeperName —

— geoL ocationFilterName

— geoL ocationName

— i ctPassingPrecedencel evel Through
Uuie

— ictSecurityAccessL evel

— imeE164TransformationName
international Prefix international Prefix
international StripDigits —

— isSaf Enabled
licensedCapacity —

loadlnformation —

locationName locationName
mediaResourceListName mediaResourceListName
mlppDomainid mlppDomainld
mlpplndicationStatus mlppl ndicationStatus
model model

mtpRequired mtpRequired
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)

name name

national Prefix national Prefix

national StripDigits —

networkL ocation networkL ocation

packetCaptureDuration packetCaptureDuration

packetCaptureMode packetCaptureM ode

pathReplacementSupport pathReplacementSupport

preemption preemption

prefixDN prefixDn

product product

protocol protocol

protocol Side protocol Side

— pstnAccess

QSIGVariant gsigVariant

redirectlnboundNumberl E redirectinboundNumberle

redirectOutboundNumberl E redirectOutboundNumberle

— remoteServerinfo

retryVideoCallAsAudio retryVideoCallAsAudio

— sendGeoL ocation

— serverl

— server2

— server3

— sigDigits

— signalingPort

significantDigits —

srtpAllowed srtpAllowed

subscriberPrefix subscriberPrefix

subscriberStripDigits —

technol ogyPrefix technol ogy Prefix

terminal —

— terminal Type

traceFlag traceFlag

— transmitUtf8

tunnel edProtocol tunnel edProtocol

tunnel edProtocol —

unattendedPort unattendedPort
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
unknownPrefix unknownPrefix
unknownStripDigits —
— useDevicePool CalledCssintl
— useDevicePool CalledCssNatl
— useDevicePool CalledCssSubs
— useDevicePool CalledCssUnkn
useDevicePool CdpnTransformCSS useDevicePool CdpnTransformCss
useDevicePool CgpnTransformCSS useDevicePool CgpnTransformCss
useDevicePool CgpnTransforminter useDevicePool CgpnTransformCssl
national CSS ntl
useDevicePool CgpnTransformNati useDevicePool CgpnTransformCssN
onalCSS atl
useDevicePool CgpnTransformSubs useDevicePool CgpnTransformCssS
criberCSS ubs
useDevicePool CgpnTransformUnk useDevicePool CgpnTransformCssU
nownCSS nkn
useTrustedRel ayPoint useTrustedRel ayPoint
vendorConfig —
versionStamp —
waitForFarEndH245Terminal Set waitForFarEndH245Terminal Set
zone zone

HuntList HuntList

calledParty TransformationM ask

callingPartyPrefixDigits

callingParty TransformationMask

callingSearchSpaceName

callManagerGroupName

callManagerGroupName

description description
dialPlanWizardGenld —
digitDiscardInstructionName —
lineGroupName lineGroupName
member member
members members

name name

prefixDigitsOut

routelL istEnabled

routelListEnabled

selectionOrder

selectionOrder
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
— voiceMailUsage

HuntPilot HuntPilot
— aarNeighborhoodName
— alertingName
allowDeviceOverride —
— asciiAlertingName
blockEnable blockEnable
calledPartyNumberingPlan calledPartyNumberingPlan
calledPartyNumberType calledPartyNumberType
calledParty TransformationM ask calledParty TransformationMask
callingLinePresentationBit callingLinePresentationBit
callingNamePresentationBit callingNamePresentationBit
callingPartyNumberingPlan callingPartyNumberingPlan
callingPartyNumberType callingPartyNumberType
calingPartyPrefixDigits calingPartyPrefixDigits
callingParty TransformationMask callingParty TransformationM ask
callingSearchSpaceName callingSearchSpaceName
callingSearchSpaceName callingSearchSpaceName
— callingSearchSpaceName
— callPickupGroupName
connectedLinePresentationBit connectedL inePresentationBit
connectedNamePresentationBit connectedNamePresentationBit
description description
destination destination
destination destination
destination destination
dialPlanName dialPlanName
dialPlanWizardGenld —
digitDiscardlInstructionName digitDiscardlnstructionName
— el64M ask
ForwardHuntBusy forwardHuntBusy
ForwardHuntNoAnswer forwardHuntNoA nswer
huntListName huntListName
maxHuntduration maxHuntduration
maxHuntduration —
messageWaiting —

Cisco Unified Communications Manager XML Developers Guide
[ oL-20944-01 .m



Chapter2  Administrative XML Programming |

I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
networkL ocation —
ParkM onForwardNoRetrieveCSSN —
ame
ParkM onForwardNoRetrieveDN —
— parkMonForwardNoRetrieve
pattern pattern
patternPrecedence patternPrecedence
patternUrgency patternUrgency
prefixDigitsOut prefixDigitsOut
provideOutsideDial Tone provideOutsideDialtone
releaseCause releaseClause
routeFilterName routeFilterName
routePartitionName routePartitionName
supportOverlapSending —
usage usage
useCallingPartyPhoneM ask useCallingPartyPhoneM ask
usePersonal Preferences usePersonal Preferences
usePersonal Preferences usePersonal Preferences
— usePersonal Preferences
IVRUserLocale IvrUserLocale
orderlndex orderlndex
userLocale userLocale
LicenseCapabilities LicenseCapabilities
enableUPC enableUpc
— enableUps
userid userid
Line Line
aarDestinationM ask aarDestinationM ask
aarKeepCallHistory aarKeepCallHistory
aarNeighborhoodName aarNeighborhoodName
aarVoiceMail Enabled aarVoiceMail Enabled
alertingName alertingName
asciiAlertingName asciiAlertingName
autoAnswer autoAnswer
callForwardAll callForwardAll
callForwardAlternateParty callForwardAlternateParty
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
callForwardBusy callForwardBusy
callForwardBusylnt callForwardBusyInt
callForwardNoAnswer call ForwardNoA nswer
callForwardNoAnswerInt callForwardNoAnswerlnt
callForwardNoCoverage callForwardNoCoverage
callForwardNoCoveragel nt callForwardNoCoveragel nt
callForwardNotRegistered —
call ForwardNotRegi steredi nt callForwardNotRegisteredint
callForwardOnFailure callForwardOnFailure
callingSearchSpaceName callingSearchSpaceName
callingSearchSpaceName callingSearchSpaceName
callingSearchSpaceName callingSearchSpaceName
callingSearchSpaceName callingSearchSpaceName
callingSearchSpaceName callingSearchSpaceName
callingSearchSpaceName callingSearchSpaceName
callingSearchSpaceName callingSearchSpaceName
callingSearchSpaceName callingSearchSpaceName
callingSearchSpaceName callingSearchSpaceName
callingSearchSpaceName callingSearchSpaceName
callingSearchSpaceName —
call PickupGroupName call PickupGroupName
cfaCSSClause —
cfaCSSPolicy cfaCssPolicy
— defaultActivatedDeviceName
description description
destination destination
destination destination
destination destination
destination destination
destination destination
destination destination
destination destination
destination destination
destination destination
destination —
destination —
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I New and Changed Information

Table 2-2

Changed Operations in Unified CM 8.0

APlin7.1

Tagsin7.1

APl in 8.0(1)

Tags in 8.0(1)

duration

duration

duration

duration

duration

duration

duration

duration

duration

duration

duration

duration

duration

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

forwardToVoiceMail

hrDuration

hrDuration

hrinterval

hrinterval

networkHoldM OHAudioSourceld

networkHoldM ohA udioSourcel d

ParkM onForwardNoRetrieveCSSN
ame

parkM onForwardNoRetrieveCssNa
me

ParkM onForwardNoRetrieveDN

parkM onForwardNoRetrieveDn

ParkM onForwardNoRetrievel ntCSS
Name

parkM onForwardNoRetrievel ntCss
Name

ParkM onForwardNoRetrievel ntDN

parkM onForwardNoRetrievelntDn

ParkM onForwardNoRetrievel ntV M
Enabled

parkM onForwardNoRetrievel ntvVm
Enabled

ParkM onForwardNoRetrieveVMEN
abled

parkM onForwardNoRetrieveV mEn
abled

ParkMonReversionTimer

parkMonReversionTimer

partyEntranceTone

partyEntranceTone
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
pattern pattern
patternPrecedence patternPrecedence
presenceGroupName presenceGroupName
releaseCause releaseClause
routePartitionName routePartitionName
— secondaryCallingSearchSpaceName
shareLineAppearanceCSSName shareLineA ppearanceCssName
usage usage
userHoldM OHA udioSourceld userHoldM ohAudioSourceld
voiceMailProfileName voiceMailProfileName
LineGroup LineGroup
— directoryNumber
distributionAlgorithm distributionAlgorithm
dnPattern —
dnPatternAndPartition —
huntAlgorithmBusy huntAlgorithmBusy
huntAlgorithmNoA nswer huntAlgorithmNoAnswer
huntAlgorithmNotAvailable huntAlgorithmNotAvailable
lineSel ectionOrder lineSelectionOrder
member member
members members
name name
rnaReversionTimeOut rnaReversionTimeOut
routePartitionName —
Location Location
id id
kbits kbits
— locationName
name name
— relatedL ocation
— relatedL ocations
— rsvpSetting
videoKhits videoKbits
M ediaResourceGroup M ediaResourceGroup
description description
deviceName deviceName
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
deviceName —
deviceName —
member member
member _
member _
members members
multicast multicast
name name

M ediaResourceL ist MediaResourcel ist
clause clause

mediaResourceGroupName

mediaResourceGroupName

mediaResourceGroupName

member —

member member

members members

name name

— order
MeetMe MeetMe

description description

minimumSecurityL evel

minimumSecurityL evel

pattern pattern
routePartitionName routePartitionName
usage usage

M obileSmartClientPr M obileSmartClientPr

ofile ofile
enableCFAUFri enableCFAUTri
enableSNRUFri enableSnrUri
handOffUri handOffUri
mobileSmartClient mobileSmartClient
name name

M obileVoiceAccess M obileVoiceA ccess
— locale
— locales
— orderlndex
pattern pattern

routePartitionName

routePartitionName
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
— userLocale

MOHServer MohServer
— audioSource
— audioSources
— baseM ulticastl paddress
— baseM ulticastPort
— description
devicePoolName devicePoolName
fixedAudioSourceDevice fixedAudioSourceDevice
isMultiCastEnabled isMultiCastEnabled
locationName locationName
— maxHops
maxM ulticastConnections maxM ulticastConnections
maxUnicastConnections maxUni castConnections
— multicastincrementOnlp
name name
— processNodeName
runFlag runFlag
— sourceld
— useTrustedRelayPoint

Phone Phone
aarDestinationM ask —
aarKeepCallHistory —
aarNeighborhoodName —
aarNeighborhoodName aarNeighborhoodName
aarVoiceMail Enabled —
addOnModule addOnModule
addOnModules addOnModules
— addressM ode
alertingName —
— allowAutoConfig
allowCtiControlFlag allowCtiControlFlag
alwaysUsePrimeLine alwaysUsePrimeLine
— alwaysUsePrimeLine
alwaysUsePrimeL ineforVoiceM essa alwaysUsePrimeL ineForVoiceMess
ge age
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
— alwaysUsePrimeL ineForVoiceMess

age

asciilL abel asciilL abel
— asciilL abel
— asciiL abel
— asciiL abel
— associatedBIfSdFeatures
— associatedEndusers
associatedPC —
— audibleMwi
authenticationM ode authenticationMode
authenticationString authenticationString
authenticationURL authenticationUrl
autoAnswer
automatedA lternateRoutingCSSNa automatedA lternateRoutingCssNam
me e
automatedA lternateRoutingCSSNa —
me
blfDest blfDest
— bifDest
— blf DirectedCal | Park
— blfDirectedCallParks
blfDirn blfDirn
— blfDirn
builtInBridgeStatus builtInBridgeStatus
busyL ampField busyL ampField
— busyLampField
busyL ampFields busyL ampFields
— busyL ampFields
busyTrigger busyTrigger
callerName callerName
callerNumber callerNumber
callForwardAll —
callForwardAlternateParty —
callForwardBusy —
callForwardBusylnt —
callForwardNoAnswer —
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
callForwardNoAnswerInt —
callForwardNoCoverage —
callForwardNoCoveragel nt —
callForwardNotRegistered —
call ForwardNotRegi steredi nt —
callForwardOnFailure —
callInfoDisplay callInfoDisplay
calllnfoPrivacyStatus calllnfoPrivacyStatus
— callInfoPrivacy Status
callingSearchSpaceName callingSearchSpaceName
callPickupGroupName —
certificateOperation certificateOperation
certificateStatus certificateStatus
cfaCSSClause —
cfaCSSPolicy —
cgpnTransformationCSSName cgpnTransformationCssName
class class
— class
commonDeviceConfigName commonDeviceConfigName
— commonPhoneConfigName
consecutiveRingSetting consecutiveRingSetting
— currentConfig
— currentProfileName
— defaultProfileName
description description
description —
deviceMobilityMode deviceMobilityMode
— deviceName
devicePoolName devicePoolName
— deviceProtocol
dialedNumber dialedNumber
dialPlanWizardld dialPlanWizardld
— dialRulesName
— digestUser
— directedCallParkDnAndPartition
— directedCallParkid
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
— directoryNumber
directoryURL directoryUrl
dirn dirn
dirn dirn
display display
— displayAscii
dndOption dndOption
— dndOption

dndRingSetting

dndRingSetting

dndRingSetting

dndStatus

dndStatus

dnPattern

el64Mask

el64Mask

emccCallingSearchSpaceName

enableExtensionM obility

enableExtensionM obility

enduser

feature

geoL ocationFilterName

geolocationlnfo

geoL ocationName

hlogStatus hlogStatus

— hotlineDevice
hrDuration —

hrinterval —
idleTimeout idleTimeout
idleURL idleUrl

ignorePresentationl ndicators

ignorePresentationlndicators

ignorePresentationlndicators

index

index

index

index

index

index

informationURL

informationUrl
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
isActive isActive
— isDuaMode
isProtected isProtected
joinAcrossLines joinAcrossLines
— joinAcrossLines
keySize keySize
|abel |abel
|abel |abel
|abel |abel
— |abel
— |abel
— label Ascii
line line
— lineldentifier
lines lines
loadlnformation loadlnformation
loadlnformation loadlnformation
locationName locationName
— loginDuration
— loginTime
— loginUserld
maxNumCalls maxNumCalls
mediaResourcelL istName mediaResourcelL istName
messagesURL messagesuUrl
mlppDomainid mlppDomainld
— mlppDomainld
ml ppl ndicationStatus mlppl ndicationStatus
— ml ppl ndicationStatus
mobileSmartClientProfileName mobileSmartClientProfileName
— mobilityUserldName
model model
model model
— model
— monitoringCssName
— mtpPreferedCodec
— mtpRequired
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
mwIPolicy mwlPolicy
name name
— name

networkHoldM OHAudioSourceld

networkHoldM ohA udioSourcel d

networkHoldM OHAudioSourceld

networkLocale

networkL ocale

networkL ocation

networkL ocation

numberOfButtons

numberOfButtons

outboundCallRollover

ownerUserld

ownerUserName

packetCaptureDuration

packetCaptureDuration

packetCaptureMode packetCaptureM ode
— partitionUsage
pattern —
patternPrecedence —

phoneL oadName —

phoneService

phoneServiceCategory

phoneServiceDisplay

phoneServiceDisplay

phoneSuite

phoneSuite

phoneTemplateName

phoneTemplateName

phoneTemplateName

preemption preemption

— preemption
presenceGroupName presenceGroupName
presenceGroupName —

— primaryPhoneName
— priority

product product

— product

protocol protocol

protocol Side

protocol Side

proxyServerURL

proxyServerUrl

recordingFlag

recordingProfileName
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Table 2-2

Changed Operations in Unified CM 8.0

New and Changed Information

APlin7.1

Tagsin7.1

APl in 8.0(1)

Tags in 8.0(1)

redirectedNumber

redirectedNumber

releaseCause

remoteDevice

remoteDevice

remoteSipSrstip

remoteSipSrstPort

remoteSrstip

remoteSrstOption

remoteSrstPort

requireDTMFReception

requireDtmfReception

rerouteCallingSearchSpace

rerouteCallingSearchSpaceName

retryVideoCallAsAudio

retryVideoCallAsAudio

RFC2833Disabled

rfc2833Disabled

ringSetting

ringSetting

ringSettingActivePickupAlert

ringSettingBusyBL FAudibleAlert

ringSettingBusyBIfAudibleAlert

ringSettingldleBLFA udibleAlert

ringSettingldleBIf AudibleAlert

ringSettingl dlePickupAlert

roamingDevicePoolName

routePartition

routePartition

routePartitionName

routePartitionName

routePartitionName

secureAuthenticationUrl

secureDirectoryUrl

secureldleUrl

securelnformationUrl

secureM essageUr|

secureServicesuUrl

securityProfileName

sendGeolL ocation

serviceNameAscii

services

servicesURL

servicesUrl

sharel ineAppearanceCSSName

singleButtonBarge

singleButtonBarge

singleButtonBarge
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APlin7.1

Tagsin7.1

APl in 8.0(1)

Tags in 8.0(1)

sipProfileName

softkey TemplateName

softkey TemplateName

softkey TemplateName

speeddial speeddial
— speedDial
speeddials speeddials
— sshPwd
— sshUserld

subscribeCallingSearchSpace

subscribeCallingSearchSpaceName

telecaster ServiceName

traceFlag

traceFlag

unattendedPort

unattendedPort

upgradeFinishTime

upgradeFinishTime

url

urlButtonlndex

urlL abel

urlLabel Ascii

usage

useDevicePool CgpnTransformCSS

useDevicePool CgpnTransformCss

userHoldM OHA udioSourcel d

userHoldM ohAudioSourcel d

userHoldM OHA udioSourcel d

userHoldM ohA udioSourcel d

userLocae

userlocale

useTrustedRelayPoint

vendor

vendorConfig

vendorConfig

version

versionStamp

versionStamp

voiceMailProfileName

PhoneTemplate

PhoneButtonTemplat
e

basePhoneTemplateName

basePhoneTemplateName

button button

— buttonNumber
buttons buttons
feature feature

Jl_ Cisco Unified Communications Manager XML Developers Guide

0L-20944-01 |



| Chapter2

Administrative XML Programming

New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
isUserModifiable isUserModifiable
|abel |abel
name name
PhysicalLocation PhysicalLocation
— description
name name
ProcessNode ProcessNode
description description
IPv6Name ipv6Name
mac mac
name name
nodeUsage
ProcessNodeService ProcessNodeService
deviceNameMonitorFlag —
deviceTypeMonitorFlag —
enable enable
fileTraceFlag —
includeNonDeviceTraces —
— isActive
— maxFileSize
numFiles numFiles
numLines —
numMinutes —
outputDebugStringFlag —
— processNodeName
serverName —
service service
tracel evel tracel evel

userCategories

userCategories

useXML

deviceNameMonitorFlag

RecordingProfile

RecordingProfile

name

name

recordingCSSName

recordingCssName

recorderDestination

recorderDestination

Region

Region
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Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
defaultCodec defaultCodec
name name
— bandwidth
— lossyNetwork
— regionName
— relatedRegion
— relatedRegions
— videoBandwidth

RegionMatrix RegionMatrix
bandwidth bandwidth
lossyNetwork lossyNetwork

regionAName

regionBName

videoBandwidth

videoBandwidth

RemoteDestination

RemoteDestination

answerTool ateTimer

answerToolL ateTimer

answerTooSoonTimer

answerTooSoonTimer

delayBeforeRingingCell

delayBeforeRingingCell

destination

destination

dualM odeDeviceName

enableM obileConnect

enableM obileConnect

index

isMobilePhone

isMobilePhone

lineAssociation

lineA ssociations

mobileSmartClientName

mobileSmartClientName

name

name

pattern

remoteDestinationProfileName

remoteDestinationProfileName

routePartitionName

timeZone timeZone
todAccessName todAccessName
— uuid
RemoteDestinationPr RemoteDestinationPr
ofile ofile
— asciilL abel
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Table 2-2

Changed Operations in Unified CM 8.0

New and Changed Information

APlin7.1

Tagsin7.1

APl in 8.0(1)

Tags in 8.0(1)

associ atedEndusers

audibleMwi

busyTrigger

callerName

callerNumber

callInfoDisplay

callInfoPrivacy Status

callInfoPrivacy Status

callingSearchSpaceName

callingSearchSpaceName

cgpnTransformationCSSName

cgpnTransformationCssName

class

class

consecutiveRingSetting

description

description

devicePoolName

devicePoolName

dialedNumber

dialPlanWizardld

directoryNumber

dirn

display

displayAscii

dndOption

dndOption

dndRingSetting

dndStatus

dndStatus

el64Mask

enduser

ignorePresentationl ndicators

ignorePresentationlndicators

index

|abel

line

lineldentifier

lines

maxNumCalls

mobileSmartClientProfileName

mobileSmartClientProfileName

model

model

monitoringCssName

mwlPolicy

name

name
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Table 2-2

Changed Operations in Unified CM 8.0

APlin7.1

Tagsin7.1

APl in 8.0(1)

Tags in 8.0(1)

networkHoldM OHAudioSourceld

networkHoldM ohA udioSourcel d

partitionUsage

primaryPhoneName

product

product

protocol

protocol

protocol Side

protocol Side

recordingFlag

recordingProfileName

redirectedNumber

rerouteCallingSearchSpace

rerouteCallingSearchSpaceName

ringSetting

ringSettingA ctivePickupAlert

ringSettingldlePickupAlert

routePartitionName

speedDial

useDevicePool CgpnTransformCSS

useDevicePool CgpnTransformCss

userHoldM OHA udioSourcel d

userHoldM ohA udioSourcel d

userld

userld

userLocale
ResourcePriorityNam ResourcePriorityNam
espace espace
— description
— isDefault
namespace namespace
ResourcePriorityNam ResourcePriorityNam
espacelist espaceL ist
— description
— index
member member
member —
members members
name name

resourcePriorityNamespaceName

resourcePriorityNamespaceName

resourcePriorityNamespaceName

RouteFilter

RouteFilter

clause

clause
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
dialPlanName dialPlanName
dialPlanTagName dialPlanTagName
dialPlanTagName —
dialPlanWizardGenld dial PlanWizardGenld
digits digits
digits —
member member
member —
members members
name name
operator operator
operator —
— priority

RouteGroup RouteGroup
deviceName deviceName
deviceName
deviceSelectionOrder deviceSel ectionOrder
deviceSel ectionOrder
dialPlanWizardGenld dialPlanWizardGenld
dialPlanWizardGenld dial PlanWizardGenld
dialPlanWizardGenld —
— distributionAlgorithm
member member
member —
members members
name name
— port

RouteL ist Routel ist
calledPartyNumberingPlan calledPartyNumberingPlan
calledPartyNumberType calledPartyNumberType
calledParty TransformationM ask calledParty TransformationM ask
callingPartyNumberingPlan callingPartyNumberingPlan
callingPartyNumberType callingPartyNumberType
callingPartyPrefixDigits callingPartyPrefixDigits
callingParty TransformationMask callingParty TransformationM ask
callingSearchSpaceName —
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Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
callManagerGroupName callManagerGroupName
description description
dialPlanWizardGenld dialPlanWizardGenld
digitDiscardlInstructionName digitDiscardlnstructionName
member member
members members
name name
prefixDigitsOut prefixDigitsOut
routeGroupName routeGroupName
routeListEnabled routeListEnabled
selectionOrder selectionOrder
useFullyQualifiedCallingPartyNum useFullyQualifiedCallingPartyNum
ber ber

RoutePartition RoutePattern

allowDeviceOverride

alowDeviceOverride

authorizationCodeRequired

authorizationCodeRequired

authorizationL evel Required

authorizationL evel Required

blockEnable

blockEnable

calledPartyNumberingPlan

calledPartyNumberingPlan

calledPartyNumberType

calledPartyNumberType

calledParty TransformationM ask

calledParty TransformationMask

callingLinePresentationBit

callingLinePresentationBit

calingNamePresentationBit

callingNamePresentationBit

callingPartyNumberingPlan

callingPartyNumberingPlan

callingPartyNumberType

callingPartyNumberType

callingPartyPrefixDigits

callingPartyPrefixDigits

callingParty Transf ormationM ask

callingParty Transformati onM ask

cic

cic

clientCodeRequired

clientCodeRequired

connectedLinePresentationBit

connectedLinePresentationBit

connectedLinePresentationBit

connectedNamePresentationBit

connectedNamePresentationBit

connectedNamePresentationBit

description description
destination destination
dialPlanName dialPlanName
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
dialPlanWizardGenld dialPlanWizardGenld
digitDiscardlnstructionName digitDiscardl nstructionName
— gatewayName
isdnNFSI nfoElement isdnNsfInfoElement
messageWaiting —
networkL ocation networkL ocation
— networkService
network ServiceProtocol networkServiceProtocol
— paramValue
pattern pattern
patternPrecedence patternPrecedence
patternUrgency patternUrgency
prefixDigitsOut prefixDigitsOut
provideOutsideDialtone provideOutsideDialtone
releaseCause releaseClause
resourcePriorityNameSpaceName resourcePriorityNamespaceName
— routeClass
routeFilterName routeFilterName
routeListName routeListName
routePartitionName routePartitionName
supportOverlapSending supportOverlapSending
usage usage
useCallingPartyPhoneM ask useCallingPartyPhoneM ask
withTag withTag
withValueClause withValueClause

RoutePattern RoutePartition
description description
dialPlanWizardGenld dial PlanWizardGenld
name name
partitionUsage partitionUsage
timeScheduleName timeScheduleldName
timeZone timeZone

useOriginatingDeviceTimeZone

useOriginatingDeviceTimeZone

ServiceParameter

ServiceParameter

name

name

newValue
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Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
processNodeName processNodeName
service service
— value
_ valueType
SIPProfile SipProfile

abbreviatedDial URI

abbreviatedDial Uri

anonymousCallBlock

anonymousCallBlock

callerldBlock

callerldBlock

callForwardURI

callForwardUri

callHoldRingback

callHoldRingback

callpickupGroupURI

callpickupGroupUri

callpickupListURI

callpickupListUri

callpickupURI

callpickupUri

callStats

callStats

confJoinEnable

confJointEnable

defaultTel ephonyEventPayloadType

defaultTelephonyEventPayload Type

description description
dndControl dndControl
dtmfDbL evel dtmfDbL evel
enableVAD enableVad
maxRedirects maxRedirects

meetmeServiceURI

meetmeServiceUrl

name

name

redirectByApplication

redirectByApplication

reroutel ncomingRequest

reroutel ncomingRequest

resourcePriorityNamespacelL istNa
me

resourcePriorityNamespacelL istNa
me

retrylnvite

retrylnvite

retryNotlnvite

retryNotlnvite

rfc2543Hold rfc2543Hold
ringing180 ringing180
semiAttendedTransfer semiAttendedTransfer
startM ediaPort startM ediaPort

stopM ediaPort stopMediaPort
stutterM sgWaiting stutterM sgWaiting
t38Invite t38Invite

2-88
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
telnetL evel telnetL evel
timerlnvite timerinvite
timerKeepAlive timerKeepAlive
timerOffhook ToFirstDigit timerOffHook ToFirstDigit
timerRegister timerRegister
timerRegisterDelta timerRegisterDelta
timerSubscribe timerSubscribe
timerSubscribeDelta timerSubscribeDelta
timerT1 timerT1
timerT2 timerT2
userinfo userinfo
— enableAnatForEarlyOfferCalls
— fallbackToL ocalRsvp
— gClear
— rsvpOverSip
— sipRel1XxEnabled
SIPRealm SipRealm
digestCredentials digestCredentials
realm realm
userid userid
S| PRoutePattern SipRoutePattern
blockEnable blockEnable

callingLinePresentationBit

callingLinePresentationBit

callingNamePresentationBit

callingNamePresentationBit

callingPartyPrefixDigits

callingPartyPrefixDigits

callingParty TransformationMask

callingParty TransformationM ask

connectedLinePresentationBit

connectedLinePresentationBit

connectedNamePresentationBit

connectedNamePresentationBit

description

description

destination

dnOrPatternl Pv6

dnOrPatternl pv6

domainRoutingCssName

pattern

pattern

routeOnU serPart

routePartitionName

routePartitionName

sipTrunkName

sipTrunkName

[ oL-20944-01

Cisco Unified Communications Manager XML Developers Guide



Chapter2  Administrative XML Programming |

I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
usage usage
— useCallerCss
useCallingPartyPhoneM ask useCallingPartyPhoneM ask
SIPTrunk SipTrunk

aarNeighborhoodName

acceptinboundRDNIS

acceptlnboundRdnis

acceptOutboundRDNIS

acceptOutboundRdnis

automatedAlternateRoutingCSS

automatedA IternateRoutingCssNam
e

callerldDN

callerldDn

callerName

callerName

callingLinel dPresentation

callingLineldPresentation

callingname

callingname

callingPartySelection

callingPartySelection

callingSearchSpaceName

callingSearchSpaceName

cdpnTransformationCSSName

cdpnTransformationCssName

cgpnTransformationCSSName

cgpnTransformationCssName

ame

cgpnTransformationUnknownCSSN

class

class

cntdPnTransformationCssName

commonDeviceConfigName

connectedNamePresentation

connectedNamePresentation

connectedPartyl dPresentation

connectedPartyl dPresentation

description

description

destAddrIsSRV

destAddrlsSrv

destinationaddress

destinationAddress

destinationAddress| Pv6

destinationAddressl pv6

destinationport

destinationport

devicePoolName

devicePoolName

dtmfSignalingMethod

geoL ocationFilterName

geoL ocationName

imeE164TransformationName

incomingport

isPaiEnabled

isPaiEnabled

isRpidEnabled

isRpidEnabled
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
licensedCapacity —
loadlnformation loadlnformation
locationName locationName
mediaResourceListName mediaResourceListName
mlppDomainid mlppDomainid
ml ppl ndicationStatus mlppl ndicationStatus
model model
mtpRequired mtpRequired
name name
Name —
— networkHoldM ohAudioSourceld
networkL ocation networkL ocation
OutgoingTransportType —
— packetCaptureDuration
— packetCaptureM ode
preemption preemption
prefixDN prefixDn
— presenceGroupName
product product
protocol protocol
protocol Side protocol Side
— pstnAccess
referCallingSearchSpaceName referCallingSearchSpaceName
rerouteCallingSearchSpaceName rerouteCallingSearchSpaceName
retryVideoCallAsAudio retryVideoCallAsAudio
— routeClassSignalling
securityProfileName securityProfileName
— sendGeoL ocation
sigDigits sigDigits
sipAssertedType sipAssertedType
sipPrivacy sipPrivacy
sipProfileName sipProfileName
— sipTrunkType
srtpAllowed srtpAllowed
srtpFallbackAllowed srtpFallbackAllowed
subscribeCallingSearchSpaceName subscribeCallingSearchSpaceName
Cisco Unified Communications Manager XML Developers Guide
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
tkSipCodec tkSipCodec
traceFlag traceFlag
— transmitUtf8
— unattendedPort
— unknownPrefix
useDevicePool CdpnTransformCSS useDevicePool CdpnTransformCss
useDevicePool CgpnTransformCSS useDevicePool CgpnTransformCss
useDevicePool CgpnTransformUnk —
nownCSS
— useDevicePool CntdPnTransformati
onCss
— usel mePublicl pPort
— userHoldM ohAudioSourceld
useTrustedRel ayPoint useTrustedRel ayPoint
vendorConfig
versionStamp versionStamp
SIPTrunkSecurityPro SipTrunkSecurityProf
file ile
acceptOutOfDial ogRefer acceptOutOfDial ogRefer
acceptPresenceSubscription acceptPresenceSubscription
acceptUnsolicitedNotification acceptUnsolicitedNotification
allowReplaceHeader allowReplaceHeader
applLevel Authentication applLevel Authentication
description description
digestAuthentication digestAuthentication
incomingPort incomingPort
incomingTransport incomingTransport
name name
noncePolicyTime noncePolicyTime
outgoingTransport outgoingTransport
securityMode securityM ode
transmitSecurity Status transmitSecurity Status
x509SubjectName x509SubjectName
SoftKeyTemplate SoftkKeyTemplate
application application
applications applications
baseSoftkey TemplateName baseSoftkey TemplateName
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)

description description

isDefault isDefault

name name
TimePeriod TimePeriod

dayOfMonth dayOfMonth

dayOfMonthEnd dayOfMonthEnd

description description

endDay endDay

endTime endTime

isPublished isPublished

monthOfYear monthOfYear

monthOfYearEnd monthOfYearEnd

name name

startDay startDay

startTime startTime

todOwnerldName

TimeSchedule TimeSchedule

isPublished description

member isPublished

members member

name members

timePeriodName name

timeSchedul eCategory timeSchedul eCategory

— todOwnerldName
TODAcCccess TodAccess

name name

ownerldName ownerldName

— associatedRemoteDestination

— description

— member

— members

— remoteDestination
Transcoder Transcoder

commonDeviceConfigName commonDeviceConfigName

description description

devicePoolName devicePoolName
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0

APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
isTrustedRel ayPoint isTrustedRel ayPoint
loadlnformation loadlnformation
maximumCapacity maximumCapacity
name name
product product
subUnit subUnit
vendorConfig vendorConfig

TransPattern TransPattern

allowDeviceOverride

blockEnable

blockEnable

calledPartyNumberingPlan

calledPartyNumberingPlan

calledPartyNumberType

calledPartyNumberType

calledParty TransformationM ask

calledParty TransformationM ask

calingLinePresentationBit

calingLinePresentationBit

calingNamePresentationBit

callingNamePresentationBit

callingPartyNumberingPlan

callingPartyNumberingPlan

callingPartyNumberType

callingPartyNumberType

calingPartyPrefixDigits

calingPartyPrefixDigits

callingParty TransformationMask

callingParty Transformati onM ask

callingSearchSpaceName

callingSearchSpaceName

connectedLinePresentationBit

calllnterceptProfileName

connectedNamePresentationBit

connectedLinePresentationBit

description

connectedNamePresentationBit

dialPlanName

description

dialPlanWizardGenld

digitDiscardInstructionName

digitDiscardl nstructionName

messageWaiting

networkL ocation

pattern pattern
patternPrecedence patternPrecedence
patternUrgency patternUrgency

prefixDigitsOut

prefixDigitsOut

provideOutsideDialtone

provideOutsideDialtone

releaseCause

releaseClause

resourcePriorityNameSpaceName

resourcePriorityNamespaceName

routeClass
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
routeFilterName routeFilterName
— routeNextHopByCgpn
routePartitionName routePartitionName
usage usage
useCallingParty PhoneM ask useCallingPartyPhoneM ask
User User
— associatedCapfProfiles
associatedDevices associatedDevices
— associatedGroups
associatedPC associatedPc
— associatedTodA ccess
— capfProfilelnstanceld
— ctiControlledDeviceProfiles
— defaultProfile
department department
device device
digestCredentials digestCredentials
enableCTI enableCti
— enableEmcc
enableM obil eVoiceA ccess enableM obileVoiceA ccess
enableMobility enableMobility
extension —
firstname firstName
lastname lastName
— mailid
manager manager
MaxDeskPickupWaitTime maxDeskPickupWaitTime
— middleName
— name
password password
pattern pattern
phoneProfiles phoneProfiles
pin pin
— pinCredDoesNotExpire
— pinCredentials
— pinCredL ockedByAdministrator
Cisco Unified Communications Manager XML Developers Guide
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Table 2-2

Changed Operations in Unified CM 8.0

APlin7.1

Tagsin7.1

APl in 8.0(1)

Tags in 8.0(1)

pinCredPolicyName

pinCredTimeAdminLockout

pinCredTimeChanged

pinCredUserCantChange

pinCredUserMustChange

presenceGroupName

primaryDevice

primaryExtension

primaryExtension

profileName

profileName

profileName

pwdCredDoesNotExpire

pwdCredL ockedByA dministrator

pwdCredTimeAdminL ockout

pwdCredTimeChanged

pwdCredUserCantChange

pwdCredUserMustChange

remoteDestinationLimit

routePartitionName

routePartitionName

status

subscribeCallingSearchSpaceName

telephoneNumber

telephoneNumber

todA ccess

userGroup

userid

userid

userLocale

userLocale

userRole

userRoles

UserGroup

UserGroup

member

member

members

members

name

name

userld

userld

VG224

Vg224

beginPort

callManagerGroupName

callManagerGroupName

description

description
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New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tagsin 7.1 APl in 8.0(1) Tags in 8.0(1)
domainName domainName
— index
— index
product product
product product
— product
protocol protocol
subunit subunit
subunits subunits
unit unit
units units
— vendorConfig
_ versionStamp
VoiceMailPilot VoiceMailPilot
CSSName cssName
description description
dirn dirn
isDefault isDefault

VoiceMailPort

VoiceMailPort

aarNeighborhoodName

me

automatedA IternateRoutingCSSNa

automatedA IternateRoutingCssNam
e

callerldDisplay

callerldDisplayAscii

callingSearchSpaceName

callingSearchSpaceName

class

commonDeviceConfigName

commonDeviceConfigName

description

description

devicePoolName

devicePoolName

dnCallingSearchSpace

dnPattern

externalMask

geolL ocationName

loadInformation

locationName

locationName

model
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I New and Changed Information

Table 2-2 Changed Operations in Unified CM 8.0
APl in 7.1 Tags in 7.1 APl in 8.0(1) Tags in 8.0(1)
name name
— preemption
— product
— protocol
— protocol Side
— routePartition
— securityProfileName
traceFlag
useTrustedRel ay Point useTrustedRel ayPoint
VoiceMailProfile VoiceMailProfile
— cssName
description description
— dirn
isDefault isDefault
name name

voiceMailboxM ask

voiceM ailboxM ask

voiceMailPilot

Schema and Other Changes

The following changes are made in the AXL schemain release 8.0(1):

e Singlefile for schema called AXL Soap.xsd and it is a combination of axl.xsd and axlsoap.xsd.

e Changesin APl and tag namesin several APIs. These changes ensures consistency in naming APls

and their tags across all the AXL APIs. The following examples ilustrates the changes made:
— InaddAARGroup handler, AARGroup element is changed to aarGroup. See Figure 2-1 and

Figure 2-2.

Figure 2-1 addAARGroup element in Unified CM Release 7.1(2)

axlapi:addAARGroupReq

| I axlRAARGroup
addAARGroup [H-{—-— - ABRGroup [} --"-I—I L e

L-J relatedGroups

required entries in the
AARDialPrafisMatix table,

96695
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Figure 2-2

Figure 2-3

addAarGroup element in Unified CM Release 8.0(1)

Figure 2-3 and Figure 2-4.

axlapi:AddApplUserReq

newAppicationUser element in Unified CM 7.1(2)

New and Changed Information

— InaddAppUser handler the newApplicationUser element is replaced with appUser. See

addAppUser [-] == newApplicationUser @

added,

The new application uzer ta be

axl:XApplicationUser

" userid

Walid range is 1-127
characters,

Read Only:Credential
configuration For password,

Walid pange is 1-42
characters,

SRETR ' by the uuid attrbute iz
-8+ EF read by the ANL APL

4! 1 1

1 Also known as controlled
I devices,
|
|

i
i T e e
! |

! The Uzer

' the application useris
H

|

|

associated with,

Authority. Prox
to which the applicat
azzociated with,

196695
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Figure 2-4 appUser element in Unified CM 8.0(1)

I axlapi:AddAppUserReq

| axlapi:XAppUser

“userid

= passwnrd k

| Walid range is 1-127
| characters

Mot &pplicable For &dd,
Credential configuration For
password

| |
[ addappuser B3+(-- [ applier /- EH

devices,

gQraups
y get ad*ed
tis aszociated
irectory group,

autorati

196697

— In addCalledParty TransformationPattern handler the newPattern element is replaced with

calledParty TransformationPattern. See Figure 2-5 and Figure 2-6.

Figure 2-5 newPattern element in Unified CM 7.1(2)

axlapi:AddCalledPartyTransformationPatternReq |

addCalledParty TransformationPa. == l |

The naw pattam to be =
| added, |r£
S PO S SRS . -

Figure 2-6 calledPartyTransformationPattern element in Unified CM 8.0(1)

| axlapi:AddCalledPartyTransformationPatternReq

addCaIIedPartyTransfurmatmnPa.EIT@EI—{ calledParlyTransfurmatiunPaﬁer o

— In addRecordingProfile handler the recordingCSSName element is replaced with

recordingCssName. See Figure 2-7 and Figure 2-8.
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New and Changed Information

Figure 2-7 recordingCSSName element in Unified CM 7.1(2)

| axlapi:AddRecordingProfileReq

axl:XRecordingProfile

recordingCss

|
Cmly the uvid attrbute iz |

[sddRocordmaprotte [+ = - mewRevorangproie B3~ B JE EH LA
| The new Recording Profile to | = z
| | ;
| b — 5
[l S S T ol i e v e 2 i
Figure 2-8 recordingCssName element in Unified CM 8.0(1)

FrecorderDestination

e The Get and List requests have a new optional tag called r et ur nedTags. Thistag has all the tags of
that API as optional subtags. If any of the tags are sent in the request, only those tags are returned
in the response. Also, thereisanew sear chCrit eri a tag in which you can specify the parameters
for the search. The searchcCriteriatagispresent only for List APIsand is not available in Get
APIs. Figure 2-9 illustrates the implementation for Get and List methodsin AXL from Unified CM
8.0.

Figure 2-9 Optional Tags—returnedTags in Get Operation

e, RSN S— . -

Lad returnedTags EI-'-.,:;_—\EF 2l

Cisco Unified Communications Manager XML Developers Guide
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Figure 2-10 Optional Tags—searchCriteria and returnedTags in List Operation

[ |
| listLocation EH | e |
| | W |
i i L-oid |
1 B e s | E Read only
: fetimedtogs B (< B i :
| L |
i |
I

gk

e Thereareno attributeslisted in any tag. The only exception isthe uuid attribute. The attributesfound
in various tags, in earlier Unified CM releases, have been replaced with tags. For example, index
attributes present in line, gateway, and member tags are removed and index tags have been added.

e A uuid attribute added to the nane tag. Thereisno uui d tag in any of the operations.

¢ InUnified CM 8.0(1) the AXL returns 500 Internal Server Error response status code for
indicating internal server error. Earlier releases of Unified CM returned the 200 code for indicating
internal server errors.

e List API added for every Handler. Specific List APIs like listPhoneByName,
listPhoneByDescription, and so on are removed. A listPhone APl with a search criteriathat can be
specified by the user is introduced.
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New Information for Unified CM 7.1(2)

Unified CM (Unified CM) 7.1(2) APIs are compatible with all previous releases of Unified CM. For
additional details about the Unified CM database schema changes, refer to the Unified CM Data

Dictionary for Release 7.1(2).

The following sections describe API updates that were made in Unified CM 7.1(2):

e New APIs, page 2-109
¢ Changed Operations, page 2-105

New and Changed Information

New APIs
Table 2-3 describes new operations in Unified CM 7.1(2).
Table 2-3 New Operations in Unified CM 7.1(2)
Operation Purpose Added Tags
addGeoL ocation Added for logical partitioning name(mandatory)
updateGeoL ocation feature. country
description

getGeoL ocation

removeGeoL ocation

national Subdivision
district
communityName
cityDivision
neighbourhood
street
leadingStreetDirection
trailingStreetSuffix
streetSuffix
houseNumber
houseNumberSuffix
landmark

location

floor
occupantName
postal Code

[ oL-20944-01
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Table 2-3 New Operations in Unified CM 7.1(2) (continued)

Operation Purpose Added Tags
addGeoL ocationPolicy Added for logical partitioning name(mandatory)
updateGeoL ocationPolicy feature. count_ry .

_ _ description
getGeoL ocationPolicy national Subdivision
removeGeoL ocationPolicy district -

communityName
cityDivision
neighbourhood
street

leadingStreetDirection
trailingStreetSuffix
streetSuffix

houseNumber
houseNumber Suffix
landmark

location

floor

occupantName

postal Code
relatedPolicies, relatedPolicy,
geoL ocationPolicyA

geoL ocationPolicyAName
geoL ocationDeviceA

geoL ocationPolicyB

geoL ocationPolicyBName
geoL ocationDeviceB
logical PartitionPolicy

addGeoL ocationFilter
updateGeoL ocationFilter
getGeoL ocationFilter
removeGeoL ocationFilter

Added for logical partitioning
feature.

name

description

useCountry

useNational SubDivision
useDistrict
useCommunityName
useCityDivision
useNeighbourhood
useStreet

usel eadingStreetDirection
useTrailingStreetSuffix
useStreetSuffix
useHouseNumber
useHouseNumber Suffix
useL andmark

usel ocation

useFloor
useOccupantName
usePostalCode
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New and Changed Information

Table 2-3 New Operations in Unified CM 7.1(2) (continued)
Operation Purpose Added Tags
addCommonPhoneConfig Added for phone support feature. |name

; description
updateCommonPhoneConfig unlockPwd
getCommonPhoneConfig dndOption

dndAlertingType

backgroundlmage
phonePersonalization
phoneServiceDisplay

sshUserld

sshPwd

alwaysUsePrimeLine
alwaysUsePrimeL ineforVoiceM essage
vendorConfig

removeCommonPhoneConfig

Changed Operations

Table 2-4 describes changed operations in Unified CM 7.1(2).

Table 2-4 Changed Operations in Unified CM 7.1(2)
Operation Change Tags
addLine Added optional tagsfor park monitoring |ParkMonForwardNoRetrieveDN
- feature. ParkM onForwardNoRetrievelntDN
upda.IeLme ParkM onForwardNoRetrievel ntV M Enabled
getLine ParkM onForwardNoRetrieveV MEnabled
ParkM onForwardNoRetrieveCSS
ParkM onForwardNoRetrievel ntCSS
ParkM onReversionTimer
addLine Added optional tag for barge partyEntranceTone
updateLine enchancement feature.
getLine
addHuntPil ot Added optional tagsfor park monitoring |ParkMonForwardNoRetrieveDN
updateHuntPilot feature. ParkM onForwardNoRetrieveCSS
getHuntPilot
addH323Gateway Added optional tags for H.235 - H.323  |AllowH235PassThrough
dateH323Gat sec_urlty: voice encryption profile with
Hpoate ewey native H.235/H.245 key management
getH323Gateway feature.

Added optional tags for logical geoL ocationName

partitioning feature. geoL ocationFilterName
sendGeoL ocation

Added optional tags for QSIG variant ASN1ROSEOIDENcoding

Per Trunk or Gateway feature. QSIGVariant
tunneledProtocol

Cisco Unified Communications Manager XML Developers Guide
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Table 2-4 Changed Operations in Unified CM 7.1(2) (continued)
Operation Change Tags
Added optional tags for more national StripDigits
enhancements to CPN transformations. |international StripDigits
unknownStripDigits
subscriberStripDigits
cgpnTransformationNational CSS
cgpnTransformationl nternational CSS
cgpnTransformationUnknownCSS
cgpnTransformationSubscriberCSS
useDevicePool CgpnTransformNational CSS
useDevicePool CgpnTransformlnternational CS
S
useDevicePool CgpnTransformUnknownCSS
useDevicePool CgpnTransformSubscriberCSS
addH323Trunk Added optional tag for H.235- H.323  |AllowH235PassThrough
dateH323Trunk secprlty: voice encryption profile with
up ) native H.235/H.245 key management
getH323Trunk feature.

Added optional tags for logical
partitioning feature.

geoL ocationName
geoL ocationFilterName
sendGeoL ocation

Added optional tags for QSIG variant
per trunk or gateway feature.

ASN1ROSEOIDENcoding
QSIGVariant

Added optional tags for more
enhancements to CPN transformations.

national StripDigits

international StripDigits

unknownStripDigits

subscriberStripDigits
cgpnTransformationNational CSS
cgpnTransformationl nternational CSS
cgpnTransformationUnknownCSS
cgpnTransformationSubscriberCSS
useDevicePool CgpnTransformNational CSS
useDevicePool CgpnTransformlnternational CS
S

useDevicePool CgpnTransformUnknownCSS
useDevicePool CgpnTransformSubscriberCSS

addCommonDeviceConfig
updateCommonDeviceConfig
getCommonDeviceConfig

Added optional tags for IPv6 feature.

IPAddressingMode
I PAddressingM odePreferenceControl
allowAutoConfigurationForPhones

addSIPProfile Added optional tag for IPv6 feature. enableAnatForEarlyOfferCalls
updateSI PProfile Added optional tag called to enhance gClear

getSIPProfile Clear Channel (G.clear) support feature.

addProcessNode Added optional tag for IPv6 feature. IPv6Name
updateProcessNode

getProcessNode
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Table 2-4

Changed Operations in Unified CM 7.1(2) (continued)

New and Changed Information

Operation

Change

Tags

addSIPRoutePattern
updateSI PRoutePattern
getSIPRoutePattern

Added optional tag for IPv6 feature.

dnOrPatternl Pv6

addPhone Added optional tags for logical geoL ocationName
updatePhone partitioning feature. geoLocaI|onF|_IterName
sendGeoL ocation
getPhone Added optional tags for always-use- alwaysUsePrimeLine
primeline feature. alwaysUsePrimeL ineforVoiceM essage
addH323Phone Added optional tags for logical geolL ocationName
updateH323Phone partitioning feature. geoLocaI|onF|_IterName
sendGeoL ocation
getH323Phone

addGatewayEndpoint
updateGatewayEndpoint
getGatewayEndpoint

Added optional tags for logical
partitioning feature.

geoL ocationName
geoL ocationFilterName
sendGeoL ocation

Added optional tags for QSIG variant
per trunk or gateway feature.

ASN1ROSEOIDENcoding
QSIGVariant

Added optional tags to enhance the CPN
transformations feature.

national StripDigits

international StripDigits

unknownStripDigits

subscriberStripDigits
cgpnTransformationNational CSS
cgpnTransformationl nternational CSS
cgpnTransformationUnknownCSS
cgpnTransformationSubscriberCSS
useDevicePool CgpnTransformNational CSS
useDevicePool CgpnTransformlnternational CS
S

useDevicePool CgpnTransformUnknownCSS
useDevicePool CgpnTransformSubscriberCSS

addMGCP Added optional tags for logical geoL ocationName
updateM GCP partitioning feature. geoL ocati onF|_IterName
sendGeoL ocation
getMGCP
Cisco Unified Communications Manager XML Developers Guide
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Table 2-4

Changed Operations in Unified CM 7.1(2) (continued)

Operation

Change

Tags

addM GCPEnNdpoint
updateM GCPEndpoint
getM GCPENdpoint

Added optional tags for logical
partitioning feature.

geoL ocationName
geoL ocationFilterName
sendGeoL ocation

Added optional tags for QSIG variant
per trunk or gateway feature.

ASN1ROSEOIDENcoding
QSIGVariant

Added optional tagsfor enhancementsto
CPN transformations.

national StripDigits

international StripDigits

unknownStripDigits

subscriberStripDigits
cgpnTransformationNational CSS
cgpnTransformationl nternational CSS
cgpnTransformationUnknownCSS
cgpnTransformationSubscriberCSS
useDevicePool CgpnTransformNational CSS
useDevicePool CgpnTransformlnternational CS
S

useDevicePool CgpnTransformUnknownCSS
useDevicePool CgpnTransformSubscriberCSS

addSIPTrunk Added optional tags for logical geoL ocationName
updateS! PTrunk partitioning feature. geoLocaI|onF|_IterName
sendGeoL ocation
getSIPTrunk Added optional tag for IPv6 feature. destinationAddressl Pv6
Added optional tagsfor enhancementsto |unknownStripDigits
CPN transformations. cgpnTransformationUnknownCSS
useDevicePool CgpnTransformUnknownCSS
addv G224 Added optional tags for logical geoL ocationName
updateV G224 partitioning feature. geoLocaI|onF|_IterName
sendGeoL ocation
getV G224
addDevicePool Added optional tags for logical geoL ocationName

updateDevicePool
getDevicePool

partitioning feature.

geoL ocationFilterName

Added optional tagsfor enhancementsto
CPN transformations.

national StripDigits

international StripDigits
unknownStripDigits
subscriberStripDigits
cgpnTransformationNational CSS
cgpnTransformationl nternational CSS
cgpnTransformationUnknownCSS
cgpnTransformationSubscriberCSS
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Table 2-4

Changed Operations in Unified CM 7.1(2) (continued)

New and Changed Information

Operation

Change

Tags

addCommonPhoneConfig
updateCommonPhoneConfig
getCommonPhoneConfig

Added optional tags for always-use-
primeline feature.

alwaysUsePrimeLine
alwaysUsePrimeL ineforVoiceM essage

addDeviceProfile
updateDeviceProfile

getDeviceProfile

Added optional tags for always-use-
primeline feature.

alwaysUsePrimeLine
alwaysUsePrimeL ineforVoiceM essage

New Information for Unified CM 7.0(1)

Unified CM 7.0(1) APIs are compatible with all previous releases of Unified CM. For additional details
about the Unified CM database schema changes, refer to the Unified CM Data Dictionary for Release

7.0(2).

The following sections describe API updates that were made in Unified CM 7.0(1):
e New APIs, page 2-109
¢ Changed Operations, page 2-114

New APIs
Table 2-5 describes new operations in Unified CM 7.0(1).

Table 2-5 New Operations in Unified CM 7.0(1)

Operation Purpose Added Tags

addCalledParty Transformati onPattern Added for Local pattern (mandatory)

removeCalledParty TransformationPattern Route Group festure |usage (mgndaiory)
routePartition

updateCalledParty TransformationPattern description

getCalledParty TransformationPattern numberingPlan
routeFilter

patternUrgency (read only)
discardDigits

calledParty TransformationMask
prefixDigitsOut
calledPartyNumberType
calledPartyNumberingPlan
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Table 2-5 New Operations in Unified CM 7.0(1) (continued)

Operation Purpose Added Tags

addSI PTrunkSecurityProfile Added for SRTP name (mandatory)
support for SIP description

updateSI PTrunkSecurityProfile
removeSI PTrunkSecurityProfile
getSIPTrunkSecurityProfile

Trunk feature

securityMode
incomingTransport
outgoingTransport
digestAuthentication
noncePolicyTime
x509SubjectName
incomingPort

applL evel Authentication
acceptPresenceSubscription
acceptOutOfDial ogRefer
allowReplaceHeader
acceptUnsolicitedNotification
transmitSecurity Status

addResourcePriorityNamespace
updateResourcePriorityNamespace
removeResourcePriorityNamespace
getResourcePriorityNamespace

Added for AS-SIP
feature

namespace

addResourcePriorityNamespaceL ist
updateResourcePriorityNamespaceL ist
getResourcePriorityNamespaceL ist
removeResourcePriorityNamespaceL ist

Added for AS-SIP
feature

name (mandatory)

members (mandatory)
resourcePriorityNamespace /
resourcePriorityNamespaceName

addResourcePriorityDefaultNamespace

updateResourcePriorityDefaultNamespac
e

getResourcePriorityDefaultNamespace

removeResourcePriorityDefaultNamespa
ce

Added for AS-SIP
feature

resourcePriorityNamespace

addSIPProfile Added for AS-SIP  |resourcePriorityNamespaceL ist
updateSI PProfile feature
getSIPProfile
removeSI PProfile
addTODA ccess Added for Mobility - |name (mandatory)
updateTODA ccess TOD Access List description
feature ownerld (mandatory)
getTODAccess members > member > timeSchedul e (mandatory)

accessList (mandatory)
associatedRemoteDestination (read only)
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New and Changed Information

Table 2-5 New Operations in Unified CM 7.0(1) (continued)

Operation Purpose Added Tags

getMobileSmartClientProfile Added for Unified |MobileSmartClient
CM new device type |[Name
EnableSNRUFri
EnableCFAUTri
HandoffUri

addv G224 Added for adding domainName
updateV G224 VG224 gateway description

product
removeV G224 protocol

getvVG224 model
callManagerGroup

callManagerGroupName
units

unit

product

Cisco Unified Communications Manager XML Developers Guide
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Table 2-5 New Operations in Unified CM 7.0(1) (continued)

Operation Purpose

Added Tags

subunits

subunit

endpoints

endpoint

name

description

product

productinfo

model

modelInfo

class

protocol

protocol Side
callingSearchSpace
callingSearchSpaceName
devicePool

devicePoolName
commonDeviceConfig
commonDeviceConfigName
commonPhoneConfig
commonPhoneConfigName
networkL ocation

location, locationName
mediaResourcel ist
mediaResourcelListName
networkHoldM OHAudioSourceld
userHoldM OHAudioSourceld
automatedA lternateRoutingCSS
automatedA lternateRoutingCSSName
aarNeighborhood
aarNeighborhoodName
loadlnformation
vendorConfig

versionStamp

traceFlag

mlppDomainld

ml ppl ndicationStatus
preemption

useTrustedRel ayPoint
retryVideoCallAsAudio
securityProfile
securityProfileName
sipProfile

sipProfileName
cgpnTransformationCSS
cgpnTransformationCSSName
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Table 2-5 New Operations in Unified CM 7.0(1) (continued)

Operation Purpose Added Tags

useDevicePool CgpnTransformCSS
lines

packetCaptureM ode
packetCaptureDuration
transmitUTF8

ports

userLocale

networkL ocale

isActive

unattendedPort
subscribeCallingSearchSpace
subscribeCal lingSearchSpaceName
allowCtiControl Flag
remoteDevice
phoneTemplate
phoneTemplateName
presenceGroup
presenceGroupName
ignorePresentationlndicators
deviceMobilityMode
hlogStatus

ownerUserld

vendorConfig

versionStamp

addA pplicationUser Added for creating |userid

new application password

users passwordCredentials
digestCredentials
presenceGroup
presenceGroupName
acceptPresenceSubscription
acceptOutOfDialogRefer
acceptUnsolicitedNotification
allowReplaceHeader
isStandard
associatedDevices
associatedGroups
associatedCAPFProfiles

Cisco Unified Communications Manager XML Developers Guide
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Table 2-5

New Operations in Unified CM 7.0(1) (continued)

Operation

Purpose Added Tags

updateApplicationUser

Added for updating |userid
application users password

passwordCredentials
digestCredentials
presenceGroup
presenceGroupName
acceptPresenceSubscription
acceptOutOfDial ogRefer
acceptUnsolicitedNotification
allowReplaceHeader
associatedDevices
associatedGroups

removeApplicationUser

Added for removing |userid
existing application
users

getApplicationUser

Added for obtaining |userid
details about
application users

Changed Operations

Table 2-6 describes changed operationsin Unified CM 7.0(1).

Table 2-6 Changed Operations in Unified CM 7.0(1)
Operation Change Tags
addDevicePool Added tags for CPN and E.164 Dialing cgpnTransformationCSS

updateDevicePool

getDevicePool

feature

national Prefix
international Prefix
unknownPrefix
subscriberPrefix

Added tags for Local Route Group feature

cdpnTransformationCSS
useDevicePool CdpnTransformCSS

addM GCPENndPoint

Added tags for Local Route Group feature

cdpnTransformationCSS
useDevicePool CdpnTransformCSS

Added tags for CPN and E.164 Dialing
feature

cgpnTransformationCSS
useDevicePool CgpnTransformCSS

Added tag for Network Virtualization
feature

useTrustedRel ayPoint

Added tag for Secure-Indication Tone
feature

enabl eProtectedFacilityl E
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Table 2-6 Changed Operations in Unified CM 7.0(1) (continued)
Operation Change Tags
addSIPTrunk Added tags for CPN and E.164 Dialing cgpnTransformationCSS
updateSI PTrunk feature useDewcePoqI CgpnTransformCSS
unknownPrefix
getSIPTrunk Added tags for Local Route Group feature |cdpnTransformationCSS
useDevicePool CdpnTransformCSS
Added tags for Network Virtualization useTrustedRel ayPoint
feature
Added tags for SRTP support feature srtpAllowed
srtpFallbackAllowed
Added tags for SIP PAI feature isPaiEnabled
sipPrivacy
isRpidEnabled
sipAssertedType
Added tag for Trunk Licensing feature licensedCapacity
addH323Phone Added tag for Network Virtualization useTrustedRelayPoint
updateH323Phone feature
getH323Phone
addH323Trunk Added tags for CPN and E.164 Dialing cgpnTransformationCSS
updateH23Trunk feature use_DewceP(_)oI CgpnTransformCSS
national Prefix
getH323Trunk international Prefix
unknownPrefix
subscriberPrefix
Added tags for Local Route Group feature |cdpnTransformationCSS
useDevicePool CdpnTransformCSS
Added tags for Network Virtualization useTrustedRel ayPoint
feature
Added tags for Trunk Licensing feature licensedCapacity
addH323Gateway Added tags for CPN and E.164 Dialing cgpnTransformationCSS
updateH323Gateway feature use_DewceP(_)oI CgpnTransformCSS
national Prefix
getH323Gateway international Prefix
unknownPrefix
subscriberPrefix
Added tags for Local Route Group feature |cdpnTransformationCSS
useDevicePool CdpnTransformCSS
Added tag for Network Virtualization useTrustedRel ayPoint
feature
Added tag for Trunk Licensing feature licensedCapacity
Cisco Unified Communications Manager XML Developers Guide
[ oL-20944-m .m



Chapter2  Administrative XML Programming |

I New and Changed Information

Table 2-6 Changed Operations in Unified CM 7.0(1) (continued)

Operation Change Tags

addRoutePattern Added tags for CPN and E.164 Dialing callingPartyNumberingPlan

updateRoutePattern feature allingPartyNumberType
Added tags for Local Route Group feature |calledPartyNumberingPlan

getRoutePattern calledPartyNumberType
Added tag for AS-SIP feature resourcePriorityNamespace

addHuntPilot Added tags for CPN and E.164 Dialing callingPartyNumberingPlan

updateHuntPilot feature. callingPartyNumberType

: Added tags for Local Route Group feature |calledPartyNumberingPlan

getHuntPilot calledPartyNumberTyp

addTransPattern Added tags for CPN and E.164 Dialing callingPartyNumberingPlan

updateTransPattern feature callingPartyNumberType

getTransPattern Added tags for Local Route Group feature |calledPartyNumberingPlan

calledPartyNumberType

Added tag for AS-SIP feature

resourcePriorityNamespace

addConferenceBridge
updateConferenceBridge
getConferenceBridge

Added tag for Network Virtualization
feature

useTrustedRel ayPoint

addCTIRoutePoint
updateCTI RoutePoint
getCTIRoutePoint

Added tagsAdded tag for CPN and E.164
Dialing feature

cgpnTransformationCSS
useDevicePool CgpnTransformCSS

Added tag for Network Virtualization
feature

useTrustedRel ayPoint

addPhone
updatePhone
getPhone

Added tags for CPN and E.164 Dialing
feature

cgpnTransformationCSS
useDevicePool CgpnTransformCSS

Added tags for BLF CallPickup feature

associatedBL FSDFeatures
ringSettingldleBL FAudibleAlert
ringSettingBusyBL FAudibleAlert

Added tagsfor Enhanced | P Phone Services
Provisioning feature

phoneService

vendor

version

priority
phoneServiceDisplay
requirePKIAuthForHTTPS

Added tag for Secure-Indication Tone
feature

isProtected

Added tag for new CUCM Device type
feature

MobileSmartClientProfile

Added tags for complete phone API support

requireDTM FReception
RFC2833Disabled
phonel oadName
authenticationMode
keySize
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Table 2-6

Changed Operations in Unified CM 7.0(1) (continued)

New and Changed Information

Operation

Change

Tags

addGatewayEndpoint
updateGatewayEndpoint
getGatewayEndpoint

Added tags for CPN and E.164 Dialing
feature

gpnTransformationCSS
useDevicePool CgpnTransformCSS
national Prefix

international Prefix

unknownPrefix

subscriberPrefix

Added tags for Local Route Group feature

cdpnTransformationCSS
useDevicePool CdpnTransformCSS

Added tag for Network Virtualization
feature

useTrustedRel ayPoint

Added tag for VoSIP/DV X G.Clear feature

GClearEnable

addM OH Server
updateM OHServer
getM OH Server

addVoiceMailPort
getVoiceMail Port

addCommonDeviceConfig
updateCommonDeviceConfig
getCommonDeviceConfig

Added tag for Network Virtualization
feature

useTrustedRel ayPoint

addTranscoder
updateTranscoder

getTranscoder

Added tag for Network Virtualization
feature

isTrustedRel ayPoint

addRemoteDestinationProfile
updateRemoteDestinationProfile
getRemoteDestinationProfile

Added tags for DND Reject feature

dndStatus
dndOption

Added tag for new CUCM Device type
feature

M obileSmartClientProfile

addTransformationPattern
updateTransformationPattern
getTransformationPattern

Added tags for CPN and E.164 Dialing
feature

callingPartyNumberingPlan
digitDiscardInstruction
callingPartyNumberTyp

addTimePeriod Added tags for Mobility - TOD Access List |description

: ; feature isPublished
upda.\teTl me.Perlod todOwnerld
getTimePeriod dayOfMonthEnd

monthOfYearEnd

addTimeSchedule Added tags for Mobility - TOD Access List |description

: feature Published

ateT! hedul

updateTimeSchedule timeScheduleCategory
getTimeSchedule todOwnerld
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Table 2-6 Changed Operations in Unified CM 7.0(1) (continued)
Operation Change Tags
addRemoteDestination Added tags for Mobility - TOD AccessList |timeZone
feature clientApplicationModel
todAccess

Removed tags for Mobility - TOD Access
List feature

allowedAccessList
blockedAccessList
smartClientlnstalled

Added tag for new CUCM Device type
feature

M obileSmartClient

Deprecated tag

clientAppM odelxxx

updateRemoteDestination
getRemoteDestination

Added tags for Maobility - TOD Access List
feature

timeZone
clientApplicationModel
todAccess

Removed tags for Mobility - TOD Access
List feature

allowedAccessList
blockedAccessList
smartClientlnstalled

Added tag for new CUCM Device type
feature

M obileSmartClient

Added tag for new CUCM Device type
feature

clientAppM odel xxx

addUser Added tag for Mobility - TOD Access List |associatedTodAccess
updateUser feature
etUser Removed tag for addUser API for Mobility |associatedAccessLists

9 - TOD Access List feature
addRouteL ist Added tags for CPN and E.164 Dialing callingPartyNumberingPlan
updateRouteL ist feature calImgPartyNumberType

_ calledPartyNumberingPlan
getRouteL ist calledPartyNumberType

Dynamic Throttling of Requests

Unified CM 7.0 includes a new throttling mechanism called dynamic throttling of request. The
MaxAXLWritesPerMinute service parameter, used in earlier releases, has been deprecated. For more
information see, Dynamic Throttling of Requests, page 2-132.
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New Information for Unified CM 6.1 (1)

Table 2-7 describesthe API callsthat changed in Unified CM 6.1(1). These changes may require updates
to the existing user-code that uses these APIs.

Table 2-7 Changed API Calls in Unified CM 6.1(1)

API Call Change Tags

addLine Added tag for Intercom CTI Support feature |defaultActivatedDevice
updateLine Added tag for Intercom CTI Support feature |defaultActivatedDevice
getLine Added tag for Intercom CTI Support feature |defaultActivatedDevice
addUser Added tag for Mobility user feature primaryDevice
updateUser Addedtag for Mobility user feature primaryDevice

getUser Added tag for Mobility user feature primaryDevice

addDeviceProfile

Added tags for SingleButtonBarge and
JoinAcrossLines features

singleButtonBarge
joinAcrossLines

updateDeviceProfile

Added tags SingleButtonBarge and
JoinAcrossLines features

singleButtonBarge
joinAcrossLines

getDeviceProfile

Added tags for SingleButtonBarge and
JoinAcrossLines features

singleButtonBarge
joinAcrossLines

addDevicePool

Added tags for SingleButtonBarge and
JoinAcrossLines features

singleButtonBarge
joinAcrossLines

updateDevicePool

Added tags for SingleButtonBarge and
JoinAcrossLines features

singleButtonBarge
joinAcrossLines

getDevicePool Added tags for SingleButtonBarge and singleButtonBarge
JoinAcrossLines features joinAcrossLines
addPhone Added tags and joinAcrossLines for singleButtonBarge
SingleButtonBarge and JoinAcrossLines  |joinAcrossLines
features
Added tag for BAT/TAPS Licensing isActive
Allowance feature
updatePhone Added tags and joinAcrossLines for singleButtonBarge
SingleButtonBarge and JoinAcrossLines  |joinAcrossLines
features
Added tag for BAT/TAPS Licensing isActive
Allowance feature
getPhone Added tags and joinAcrossLines for singleButtonBarge
SingleButtonBarge and JoinAcrossLines  |joinAcrossLines
features
Added tag for BAT/TAPS Licensing isActive
Allowance feature
Cisco Unified Communications Manager XML Developers Guide
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S

Note  All Unified CM 6.0 AXL methods, with the exception of ExecuteSQL Query and ExecuteSQL update, are
backward compatible with Unified CM 6.1. By default, the interface automatically uses the 6.0 AXL
schema. Developers should specify SOAPAction: “CUCM:DB ver=6.1" in the HTTP header to use any
new 6.1 methods.

New Information for Unified CM 6.0(1)

For Unified CM Release 6.0(1), be awarethat the defined AXL APIsare backward compatible. However,
the executeSQL Query request, which lets the user run a database query directly on the Unified CM
database, is not backward compatible.

* Release 6.0(1) splits some of the tables in the Unified CM database. Feature-related information
moved to the corresponding dynamic tables. If the direct SQL query to which the
‘executeSQL Query' API referred uses any of the changed tables, you may need to rewrite the query
according to the new database schema.

e The columns enduser.password and enduser.pin from the enduser table and the
applicationuser.password column from the applicationUser table moved to the credential table as
credential.credentials. A direct SQL query that refersto these columns will not work in Unified CM
Release 6.0(1).

N,

Note Beawarethat Unified CM password and pin fields are encrypted. Applications should not write
to those fields using <executeSQL Update>. Instead, update passwords and pins by using the
appropriate <updateX X XUser> request.

e The phone API for extension mobility-related parameters has the new tag CurrentConfig. This tag
isvalid only for the getPhone response. The tag lets AXL provide the original device configuration
and the logged-in profile information:

- If auser haslogged in to adevice by using a device profile, the CurrentConfig tag contains the
values for the extension mobility-related parameters from that device profile.

— If no user has logged in, the CurrentConfig tag contains the values of the extension
mobility-related parameters for the actual device.

¢ Schema changes for the CMCInfo and FACInfo APIs help maintain consistency with other AXL
APIs.

For further details about the Unified CM database schema changes, refer to Unified CM Data Dictionary
for Release 6.0(1).

Note  The getCCMVersion APl will return the Unified CM version based on the Node Name that is specified
in the request. If no Node Name is specified, you will get the Unified CM Version of the lowest node I D
Unified CM.

Cisco always advises running the AXL API on acompletely upgraded cluster. When run on a cluster that
is not upgraded completely, the response of the AXL API will be correct when executed on a server that
already has been upgraded. However, if you execute the AXL API on a server that has not yet been
upgraded, then it will return the Unified CM Version of the lowest node ID Unified CM per the server
local database information.

Cisco Unified Communications Manager XML Developers Guide
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The following AXL API calls changed in Unified CM Release 6.0(1). These changes may require
changes to the existing user-code that uses these APIs:

updateA ppUser
addCallPickupGroup
updateCallPickupGroup
getCallPickupGroup
addConferenceBridge
updateConferenceBridge
getConferenceBridge
addCSS

updateCSS

getCSS

addDevicePool

- Inaxl.xsd, the tag name aarNeighborhood and the annotation for the revertPriority tag in
XDevicePool changed to match the AXL response.

- In axlsoap.xsd, the tag name aarNeighborhood and the annotation for the revertPriority tag in
updateDevicePool Reqg changed.

updateDevicePool

- Inaxl.xsd, the tag name aarNeighborhood and the annotation for the revertPriority tag in
XDevicePool changed to match the AXL response.

- In axlsoap.xsd, the tag name aarNeighborhood and the annotation for the revertPriority tag in
updateDevicePool Req changed.

getDevicePool

- Inaxl.xsd, the tag name aarNeighborhood and the annotation for the revertPriority tag in
XDevicePool changed to match the AXL response.

- In axlsoap.xsd, the tag name aarNeighborhood and the annotation for the revertPriority tag in
updateDevicePool Req changed.

addDeviceProfile
updateDeviceProfile
getDeviceProfile
addGatewayEndpoint
updateGatewayEndpoint
getGatewayEndpoint
addH323Phone
updateH323Phone
getH323Phone
addH323Trunk
updateH323Trunk
getH323Trunk
addLine

updateLine
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e getLine

e addMGCP

¢ QgetMGCP

¢ addPhone

¢ updatePhone

e getPhone

¢ addRegion

¢ updateRegion

e getRegion

e updateRegionMatrix

¢ addRoutePartition

¢ updateRoutePartition

e getRoutePartition

e addSIPTrunk

e updateSIPTrunk

e getSIPTrunk

e addUser

e updateUser

e getUser

¢ addVoiceMailPort

¢ updateVoiceMailPort

e getVoiceMailPort

¢ doAuthenticateUser

e getCMClInfo, removeCMClInfo, and updateCM Clnfo
In axlsoap.xsd

- A new option tag “code” along with the “uuid” tag for these three requests exist. The user can
send either the uuid or code tag.

— Thisrelease renames the existing tag “code” to “newCode” in the updateCM Clnfo request.
Users can send the new code to be updated as the “newCode” tag instead of “code” in update
CMClInfo requests.

— Thisrelease removes the invalid authorizationL evel tag in the updateCM Clnfo request.
¢ addFACInfo, getFACInfo, updateFACInfo, and removeFACInfo
In axl.xsd

- Theexisting tag “description” changed to “name.” This makes the addFACInfo, getFACInfo,
and updateFACInfo request match the database. I n previousrel eases, the value that was supplied
for the “description” tag updated “name” in the database.

In axlsoap.xsd

- A new option tag “name” along with the “uuid” tag for getFACInfo, updateFAClnfo, and
removeFACInfo exist.

- The existing tag “description” changed to “newName” in the updateFACInfo request.

Cisco Unified Communications Manager XML Developers Guide
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— Users can send either uuid or name in the getFACInfo, updateFACInfo, and removeFACInfo
requests.

This release deprecated some of the fields that were removed from the Unified CM 6.0(1) database in
AXL. This release adds annotation for such fields.

AXL Versioning Support

To improve backward compatibility, Unified CM introduced AXL schemaversioning in Release 6.0(1).
This feature isincluded in all subsequent Unified CM releases. Beginning with Release 6.0(1), the
system duplicates the previous AXL 1.0 schema as the AXL 6.0(1) schema and numbers the AXL
schema the same as the corresponding Unified CM release. This approach maintains AXL backward
compatibility for one full release cycle.

Changed Service Parameter for Unified CM 6.0(1)

Unified CM 6.0(1) adds a new service parameter, EnableA X LEncodinglnfo, to the Unified CM
Administrator windows under the Cisco Database L ayer Monitor service. This parameter allows the user
to decide whether AXL responses should contain the encoding information. Consider encoding
information as important if an AXL request has non-English charactersin it.

Unified CM 5.1(1) added a new service parameter, Send Valid Namespace in the AXL response, under
the Cisco Database Layer Monitor service. This parameter determines the namespace that is sent in the
AXL response from the Unified CM. In the 6.0(1) release, the default value of this parameter changed
from Falseto True.

¢ When this parameter is True, Unified CM sends the valid namespace in the AXL response, so the
namespace matches the AXL schema specification.

o If the parameter is False, Unified CM sends an invalid namespace in the AXL response, which does
not match the AXL schema specification.

To maintain backward compatibility with older applications, you might need to change the value to
False. Cisco recommends that you set this parameter to True, so the Unified CM sends avalid
namespace.

New Information for Unified CM 5.1(1)

The following list provides AXL API callsthat are new in Unified CM 5.1(1):
¢ addSIPReam
e updateSIPRealm
e getSIPRealm
e removeSIPRealm
These APIs add and update credential s (passwordreserve) in siprealm.

In addition, Unified CM Administration 5.1 release adds a new service parameter, “ Send Valid
Namespace in AXL Response,” under the Cisco Database Layer Monitor service. This parameter
determines the namespace that gets sent in the AXL response from Unified CM.

When this parameter specifies True, Unified CM sends the valid namespace in the AXL response so the
namespace matches the AXL schema specification.

If the parameter specifies False, Unified CM sends an invalid namespace in the AXL response, which
does not match the AXL schema specification.
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The default service parameter value specifies False to maintain backward compatibility with the AXL
response in the Unified CM 5.0 release. Cisco recommends that you set this parameter to True so Cisco

Unified CallManager sends the valid namespace.

New Information for Unified CM 5.0(1)

The following AXL API calls are new in Unified CM 5.0(1):

e executeSQL Update
¢ doAuthenticateUser
e updateAppUser

e addUserGroup

e updateUserGroup

e removeUserGroup

e getUserGroup

The following AXL API calls have been changed in Unified CM 5.0:

¢ addPhone

¢ updatePhone

e getPhone

¢ addGatewayEndpoint
¢ updateGatewayEndpoint
e getGatewayEndpoint
¢ addM GCPENdpoint
e updateM GCP

e addSIPTrunk

e updateSIPTrunk

e getSIPTrunk

¢ addCallManager

e updateCallManager
e getCalManager

e addCallPark

¢ addRoutePattern

¢ updateRoutePattern

e updateTransPattern

e updateHuntPilot

e addHuntList

e updateHuntList

e getHuntList

¢ addPilotPoint
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The following API calls that have been deprecated in Unified CM 5.0:

updatePilotPoint
getPilotPoint
addH323Gateway
updateH323Gateway
updateH323Phone
getH323Gateway
getH323Trunk

addUser

updateUser

getUser
updateProcessNodeService
getProcessNodeService
doDevicel ogout
listUserByName
updateServiceParameter
updateGatekeeper
updateConferenceBridge
updateA ttendantConsoleHuntGroup
updateDeviceProfile
updatelLine

updatel ineGroup
addDevicePool
updateDevicePool
doDeviceReset

addDDI

updateDDI
removeDDI
addDialPlan
updateDialPlan
removeDia Plan
addDialPlanTag
updateDialPlanTag
removeDial PlanTag

New and Changed Information
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New Information for Unified CM 4.2(2)

This section describes the new or changed API calls for Unified CM 4.2(2) and a new service parameter
for Cisco Database Layer Monitor.

Changed API Calls

Changes to the following API callsin Unified CM 4.2(2) support the Hold Reversion feature:
e addDevicePool (adds revertPriority to this request)
¢ updateDevicePool (adds revertPriority to this request)
e addLine (adds hrDuration and hrinterval to this request)
e updateLine (adds hrDuration and hrinterval to this request)

Because these new tags are disabled by default, these changes are backward-compatible with existing
user code.

New Service Parameter

A new service parameter, EnableA XLEncodinglnfo, has been added to Unified CM Administration
under the Cisco Database Layer Monitor service. This parameter enables the user to decide if AXL
responses should contain encoding information. Encoding information isimportant if an AXL request
has non-English charactersin it.

New Information for Unified CM 4.1(2)

The following AXL API calls are new in Unified CM 4.1(2):
addTimePeriod
updateTimePeriod
removeTimePeriod
getTimePeriod
addTimeSchedule
updateTimeSchedule
removeTimeSchedule
getTimeSchedule
addCMClinfo
updateCMClnfo
removeCM Clnfo
getCMClnfo
addFACInfo
updateFACInfo
removeFACInfo
getFACInfo
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The following AXL API calls have been changed in Unified CM 4.1(2):

addPhone
updatePhone
getPhone

addLine

updateLine

addUser
removeUser
updateUser

getUser
addDeviceProfile
updateDeviceProfile
getDeviceProfile
addRoutePattern
updateRoutePattern
getRoutePattern
addRoutel ist
updateRouteL ist
getRouteL ist
addGatewayEndpoint
updateGateway Endpoint
getGatewayEndpoint
addH323Trunk
updateH323Trunk
removeH323Trunk
getH323Trunk
addHuntPilot
updateHuntPilot
removeHuntPilot
getHuntPilot
addProcessNode
updateProcessNode
removeProcessNode
getProcessNode
listAllProcessNodes

listProcessNodesByService

addRoutePartition
updateRoutePartition

New and Changed Information

[ oL-20944-01
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removeRoutePartition
getRoutePartition
addH323Gateway
updateH323Gateway
removeH 323Gateway
getH323Gateway
addH323Phone
updateH 323Phone
removeH323Phone
getH323Phone
addHuntList
updateHuntList
removeHuntList
getHuntList

AXL Schema Documentation

The axlIsqgltoolkit.zip plug-in contains the following five AXL schemafiles:
e AXLAPI.wsdl
e AXLEnums.xsd
¢ axIlmessage.xsd
e axlsoap.xsd
e axl.xsd

These files encapsul ate the complete AXL schema, including details of all requests, responses, XML
objects, and data types.

In addition to these schema files, two folders exist:
e WSDL-AXIS
e WSDL-NET

Each of these folders contains AXLAPI.wsdl and AXL Soap.xsd files to be used for application
development in AXIS or .NET client environments, respectively.

You can obtain complete documentation of all available AXL messages from the Cisco Developer
Services web site: http://devel oper.cisco.com. This website requires a Cisco.com login.

You can use the Application > Plugins > Unified CM AXL SQL Toolkit command from the Unified CM
server administration interface to obtain:

e AXL schema (.xsd) files
See also AXL Schema Documentation, page 2-128.
e The WSDL file
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AXL Versioning Support

To improve backward compatibility, Unified CM introduced AXL schemaversioning in Release 6.0(1).
This feature isincluded in all subsequent Unified CM releases. Beginning with Release 6.0(1), the
system duplicates the previous AXL 1.0 schema as the AXL 6.0(1) schema and numbers the AXL
schema the same as the corresponding Unified CM release. This approach maintains AXL backward
compatibility for one full release cycle.

Cisco highly recommends that devel opersinclude the version of AXL schemaon which an AXL request
is based because support for unversioned requests might be removed in future releases of Unified CM.

For those developers who are using the AXL APIs executeSQL Query and executeSQL Update, changes
have occurred to the Unified CM database schema that affect the direct SQL query approach. Refer to
the Unified CM Database Dictionary, at
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products _programming_reference_guides_lis
t.html, for the release that you are using. That document describes the specific changes in the database
schema.

To help developers plan for AXL versioning, Table 2-8 provides the approach that Cisco will follow in
supporting upcoming rel eases.

e Cisco will support AXL requests without version information for only three releases following the
6.0(1) release; after that, requests without version information will be rejected.

e AXL requests with version information will have the corresponding schema applied for up to three
subsequent rel eases; after that, the specified version may not be available.

AXL Policy Under Consideration For Future Release
The following policies related to AXL versioning support is under consideration for future release:
e AXL schemaversioning will continue indefinitely.

¢ AXL schemas will be available for two major Unified CM release cycles, such that AXL
applications will require minor updates every two years.

¢ Future release of Unified CM will have AXL schemas 8.0, 7.1, 7.0, and 6.1. The current AXL 6.0
schema will be removed.

e Thedefault AXL schemawill change, in the next major Unified CM release, from the current 6.0
schemato the 6.1 schema.

¢ Developers who do not request a specific AXL schemawill always connect to the oldest schema
available.

¢ Developers can request other available AXL schemas by specifying the AXL schemaversion in the
SOAP Action Header.
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Table 2-8 AXL Versioning and Schema Plan
AXL AXL Request with Version Specified
Requestno oy cNiDB CUCM:DB  CUCM:DB  CUCM:DB  CUCM:DB PI
version : : : : : us1
e ver=6.0( ver=6.1 ver=1.0 ver=7.1 8.0(1)" release
specified
6.0 6.0
Release
6o(1) | Schema | schema
applied applied
Rel 6.0 6.0 6.1 schema
g f(%je schema schema applied
) applied applied
6.0 6.0 6.1schema 7.0schema
Release . .
o | 70 schema schema applied applied
3 .0(1) : .
S applied applied
8 Rel 6.0 6.0  6.1schema 7.0schema 7.1schema
s ;f 3% | schema schema applied applied applied
S 1(2) : .
= applied applied
1)
EE Plus 1 6.1 6.1schema 7.0schema 7.1schema  Plusl
= us schema applied applied applied schema
releases . .
applied applied
7.0schema 7.1schema Plus 1 Plus 2
Plus2 |7.0schema . .
. applied applied schema schema
releases | applied . .
applied applied
7.1schema Plus 1 Plus 2
Plus3 |7.1schema .
releases | applied applied schema schema
applied applied

The following sample AXL request carries version information:

Host: 10. 77. 31. 194: 8443
Aut hori zati on:

Accept: text/*

Content-type: text/xmn
"CuUCM DB ver =7.0"
Content -l ength: 427
SOAP- ENV: Envel ope xm ns: SOAP- ENV=ht t p: / / schenmas. xnl soap. or g/ soap/ envel ope/
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

SOAPAct i on:

xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema" >
<SOAP- ENV:

Body>

Basi c QONNQWRt aWbpc3Ry YXRvcj pj aXN b19j aXNy bw==

<axl:getUser xm ns:axl="http://ww.cisco.com AXL/7.0"
si:schemalLocation="http://ww. ci sco.com AXL/ API /7.0 http://ccnserver/schena/ axl soap. xsd"
sequence="1234">
<userid>tttt</userid>

</ axl : get User >

</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

Sample AXL response:

HTTP/ 1.1 200 K
Server: Apache-Coyote/1.1
JSESSI ONIl DSSO=12E52A7F9B34107BA6147096878E00F9; Pat h=/

JSESSI ONIl D=7B94F17D61C6A91B04C5C76A6E3F905E; Pat h=/ ax| ;
"CuUCM DB ver =7.0"

Set - Cooki e:
Set - Cooki e:
SOAPAct i on:

Secure
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Content - Type: text/xm ;charset=utf-8

Content - Length: 1936

Date: Mn, 03 Mar 2008 10:17:38 GVI

Connection: close

<SOAP- ENV: Envel ope xm ns: SOAP- ENV="ht t p: // schenmas. xm soap. or g/ soap/ envel ope/ "

SOAP- ENV: encodi ngSt yl e="

http://schemas. xm soap. or g/ soap/ encodi ng/ " ><SOAP- ENV: Header / >

<SOAP- ENV: Body>

<axl : get User Response xm ns: axl ="http://ww. ci sco. conmf AXL/ API /7. 0"
xm ns: xsi ="http://ww. ci sco.conf AXL/ API /7. 0" sequence="1234">

<return>
<user >
<firstnane/ >

<l ast nane>tttt</1| ast name>
<userid>tttt</userid>

<passwor d/ >
<pi n/>

<t el ephoneNunber/ >

<department/>
<manager/ >

<associ at edDevi ces>
<devi ce>SEPA88888888888</ devi ce>
</ associ at edDevi ces>
<pri mar yExt ensi on/ >
<associ at edPC/ >
<associ at edG oups>
<user Group uui d="{6B126A13-8F47- B78D- 13D4- 9555D664F634} " >

<nane>t est </ nane>

<user Rol es>
<user Rol e uui d="{A6BAE213- AAB5- F794- B71C- 98EE94129C9B} " >St andard AXL API

Access</ user Rol e>

</ user Rol es>
</ user G oup>
</ associ at edG oups>
<enabl eCTI >t r ue</ enabl eCTI >
<di gest Credenti al s/ >
<enabl eMobi | i t y>f al se</ enabl eMobi | ity>
<enabl eMobi | eVoi ceAccess>f al se</ enabl eMbbi | eVoi ceAccess>
<maxDeskPi ckupWai t Ti me>10000</ maxDeskPi ckupWai t Ti me>
<renot eDesti nati onLi m t >4</renot eDesti nati onLi m t>
<passwor dCredenti al s>
<pwdCr edPol i cyName>Def aul t Credential Policy</pwdCredPol i cyName>
<pwdCr edUser Cant Change>f al se</ pwdCr edUser Cant Change>
<pwdCr edUser Must Change>f al se</ pwdCr edUser Must Change>
<pwdCr edDoesNot Expi r e>f al se</ pwdCr edDoesNot Expi r e>
<pwdCr edTi meChanged>February 14, 2008 16:10:12 | ST</ pwdCr edTi meChanged>
<pwdCr edTi neAdm nLockout / >
<pwdCr edLockedByAdni ni strat or >f al se</ pwdCr edLockedByAdni ni strat or >
</ passwor dCr edent i al s>
<pi nCr edenti al s>
<pi nCredPol i cyNane>Def aul t Credential Policy</pinCredPolicyNanme>
<pi nCr edUser Cant Change>f al se</ pi nCr edUser Cant Change>
<pi nCr edUser Must Change>f al se</ pi nCr edUser Must Change>
<pi nCr edDoesNot Expi r e>f al se</ pi nCr edDoesNot Expi r e>
<pi nCr edTi neChanged>February 14, 2008 16: 10: 12 | ST</ pi nCr edTi mreChanged>
<pi nCr edTi neAdm nLockout / >
<pi nCr edLockedByAdni ni strat or >f al se</ pi nCr edLockedByAdmi ni st rat or >
</ pi nCredenti al s>

</ user>
</return>
</ axl| : get User Response>
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>
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~

Note

The system controls user authentication viathe HTTPS Basic Authentication scheme; therefore, you
must include the Authorization header in the HTTPS header. Because Base64 encoding takes three 8-bit
bytes and represents them as four printable ASCII characters, if the encoded header does not contain an
even multiple of four ASCII characters (16, 20, 24, and so on), you must add padding characters (=) to
complete the final group of four.

Ensure users are authorized to access AXL. For help with configuring authorization, see
Post-Installation Steps and Troubleshooting on the Linux Platform, page 2-140.

If user authentication of the user fails, the system returnsan HTTP 401 Access Denied error to the client.

For example, if the user agent wants to send the userid “larry” and password “curly and moe,” it would
use the following header field:

Aut hori zation: Basic bGFycnk6Y3VybHkgYWskl GlvZQ==

where the string “bGFycnk6Y3VybHkgYWek| GlvZQ==" provides the Base64 encoding of “larry:curly
and moe.”

The two “equals’ characters (=) at the end of the string act as padding characters for Base64 encoding.

Data Encryption

Encrypt AXL SOAP messages by using HTTP Secure Sockets Layer (SSL). SSL remains functional on
the web server by default. Ensure AXL requests are made by using the “https” protocol.

Dynamic Throttling of Requests

Unified CM releases earlier than 7.0 included the AXL service parameter MaxAXLWritesPerMinute,
which has a default value of 50 and maximum value of 999. This service parameter designates the
maximum number of write requeststhat AXL can encounter and processin one minute. Unified CM 7.0
includes a new throttling mechanism. The MaxAXLWritesPerMinute service parameter has been
deprecated.

The new throttling mechanism takes into account the dynamic state of Unified CM. It considers the
number of outstanding change notifications across the Unified CM cluster at any given time. If a node
has more than 1,500 outstanding change notifications, AXL stops processing write requests until the
outstanding change notifications are below 1,500. During throttling, HTTPS Status-Code: 503 Service
Unavailable response and sets AXL performance counters which can be viewed using RTMT. When a
503 Service Unavailable responseisreturned, Cisco recommends that the application sleep for anumber
of seconds or milliseconds (as determined by the developer) to allow pending write requests to be
processed. The application should then continue submitting requests.

There are two AXL performance counters:
¢ ThrottleCount—Determines number of times Administrative AXL throttling has been engaged.

e ThrottleState—Determines the state of AXL throttling. That is, whether AXL throttling is currently
active (throttling is engaged).
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The AXL error message for throttling remains same as in earlier versions of Unified CM. Thereis no
change required to AXL applications.

For example, consider an application that makes 1,000 phoneinsertionsin 30 seconds. Assumethat these
insertions cause 2,000 change notifications to various applications such as Unified CM and Cisco TFTPR,
and that within 10 seconds all change notifications are consumed. In this situation, by the 40" second,

the number of outstanding change notificationsis zero and the throttling mechani sm does not take effect.
However, if these change notifications are not consumed, the throttling mechanism does take effect and
write requests are throttled until the outstanding change notification value falls below 1,500.

The throttling mechanism considers the capacity of the Unified CM cluster to consume the change
notifications that generated from all the write activities to the Unified CM database. In this way, it is
dynamic. Aslong as all change notifications are consumed at arate that is equal to or higher than the
rate at which change notifications are generated, throttling does not take effect.

Table 2-9 AXL Query Limits

Writes Per Minute Maximunm of 1500 Write requests

Reads Per Minute No limit for Read requests.

Total Records No limits for total number of records. But size of total recordes must be
lessthan 8M B per request and 16M B isthe maximum buffer allocated for
parallel processing of requests.

)

Note e Read requests are never throttled and pass through even when write requests are throttled.

e The MaxAXLWritesPerMinute service parameter has been deprecated and is no longer available.

AXL Data Throttling

The AXL interface now includes a throttling mechanism that limits the amount of data that client can
return. Thelimit for datathat getsreturned in any singlerequest specifies8 MB. Thelimit for concurrent
data requests specifies 16 MB, which can be split over any number of concurrent requests (for example,
8 concurrent requests with each requiring 2 MB of data to be returned; 4 concurrent requests with each
requiring 4 MB of datato be returned; or any other combination not exceeding 8 MB per request or 16
MB concurrently).

This feature:
e Prevents AXL request processing from making the Tomcat service unresponsive.

¢ Allows critical applications such as the Cisco Unified Communications Manager Administration
interface and logging in to and out of Cisco Extension Mobility to function even when heavy AXL
gueries are processed.

¢ Allows client applications to obtain the information that is requested.
e Maximizesinterface throughput.
e Minimizes required changes to existing applications.
The following AXL methods now include data throttling:
e executeSQL Query
¢ listDeviceByNameAndClass
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¢ listDeviceByServiceName
¢ listPhoneByDescription
¢ listPhoneByName
¢ listUserByName
In Unified CM 8.0(1) datathrottling is included only in executeSQL Query.

With data throttling, the AXL interface now returns the following message when the 8 MB limit is
reached: “ Query request too large. Total rows matched: <Matched Rows>. Suggested row fetch: lessthan
<Number of Rows>."

In addition, new <skip> and <first> tags for the List X methods allow developers to fetch the data
requested. Developers who use ExecuteSQL Query should use standard SQL Skip and First tags in the
request to retrieve the desired data set.

Interaction

This section describes how the interface responds in a variety of situations.

Example 1, Option 1: Client requests data that exceeds 8 MB

Server response: ProcessingConstraintException AXL error code 5011“ Query request too large. Total
rows matched: <Matched Rows>. Suggested row fetch: less than <Number of Rows>"

<Number of Rows> specifies the suggested number of rows that a single request can return to keep the
data exchange under the 8-MB limit. Clients should use <Matched Rows> to determine the number of
iterations that are required to retrieve the complete data set that a query tries to fetch.

Client response, Option 1:
1. Client logic analyzes the server response and obtains the value of <Row Fetch>.

2. Client stores the <Row Fetch> value in a constant that depicts Row Fetch Step Size. For this
example, rowFetchStepSize represents the constant name.

3. Client logic generates the request in parts based on the <Row Fetch> value.

4. Client keeps track of the number of rows that were received in the previous request. For this
example, thisinformation exists in a variable that is named prevRows.

5. Client keeps track of the total number of rows that are fetched. For this example, this information
existsin a variable that is named total RowFetch.

6. Before sending the next request, client checks whether prevRows == <Row Fetch>.

7. If the check returns true, continue the request generation loop; otherwise, break from the loop.

Example 1, Option 2: Client requests data that exceeds 8 MB

Server response: ProcessingConstraintException AXL error code 5011 “ Query request too large. Total
rows matched: <Matched Rows>. Suggested row fetch: less than <Number of Rows>"

<Number of Rows> specifies the suggested number of rows that a single request can return to keep the
data exchange under the 8-MB limit. Clients should use <Matched Rows> to determine the number of
iterations that are required to retrieve the complete data set that a query tries to fetch.

Client response, Option 2:
1. Client logic analyzes the server response and obtains the value of <Row Fetch> and <totalRows>.

2. Client stores the <Row Fetch> and <totalRows> values in variables. For this example, the variable
names comprise rowFetchStepSize and countOfRows.
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A
Note  Alternatively, the client can execute a query for count(*) to obtain the number of rows that can
be fetched from the database.

3. Client logic calculates the number of iterations based on the values that are stored in
rowFetchStepSize and countOf Rows.

4. Client logic declarestwo variables: “skip” (with theinitial value of 0) and “first” (withinitial value
set to rowFetchStepSize).

Client starts the iteration.
Client logic generates the request based on “skip” and “first” at every iteration.
Client modifies the value of “skip” and “first” at every iteration.

Client checks the response at every iteration.

© ® N o o

If the response is a MemoryConstraintException, the client waits until the requests in progress
completes, then continues the iteration.

If the response is hot a MemoryConstraintException, the client continues the iteration.

10. Iterations continue until the <number Of Iterations> value is reached.

Example 2: Client sends single 8-MB request
Server responds with requested data.

Example 3: Client sends two 8-MB requests simultaneously
Server responds with requested data.

Example 4: Client sends more than two 8-MB requests simultaneously

The server processes the first two requests. Other concurrent requests that may be received generate this
exception: MemoryConstraintException AXL error code 5009: "Maximum AXL Memory Allocation
Consumed. Please retry once requests in progress have completed.”

Client response;
1. Client waits for the requests that are being processed to complete and then sends the request again.
Cisco recommends that applications wait 2 to 3 minutes before resubmitting the request.

2. Client logic must track the requests that fail and send them again.

Example 5: Concurrent data requests reach 16-MB limit
This example applies to all AXL methods.

This situation returns MemoryConstraintException AXL error code 5009: “Maximum AXL Memory
Allocation Consumed. Please retry once requests in progress have completed.”

Cisco recommends that applicationswait 2 to 3 minutes after receiving this message before resubmitting
the request.

Using <skip> and <first> Tags in List APIs

The new <skip> and <first> tags provide additional functionality when dataisretrieved by using the List
methods. If a List Response exceeds 8 MB, the client can fetch data in sets of rows by using a
combination of these tags. These tags provide navigation functionality. Be aware that they are not
mandatory and have no default values.
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In addition,
¢ Negative values for the <skip> or <first> tags cause a SQL syntax error.

¢ If the <skip> tag is not mentioned or is empty and the <first> tag is not mentioned or is empty, the
default query or full query that pertains to the List APl executes.

o If the <skip> tag is not mentioned or is empty and the <first> tag has some positive value (for
example, “m”), a query that skipsthe “zero” row and fetches the first “m” rows executes.

o |If the <skip> tag and <first> tag value are both positive (for example, “n” and “m,” respectively), a
guery that skips“n” rows and fetches “m” rows executes.

Suggested Use of <skip> and <first> Tags in List APIs

If aclient request exceeds 8 MB of data, the server responds:. “Total rows matched: <Matched Rows>.
Suggested row fetch: less than <Number of Rows>."

<Number of Rows> specifies the suggested number of rows that a single request can return to keep the
data exchange under the 8-MB limit. Clients should use <Matched Rows> to determine the number of
iterations that are required to retrieve the complete data set that a query tries to fetch.

Client response:
1. Client logic analyzes the server response and obtains the value of <Row Fetch>.

2. Client stores the <Row Fetch> value in a constant that depicts Row Fetch Step Size. For this
example, the constant name specifies rowFetchStepSize.

3. Client executes aquery for count(*) to obtain the number of rowsthat can be fetched from database.
(Consider this step as required only if you are not using the exception to exit the loop.)

a. Client modifies the tags <first> and <skip> in every iteration of the row fetch.
b. Thefirst iteration starts with <skip>0<skip> and <first> rowFetchStepSize</first>.

c. Subseguent row fetch iteration have <skip>"first” tag value from previous iteration</skip> and
<first>previous iteration “first” tag value + rowFetchStepSize</first>.

4. Before each iteration, client checks for the condition <skip> tag value < count(*) value. If <skip>
tag value >= count(*) value, this indicates that the iteration is trying to fetch more rows than the
existing number of rowsin the database. In this case, break from the loop. Otherwise, the SQL Error
(No Current Row) occurs, which you can use to break from loop.

Sample Code for Use of <skip> and <first> Tags in List APls

Example 1
If the recommended RowFetch is X =100 for ListPhoneByName, the client should use this logic:

St epSi ze = RowkFetch (X = 9999)

//Two variables to store the skip and first val ues.
Int skip = 0;

Int first = StepSi ze;

//start the iteration

Wiile (1)

{

Try {
/1A function to Modify the values of <first> and <skip> in the request with variabl es

val ues defined above

nmodi f yRequest (Fi | ePat h) ;

/1 Sending the nodified request

Response = SendExecut eSQ.Query (sel ect SKIP <Ski pCount> First <StepSize> * fromendusers;)
//Modify the variabl es
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Ski p+ = StepSi ze;

First+= StepSi ze;

Check for fault_message fromreply

/1 An SQL Exception fromserver while trying to fetch rows greater than that present in
dat abase

I f(fault_message .contains("No Current Row Found")){

Br eak;

}

El se{

Conti nue the | oop;

}
} /* end of while*/

Example 2

#Decl are variable for first and skip

long skip = 0;

long first = suggesti veRowret ch;

#Cal cul ate nunber of iterations required

float precision = total RowFet ch/ suggesti veRowFet ch;

cal cul ate the decimal point of variable precision

if decimal point == 0;

no. O lterations = total RowFetch/suggesti veRowret ch;

if decimal point <5

no. OF lterations = Math.round(total RowrFetch/suggesti veRowret ch)+1;
if decimal point >5

no. OF lterations = Math.round(total RowFetch/suggestiveRowretch);
****Here (no. O lterations = 15)**xx**kx

#iterator

int iLoop = 1,

whil e( iLoop <=no. O Iterations){

#nodify the values of first and skip in the query

String ndSQLQuery = nodi fySQLQuery(skip,first); /* Its like select skip O first 2000 *
fromdevice for first |oop*/

#send the request and get response

response = sendRequest (mdSQLQuery);

#update the skip and first variables

ski p+=suggesti veRowFet ch;

first+=suggesti veRowFet ch;

#check for response

i f(response contai ns MenoryConstrai nt Exception) {

#undo the variable nodification to get attributes (i.e skip and first) of the query ,
that failed with an exception.

ski p - =suggesti veRowFet ch;

first - =suggestiveRowFetch;

wait till the requests in Progress Gets Processed;

continue the | oop;

}

el se{

i Loop++;
}

}

Sample Code for ExecuteSQLQuery

Example 1

To obtain thefirst X rows and then next X rows, aclient should send queries as described in this section.
For exampl e, the client should use the following logic if the recommended RowFetch is X = 9999 for the
query “select * from endusers;”:
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St epSi ze = RowkFetch (X = 9999)
Ski pCount = 0

Wiile (1)

{

Try {
Response = SendExecut eSQLQuery (sel ect SKIP <Ski pCount> First <StepSize> * from endusers;)

RowsRet ur ned = Rowcount (Response);
I f RowsReturned < StepSize
Break; /* Al the rows have been fetched*/
El se
Ski pCount = Ski pCount + StepSize /*Increase the SkipCount to get the next set of
rows*/
}
Catch for any exception
{
Take appropriate action based on Exception
Br eak;

}
} /* end of while*/

Example 2
#sql query to be executed
sqgl Query = "select * from device";

#send the query to server

response = sendRequest (sql Query);

#what is in response?

processResponse();

**** Response contains an Exception: "Query request too |arge. Suggestive row fetch 2000
rows. Total row fetch 30000" ****

#Decl are two vari abl es

| ong suggestiveRowFetch = 0; /*contai ns Suggestive RowrFetch Count*/
| ong total RowrFetch = 0; /*contains Total Rowretch*/

#fetch the two values and store it into variables.

par seExcept i onMessage() ;

Testing Suggestions

This section provides tests that you can run to check various operations.

Testing ListPhoneByDescription and ListPhoneByName Methods
To test the ListPhoneByDescription and ListPhoneByName AXL methods, follow these steps:

Step1  Populate database fields (<name>, <tkproduct>, <tkmodel>) for devices/phones to the maximum field
size, which is 15 characters each.

Step2  Populate the database with more than 60,000 devices.

Step3  Execute the ListPhoneByDescription and ListPhoneByName AXL methods. The resulting data set has
aresponse that is greater than 8 MB.

Expected Results: The interface returns “ <API name> API request exceeds Threshold Limit. Total rows
matched: <Matched Rows>. Suggested row fetch: less than <Number of Rows>." <API name> specifies
the name of the APl method.

Testing listDeviceByNameAndClass and listDeviceByServiceName Methods
To test the listDeviceByNameAndClass and listDeviceByServiceName AXL methods, follow these
steps:
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Step 1

Step 2
Step 3

Step 1

Step 2
Step 3

Step 1

Step 2

Step 3

Step 4

Step 5

Dynamic Throttling of Requests ||

Populate database fields (<name>, <tkproduct>, <tkmodel>) for devices/phones to the maximum field
size, which is 15 characters each.

Populate the database with more than 75,000 devices.

Execute the listDeviceByNameAndClass and listDeviceByServiceName AXL methods. The resulting
data set has a response that is greater than 8 M B.

Expected Results: The interface returns “<API name> API request exceeds Threshold Limit. Total rows
matched: <Matched Rows>. Suggested row fetch: less than <Number of Rows>." <API name> specifies
the name of the APl method.

Testing the ExecuteSQLQuery AXL Method
To test the ExecuteSQL Query AXL method, follow these steps:

Popul ate database fields (<name>, <tkproduct>, <tkmodel>) for devices/phones to the maximum field
size, which is 15 characters each.

Create a SQL Select statement that retrieves this data.

When the exception occurs, pick up the recommended Row Fetch Count and send the modified
executeSQL Query (in loop) by using the recommended row fetch count.

Expected Results: Demonstrate that Row Fetch Count logic works and, at the end loop, client can
retrieve the entire set of required data from Cisco Unified Communications Manager.

Verifying That Tomcat Resources Are Protected

To verify that Tomcat resources are protected (Publisher server continues to operate under heavy AXL
load):

Write a script that generates aload on the AXL interface. Run executeSQL Query to generate aresponse
slightly less than 8 MB.

Client runsthis executeSQL Query in aloop as soon as the transaction compl etes (both passed and failed
transactions) for 1 hour. The client also notes the time that the request was sent, time that the response
was received, and whether the response passed or failed.

Create four instances of this script and make them run simultaneously against the same Cisco Unified
Communications Manager Publisher.

During the 1-hour load test, monitor the Tomcat JVM-related RTMT counters. In addition, use the Cisco
Unified Communications Manager Administration interface to check whether you can list the deviceson
the system.

At the end of the test, document the request and response times of the four clients on atimescale and
note whether they succeeded or failed.

This analysis indicates whether the total responses that are processed by the AXL interface are within
16 MB. Every third concurrent request should have been rejected. By looking at the JVM on the Tomcat
server that was available during the test, you can determine whether enough JVM exits to allow other
applications to function properly.

[ oL-20944-01
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Integration Considerations and Interoperability

The AXL API gives much power to developers to modify the Unified CM system database. The
devel oper must use caution when using AXL because each API call impacts the system. Abuse of the
API can lead to dropped calls and slower system performance. AXL acts as a provisioning and
configuration API, not as areal-time API.

The AXL interface provides Devel opers with direct access to the Unified CM database via the
ExecuteSQL Query and ExecuteSQL Update methods. While the Dynamic Throttling mechanism
protects system resources when multiple update (write) requests are received, by returning a “503:
Service Unavailable” error message, there is no mechanism to guard system resources when large read
requests are received.

Queries issued using the ExecuteSQL Query method that result in a data sets greater than 8 MB may
place Unified CM resources at risk. Cisco recommends devel opers using ExecuteSQL Query method to
follow these guidelines:

e Applications should break up all SQL queries so that the data returned is always less than 8 MB

¢ Usethe Unified CM Data Dictionary
(http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_programming_reference_guid
es_list.html) to help determine the maximum allowable size of any field in the database

— ASCII characters are stored as 1-byte
— i18n characters (UTF-8) are stored as 3-bytes
— DB hasamix of ASCII and UTF-8 characters

e While UCMgr is processing alarge query, concurrent queries should not result in data sets larger
than 2 MB

e Applications should wait to receive a response before issuing subsequent queries
¢ Applications should not submit duplicate queries.
>

Note  Because AXL isnot areal-time API, the autologout function of extension mobility does not work when
the user islogged in/out of EM viathe AXL interface.

Post-Installation Steps and Troubleshooting on the Linux
Platform

The system implements AXL as a Java servlet. The Java implementation provides platform
independence. AXL accesses the Unified CM database by using DBL 2, which is a JDBC wrapper
implementation. AXL gets packaged asaWAR file. Linux RPM installsthe war file for AXL on Unified
CM server.

Follow the procedures in Post-Installation Steps , page 2-141, to start the AXL service and set up user
permissions. Next, follow the proceduresin Post-Installation Troubleshooting Checklist, page 2-141, to
check the installation.
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Post-Installation Steps and Troubleshooting on the Linux Platform

Post-Installation Steps

You can start or stop the AXL web service from Unified CM Serviceability. The service is disabled by
default. You should start the service before using the AXL APIs.

Starting the AXL Service

Step1  From the Unified CM Administration window, choose Navigation > Unified CM Serviceability.
Step2  Choose Tools > Service Activation.

Step3  From the Server box, choose the server and click GO.

Step4  From Database and Admin Services, select Cisco AXL Web Service and save the changes.

Upon starting the AXL service, AXL gets deployed as a web application within Apache Tomcat. The
WAR file gets deployed to Tomcat under /usr/local/thirdparty/jakarta-tomcat/webapps/axl.

Setting AXL APl Access Permissions

Step1  From the Unified CM Administration window, choose User M anagement > User Group > Add New.
Step2 Toadd AXP API access for the new UserGroup
a. Choose User Management > User Group.
b. Choose Role > Assign Roleto Group.
c. Select Standard AXL API Access.
d. Click Add Selected.
e. Onthe main page, click Save.
Step3  To add a user to the new UserGroup
a. Choose User Management > User Group.
b. Choose User Group > Add End Usersto Group.
c. Select the user and click Add Selected.

Post-Installation Troubleshooting Checklist

Use the following checklist to avoid some common problems by fine-tuning your configuration before
proceeding with the troubleshooting process:

Step 1 If the AXL client application cannot connect to the AXL service, check the following
e Isthe AXL application configured with the correct | P address for the AXL server?
e Isthe AXL application configured with the appropriate AXL user credentials?
¢ Does the application server have HTTPS connectivity to the AXL server?
Use this URL for accessing AXL: https.//server-name:port/axl/ (port is 8443).

Cisco Unified Communications Manager XML Developers Guide
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Step 2

Step 3

Step 4

Step 5

e ISHTTPS (secure) configured for AXL?
Verify basic AXL functionality by performing the procedure that follows:
1. Gotothe AXL APl URL viaaweb browser.
For instance, enter https://server-name:8443/ax|/ in the address text box.

2. When prompted for user name and password, use the standard administrator login, or use the user
name that is associated with a user group that is assigned the AXL role.

3. Look for aplain page that states the AXL listener is working and accepting requests but only
communicates via POST.

This procedure verifies functionality and user access.

If the AXL functions or requests are failing with error as User Authorization error: “Access to the
requested resource has been denied,” check whether the user has the permission to the Standard AXL
API Access. You can check this from the Permission Information section of the EndUser configuration
window.

If the AXL functions or requests are failing, check the following:
e AXL logsfor AXL or SOAP error responses. See the “AXL Error Codes” section on page 2-157.
¢ For further debugging, you can view the AXL log files with the RTMT application.

Check that applicationsin acluster configuration are connected to the AXL service only on the Unified
CM Publisher server if the application needs to modify the database.

AXL Trace Logs

Note

AXL trace logs contain the text of every AXL request and response, along with user and origination |P
information. Trace logs prove useful for identifying who is making AXL requests, inspecting the AXL
XML request for format or syntax errors, and determining the actual AXL service response or errors.

The system writes the AXL trace logs to the /var/log/active/tomcat/logs/axl/log4j directory. You can
view them with RTMT. File names are ax|###.log, where # represents a number from 0000 (zero) to
the maximum number of filesallowed. The maximum filesizeis1 MB by default. The maximum number
of stored files defaults to 10. You can change these settings through the Serviceability windows .

If an AXL login request contains a <password> tag with an xmlins attribute val ue, versions of the AXL
API prior to 6.0(1) or 5.1(2) log the password in clear text. In later versions of the API, the system
replaces the password with an “*” character.

For .NET WSDL applications, including the xmlns attribute in the <password> tag would be typical
behavior, and, in earlier releases, this could represent a security issue. If the SOAP message body
contains a namespace tag, you do not need to specify the xmlns attribute for each individual tag.

While analyzing the log files:
¢ Determine which log file is currently active by timestamp.
¢ Look for Exception traces that indicate processing errors.

¢ If notraces are being added, verify that Tomcat is running, AXL is currently activated, and a client
application is attempting to communicate with the AXL API.

The following sample shows the AXL trace log output:

Cisco Unified Communications Manager XML Developers Guide
m. 0L-20944-01 |



| Chapter2 Administrative XML Programming

Post-Installation Steps and Troubleshooting on the Linux Platform

2007-03-17 05:32:26,512 INFO [http-8443-Processor21] axl.AxlListener - Received request
1173323669700 from CCMAdm ni strator at |P 10.77.31. 203
2007-03-17 05:32:26,513 INFO [http-8443-Processor21] axl.AxlListener - <!-- edited with
XMLSPY v5 rel. 4 U (http://ww. xm spy.com) by Jerry Vander Voord (Ci sco Systens)
- - ><SOAP- ENV: Envel ope
xm ns: SOAP- ENV="ht t p: / / schemas. xm soap. or g/ soap/ envel ope/ " ><SOAP- ENV: Body>
<ax| api : addGat ekeeper sequence="1" xnl ns: axl api ="http://ww. ci sco. com AXL/ API/7.0"
xm ns: ax| ="http://ww. ci sco. conf AXL/ 7. 0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
xsi : schemaLocati on="http://ww. ci sco. comf AXL/ API /7.0 axl soap. xsd">
<gat ekeeper >
<name>AXL- Sanpl e- CK1</ nane>
<description>This is a sanpl e gatekeeper</description>
<rrqTi meToLi ve>30</rrqTi neToLi ve>
<retryTi meout >30</retryTi neout >
<enabl eDevi ce>f al se</ enabl eDevi ce>
</ gat ekeeper >
</ axl api : addGat ekeeper ></ SOAP- ENV: Body></ SOAP- ENV: Envel ope>
2007-03-17 05:32:26,668 INFO [http-8443-Processor21] axl.Handler - Handler initializing
2007-03-17 05:32:26,788 INFO [http-8443-Processor21] axl.AxlListener - <?xm
version="1.0" encodi ng="UTF- 8" ?><SCAP- ENV: Envel ope
xm ns: SOAP- ENV="ht t p: / / schemas. xm soap. or g/ soap/ envel ope/"
SOAP- ENV: encodi ngStyl e="htt p: // schemas. xm soap. or g/ soap/ encodi ng/ " ><SOAP- ENV: Header / ><SQAP
- ENV: Body>
<axl| : addGat ekeeper Response xm ns: ax|l =http://ww. ci sco.com AXL/ 7.0
xm ns: xsi ="http://ww. ci sco.conf AXL/ 7. 0" sequence="1">
<r et ur n>{ 7EB31958- C24A- 3E63- 3E4B- AB446365D35} </ r et ur n>
</ axl : addGat ekeeper Response></ SOAP- ENV: Body></ SOAP- ENV: Envel ope>
2007-03-17 05:32:26,789 INFO [http-8443-Processor21] axl.AxlListener - Request
1173323669700 was process in 356nms

The AXL trace log contains:
e Time that the request was received - 05:32:26,512
e Client IP address - IP 10.77.31.203
¢ Client user ID - CCMAdministrator
¢ Request ID number - 1173323669700
¢ Reguest contents — addGatekeeper, <gatekeeper>, <name>, and so on
¢ Response contents - <name>
e Time taken for the response - 356 ms
Follow these steps to set the AXL trace level from the Serviceability window:

Step1  From the Unified CM Administration window, choose Application > Unified CM Serviceability.
Step2  Choose Trace > Configuration.

Step3  From the Servers column, select the server and click GO.

Step4  From the Service Group box, select Database And Admin Services and click GO.

Step5  From the Services box, select the Cisco AXL Web Service and click GO.

Step6  Check the Trace On check box.

Step7 If you want the trace to apply to all Unified CM serversin the cluster, select the Apply to All Nodes
check box.
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Step8  From the Debug Trace Level field, select Debug.

WEMIGENGGE Cisco Unified CM Serviceability s

alinli, Cisco Unified Serviceability

CISCO  Eqp Cisco Unified Communications Solutions

ccmadministrator About L

Alarm +  Trace v Tools = Snmp »  Help -

Trace Configuration
d

Status
@ 5tatus : Ready

— Select Server, Service Group and Service

Server* | cocmiea v
Service Group* | patabase and Admin Services K
Service® Cisco AxL Web Service (Active) |

™ apply to all Nodes

W Trace On

— Trace Filter Settings
Dehug Trace Level | Debug =l

7 Cisco axL web |F3t2!
Error
7 Enable 4warn
Info
= Debug. |

Step9  You can set trace output options from the same window.

201549

~

Note  You should enable AXL logs only on request from Cisco TAC or Cisco Developer Services.

Using the AXL APl with AXIS

This section explains how to use the AXLAPI.wsdl file in a Java programming environment.
Cisco has verified the AXLAPI.wsdl filein the WSDL-AXIS folder in the AXIS environment.

Cisco provides the associated schemafile, AXL Soap.xsd, only for code generation. Cisco has modified
this file to minimize the backwards compatibility impact of future changes in the database schema. Use
the WSDL and the schema files in the parent directory for reference and for validation of responses.

When you run the wsdl2Java utility to create the Java source code by using AXLAPI.wsdl, the utility
throws two errors that are specific to AXIS 1 4. For further details on these errors, refer to
http://issues.apache.org/jira/browse/AX1S-2545 and http://issues.apache.org/jira/lbrowse/AX1S-1280.

The incorrect ordering of the parameters that are passed to the constructor causes the first AXISjira
error. A code example follows:

public class XNPDirectoryNunber Shar eLi neAppear anceCSS ext ends
com ci sco. www. AXL. APl . _7_0. XCal | i ngSear chSpace inplenments java.io.Serializable {

>
>
super (
uui d,
nane,
descri ption,
cl ause,
di al Pl anW zar dGenl d,
nmenbers);
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However, the parent constructor is defined as:

publ i c XCal I i ngSear chSpace(
org. apache. axi s. types. Nane nane,
java.lang. String description,
java.lang. String cl ause,
org. apache. axi s. t ypes. NonNegat i vel nt eger di al Pl anW zar dGenl d,
com ci sco. ww. AXL. APl . _7_0. XCal | i ngSear chSpaceMenber[] nenbers,
java.lang. String uuid) {
thi s. nane = nane;
this.description = description;
this.clause = cl ause;
this. dial Pl anW zardGenld = di al Pl anW zar dGenl d;
thi s. menbers = nenbers;
this.uuid = uuid;

}

You need to change either the constructor or the constructor calling as shown below:

super (
name,
descri ption,
cl ause,
di al Pl anW zar dGenl d,
menbers,
uui d);

The second AXISjiraerror relates to having a string constructor for simple types; for example

/1 Sinmple Types must have a String constructor
publ i c XLoadl nformation(java.lang.String _value) {
super (_val ue);

}

For such cases, the corresponding schemafile (axl.xsd) in the parent schema folder must be referred and
must implement the string class that these classes can inherit.

Using the AXL APl in a .NET Environment

To integrate the AXL API with a.NET client, you must modify the Cisco-provided WSDL and XSD
files.

Cisco provides the associated schema file, AX L Soap.xsd, only for code generation. Cisco has modified
this file to minimize the backwards compatibility impact of future changes in the database schema. Use
the WSDL and the schema files in the parent directory for reference and for validation of responses.

Theinability of .NET to handle complex schemas necessitates some of the changes that are described
bel ow.

Required Changes to the Generated Code

After running WSDL.exe, you must make several changes to the generated code. Run WSDL .exe by
using the following command:

wsdl . exe AXLAPI.wsdl axlsoap. xsd

Cisco Unified Communications Manager XML Developers Guide
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This command generates the file AXLAPIService.cs. The class AXLAPIServicein AXLAPIService.cs
requires at least three changes:

1. Createan ICertificatePolicy-derived class, which will later be associated with our service. Thisclass
represents a brute-force approach to policy and certificate management. You need to use this method
in5.x and 6.x AXL dueto the use of HTTPS.

public class BruteForcePolicy : System Net.ICertificatePolicy

{
public bool CheckValidationResult(System Net. ServicePoint sp,
System Security. Cryptography. X509Certificates. X509Certificate cert,
Syst em Net. WbRequest request, int problem
{
return true;
}
}

2. Modify the service constructor to take username/password credentials, with the Unified CM IP
address as an argument, and associate the BruteForcePolicy class with the static CertificatePolicy
manager.

publ i c AXLAPI Service(string ccmp, string user, string password)

{
Syst em Net . Servi cePoi nt Manager . CertificatePolicy = new BruteForcePolicy();

this.Url = "https://" + ccmp + ":8443/axl/";
this.Credentials = new System Net. Networ kCredenti al (user, password);

}

3. The.NET framework uses the expects header differently
(http://issues.apache.org/bugzilla/show_bug.cgi?id=31567). Several possible workarounds exist to
this problem:

a. Overridethe GetWebRequest method to use HTTP 1.0 dueto an error between TOMCAT/AXIS
and the .NET HTTP 1.1 Web Service request mechanism.

protected override System Net.WbRequest Get WbRequest (Uri wuri)

{
System Net. Htt pWebRequest request = base. Get WbRequest (uri) as
System Net . Ht t pWbRequest ;
request. Protocol Version = System Net. Htt pVer si on. Ver si onl0;
return request;
}

b. Override the GetWebRequest method to manually embed the authentication string. 1f you do
this, do not use the line

this.Credentials = new System Net. Net wor kCredenti al (user, password);

from the constructor that is provided in point 2 earlier in this section.

protected override System Net.WbRequest Get WbRequest (Uri wuri)
{
System Net. Ht t pWebRequest request =(System Net. Htt pWWebRequest ) base. Get WebRequest (uri);
if (this.PreAuthenticate)
{
System Net. Net wor kCredential nc = this.Credentials. GetCredential (uri,"Basic");
if (nc !'=null)
{
byte[] credBuf = new System Text.UTF8Encodi ng(). Get Bytes(nc. User Name + ":" +
nc. Passwor d) ;
request. Header s[ " Aut hori zation"] = "Basic " + Convert. ToBase64Stri ng(credBuf);
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}
}

return request;

c. If you use wsdl2wse (WSE library) instead of wsdl.exe, you cannot override the HTTP version
or supply HTTP headers manually. To use WSE, you must set the keepalive header to false for
the generated class, or set the user-agent to restricted. Thistechniquewill work as an alternative
to stepsaand b.

Backward Compatibility Issues

When you add the definitions for new Cisco Unified | P Phone devices to the Unified CM database, the
original WSDL that was sent out for that Unified CM becomes outdated. For example, the XModel
enumeration in Cisco CallManager Release 4.1.3 does not contain the Cisco Unified |P Phone
7961G-GE.

However, if youinstall thelatest device pack that containsthat device information into your release 4.1.3
environment, that value will be returned if you use the listAllDevices or getPhone commands for that
device name. This causes .NET to throw an exception when it encounters the new model because the
definition does not contain the mode.

More generally, aimost all enumerationsin AXLEnums.xsd could change in some future release, which
in turn might create backward incompatibility with your code. To address this issue, Cisco has changed
the type of all of the tags that use any of these enumerations to String and added an annotation to that
tag that specifies where to look for the correct value (AXLEnums.xsd).

Tag Serialization Issues

If you generate the client stub by using wsdl.exe, you may find that some fields that have default values
that are defined in the schema would not work if passed in the AXL request. For example, in the
updatePhoneReq class of the generated client stub, a field named "ignorePresentationindicators' has a
default value of "False" defined in the schema.

[ System Xmi . Seri al i zati on. Xml TypeAttri but e( Namespace="http://ww. ci sco.conml AXL/7.0")]
public class Updat ePhoneReq : APl Request {

[ System Xm . Serialization. Xm El enent Attri bute(Form=Syst em Xm . Schena. Xml SchemaFor m Unqual i
fied)]

[ Syst em Conponent Model . Def aul t Val ueAttri bute(fal se)]

public bool ignorePresentationlndicators = fal se;

}
When thistag is sent with a value of false, XmlSerializer does not serialize this tag because of a design
restriction in Microsoft .NET Framework 1.0. Refer to http://support.microsoft.com/kb/325691.

To work around this problem, comment out all instances of
[ Syst em Conponent Model . Def aul t Val ueAttri but e( XXX) ]

in the generated client stub as shown:

[ System Xml . Serialization. Xm TypeAttribute(Nanespace="http://ww. ci sco.com AXL/7.0")]
public class Updat ePhoneReq : APl Request {

[ oL-20944-01
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[ System Xm . Serialization. Xm El enent Attri bute(Form=Syst em Xm . Schena. Xml SchemaFor m Unqual i
fied)]

/1 Comment this |ine bel ow

/1 [ Syst em Conponent Model . Def aul t Val ueAttri bute(fal se)]

public bool ignorePresentationlndicators = false;

}

A second issue that isfound when you are using the version of wsdl.exe that comeswith .NET 1.0 isthat
some tags, including fkcallingsearchspace autoregistration, do not get updated to null/none in the
database.

This appearsto be anissuein which .NET does not serialize tags that are defined as nillable=true in the
schema.

For example, to work around this limitation for the tag callingSearchSpace in updatePhoneReq in the
generated stub, you can remove the "Form=System.Xml.Schema.X ml SchemaForm.Unqualified" from

[ System Xm . Seri alization. Xm El ement Attri bute("nane", typeof(string),
For m=Syst em Xm . Schenma. Xm SchemaFor m Unqual i fi ed) ]
[System Xm . Serialization. Xm El ement Attribute("uuid", typeof(string),
For meSyst em Xl . Schema. Xm SchemaFor m Unqual i fi ed) ]
[ System Xm . Serialization. Xm ChoiceldentifierAttribute("ItenEl ement Name")]
public string ltem

With this change, the serializer will serialize the tags. Passing the tag value as"" will set the
callingSearchSpace to null/None. The same workaround applies to other such tags.

Names Containing Special Characters

Using the version of wsdl.exe that comes with .NET 1.0, Cisco has found that when attempting to add
elements like gatewayEndpoint,M GCPEndpoint or CSS where the name contains special characters, the
elements do not get updated in the database properly.

For example, a gatewayEndpoint with name="AALN@SAA000011114444" sent as
name="AALN_x0040_SAA000011114444" in the AXL request.

This appearsto be alimitation in .NET serialization of tags that are defined as type xsd:Name in the
schema.

In the XML specification, the type xsd:name is defined as a token that begins with a letter or one of a
few punctuation characters and continues with letters, digits, hyphens, underscores, colons, or periods,
together known as name characters. Thus, xsd:name does not allow any special characters such as'@' or
.

One workaround involves changing the data type from "Name" to "string" in the generated stub:

Original Code

public class XDevice {
[ System Xm . Seri alization. Xml El ement Attri bute
(ForneSyst em Xm . Schema. Xml SchemaFor m Unqual i fi ed, Dat aType="Nane") ]
public string name;

Modified Code

public class XDevice {
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[ System Xm . Seri alization. Xm El ement Attribute(typeof(string),
For m=Syst em Xl . Schema. Xm SchemaFor m Unqual i fi ed)]
public string nane;

With this modification, the special charactersin the name will be updated in the database without any
conversion.

Returned Namespace for AXIS and .NET Applications

By default, the AXLAPI.wsdl carries the namespace http://www.cisco.com/AXL/API/7.0. The
generated client stubs also have this namespace. In some situations, you must change the namespace in
AXLAPI.wsdl before creating the client stubs.

The namespace that is returned in the AXL response depends on two factors:
1. Whether the SOAPAction attribute in the HTTP header had the value “CUCM:DB ver=7.0."

2. Thevalue of the“Send Valid Namespacein AXL Response” service parameter in the Cisco Unified
Communications Manager Administration Service Parameter window.

If the SOAPAction attribute in the HTTP header has the value “CUCM:DB ver=7.0":

e The AXL response will have the namespace value that the “ Send Valid Namespace in AXL
Response” service parameter specifies: either http://www.cisco.com/AXL/API/7.0 or
http://www.cisco.com/AXL/7.0.

¢ If you set the service parameter “Send Valid Namespace in AXL Response” to true, the namespace
that isreturned in the AXL response will be http://www.cisco.com/AXL/API/7.0, which will match
the namespace that is specified in AXLAPI.wsdl.

¢ If you set this service parameter to False, the namespace that is returned in the AXL response will
be http://www.cisco.com/AXL/7.0.

If the SOAPAction attribute has any other value, the AXL response will have the namespace
http://www.cisco.com/AXL/API/1.0 or http://www.cisco.com/AXL/1.0, depending on the value of the
service parameter.

Example AXL Requests

No platform considerations exist in Unified CM Release 7.0(1). The client must be able to send an
HTTPS request to the AXL endpoint.

The following examples describe how to make an AXL request and read back the responseto the request.

Ensure each SOAP request is sent to the web server viaan HTTPS POST. The endpoint URL represents
the AXL web service that is running on a Unified CM server. The following list contains the only four
required HTTPS headers:

e POST :8443/ax|/

Thefirst header specifiesthat this particular POST isintended for the Cisco AXL Web Service. The
AXL API only responds to the POST method.

e content-type: text/xml

The second header confirms that the data that is being sent to AXL is XML. If this header is not
found, the system returns an HTTP 415 error to the client.
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e Authorization: Basic <some Base 64 encoded string>

The third header gives the Base64 encoding of the user name and password for the administrator of
the AXL Server. Because Base64 encoding takes three 8-bit bytes and represents them as four
printable ASCII characters, if the encoded header does not contain an even multiple of four ASCII
characters (16, 20, 24, and so on), you must add padding characters (=) to complete the final group
of four asin the following examples.

If authentication of the user fails, the system returnsan HTTP 401 Access Denied error to the client.
e content-length: <a positive integer>
The fourth header specifies the length (in bytes) of the AXL request.
A
Note If arequest that is greater than 40 kilobytes is received, the system returnsan HTTP 413 error
message.

The following example contains an HTTPS header for an AXL SOAP request:

POST : 8443/ axl /

Host: axl . myhost.com 8443

Accept: text/*

Aut hori zati on: Basic bGFycnk6Y3VybHkgYWbk] GlvZQ==
Content-type: text/xm

SOAPActi on: " CUCM DB ver=7.0"

Content-1ength: 613

The following AXL request gets used in the code examples that display in the following sections. This
example shows a getPhone request:

POST : 8443/ axl/

Host: axl|. myhost.com 8443

Accept: text/*

Aut hori zati on: Basic bGFycnk6Y3VybHkgYWbk] GlvZQ==
Content-type: text/xmn

SOAPAct i on: "CUCM DB ver=7.0"

Content-1ength: 613

<SOAP- ENV: Envel ope xm ns: SOAP- ENV="ht t p: // schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_.Schema" >
<SOAP- ENV: Body>
<axl : get Phone xm ns:axl ="http://ww. cisco.conm AXL/7.0"
xsi :schenmaLocati on="http://ww. ci sco.com AXL/ 7.0 http://ccnserver/schema/ axl soap. xsd
sequence="1234">
<phoneNanme>SEP222222222245</ phoneNane>
</ axl : get Phone>
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

C or C++ Example

This code example uses a hard-coded AXL request and sendsit to the AXL server that is running on the
local system (localhost). It then reads the response and outputs the response to the screen:

#i ncl ude <sys/socket. h>
#i ncl ude <sys/types. h>
#i ncl ude <stdlib. h>

#i ncl ude <openssl/ssl. h>
#i ncl ude <stdio. h>

#i ncl ude <unistd. h>
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#i ncl ude <netinet/in.h>

#i ncl ude <arpal/inet. h>

#i ncl ude <strings. h>

#i ncl ude <openssl/x509. h>
#i ncl ude <openssl/crypto. h>
#i ncl ude <i ostreanp

#i ncl ude <string>

usi ng namespace std

typedef unsigned char byte

voi d encodeBase64( const string& i nBuf, string &outBuf )

{
unsigned int i;
unsigned int j;
bool hiteof = fal se;
byt e dt abl e[ 256] ;

out Buf . erase();

for(i= 0;i<9;i++)
dtable[i]="A +i;
dtabl e[i+9]= "J' +i;
dtabl e[ 26+i]= "a' +i;
dtabl e[ 26+i +9] = "j ' +i;

}

for(i= 0;i<8;i++)

dtabl e[i+18]="'S +i;
dt abl e[ 26+i +18] = 's' +i ;

}
for(i= 0;i<10;i ++)

dtabl e[ 52+i]= '0' +i;

}

dtabl e[ 62] = ' +';
dtabl e[ 63]="/";
i =0

whi | e(! hiteof)

{

byt e igroup[3], ogroup[4];
int c,n;

igroup[0] = igroup[1]= igroup[2]= O;
for(n= 0; n<3; n++){
if( j < inBuf.size() )

c = inBuf[j++];
} else

{

hiteof = true;
br eak;

}
i group[n] = (byte)c;

}

if(n>0)
ogroup[ 0] = dtabl e[i group[ 0] >>2];
ogroup[ 1] = dtabl e[ ((i group[ 0] &3)<<4)| (igroup[1]>>4)];
ogroup[ 2] = dtabl e[ ((igroup[1] &xF)<<2)| (i group[2]>>6)];
ogroup[ 3] = dtabl e[i group[ 2] &x3F] ;
i f(n<3)
{
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ogroup[3]="'=";
i f(n<2)
{
ogroup[2]="'=";

}

for(i= 0;i<4;i++)

out Buf += ogroup[i];

}

string getAuthorization()

string mencode64, nane;

/1 You shoul d change nanme to your own axl server
/lin this exanple, "CCMAdm nistrator" is the user

name="CCMAdmi ni strator: cisco_ci sco";
encodeBase64( nanme, m encode64) ;
return mencode64;

}

voi d

nane and passwd
name and "cisco_cisco" is the passwd.

Bui | dDevi ceNaneSQL(string &buf,

/1 Buffer to build AXL
string& devi ceNunber, // DN
string& seqNum)

const int BUFSIZE = 2048;

char buf f [ BUFSI ZE] ;
string strHITPHeader;
string strAXLRequest;

st r AXLRequest
st r AXLRequest
st r AXLRequest
st r AXLRequest
st r AXLRequest
st r AXLRequest
st r AXLRequest

st r AXLRequest
st r AXLRequest
st r AXLRequest
st r AXLRequest
st r AXLRequest
st r AXLRequest

st r HTTPHeader

st r HTTPHeader
st r HTTPHeader
st r HTTPHeader
st r HTTPHeader
st r HTTPHeader
st r HTTPHeader
st r HTTPHeader

/1 Tenp buffer
/1 HTTP/ AXL Header
/1 AXL Request

= "<SOAP- ENV: Envel ope xml ns: SOAP- ENV=";;

+= "\"http://schemas. xm soap. or g/ soap/ envel ope/\"";

+= " xm ns: SOAP- ENC=\"ht t p: / / schemas. xml soap. or g/ soap/ encodi ng/\"";

+= " xm ns:xsi=\"http://ww. w3. org/ 2001/ XM_LSchena- i nst ance\"";

+= " xm ns:xsd=\"http://ww. w3. or g/ 2001/ XM_.Scherma\ "> ";

+= " <SOAP- ENV: Body> ";

+= "<m execut eSQLQuery xm ns: n¥\"http://ww. ci sco. coml AXL/ APl /7.0\"
sequence=\"" + segNum + "\"> *";

+= "<msql>";

+= "SELECT * FROM Device ";

+= "</msql>";

+= "</ mexecut eSQLQuery> ";

+= "</ SOAP- ENV: Body> ";

+= "</ SOAP- ENV: Envel ope>";

= "POST /axl/ HTTP/1.1\r\n";

+= "Host: | ocal host:8443\r\n";

+= "Accept: text/*\r\n";

+= "Aut hori zation: Basic ";

+= get Aut hori zation() + "\r\n";

+= "Content-type: text/xm\r\n";

+= "SOAPAction: \"CUCM DB ver=7.0\"\r\n";
+= "Content-length: ";

/1 tenmporarily use the buffer to store the length of the request

sprintf( buff,

st r HTTPHeader
st r HTTPHeader
st r HTTPHeader

"o@", strAXLRequest.length() );

+= buff;
+= "\r\nConnection: Keep-Alive";
+= "\r\n\r\n";

/1 put the HTTP header and SOAP XM toget her
buf = strHTTPHeader + strAXLRequest;
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return;

}

int main(int argc, char** argv)
{
struct sockaddr_in saddr;
SSL_METHOD * et h;
SSL_CTX *ssl ctx;
SSL *ssl;
X509* server_cert;
string buff,line, seqnum
char buffer[2048];
int status,error;
char *str;

if( argc!=3)

printf("Usage : ssltest <ip> <port> \n");
printf("Usage : the default port is 8443 \n");
printf("Usage : the ipis the ip of ccnb.0 \n");
printf("Exanple: ssltest 10.77.31.168 8443 \n");

exit(2);

}
int sock=socket (AF_I NET, SOCK_STREAM | PPROTO_TCP) ;
i f (sock<0)
{

printf("create socket failed\n");

exit(1);
}

saddr. sin_fam | y=AF_| NET;
saddr. si n_port=htons(atoi (argv[2]));
saddr. si n_addr.s_addr =inet_addr(argv[1]);
st at us=connect (sock, (struct sockaddr *)&saddr, si zeof (saddr));
i f(status<0)
{
printf("connect to % failed\n",argv[1]);
exit(2);

}
SSL_library_init();
met h=TLSv1_cl i ent _nethod();
ssl ct x=SSL_CTX_new( et h) ;
if(!sslctx)
{
printf("SSL_CTX new failed\n");
cl ose(sock);
exit(3);

}
SSL_CTX set _verify(sslctx, SSL_VERI FY_NONE, NULL) ;
ssl =SSL_new(ssl ctx);
if(lssl)
{
printf("SSL_new failed\n");
cl ose(sock);
exit(4);

status=SSL_set _fd(ssl, sock);
if(!status)
{
printf("SSL_set_fd failed\n");
cl ose(sock);
exit(5);
}
SSL_set _node(ssl, SSL_MODE_AUTO_RETRY) ;
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st at us=SSL_connect (ssl);
error=SSL_get_error(ssl,status);
switch(error)
{
case SSL_ERROR_NONE:
printf("connect successful\n");
br eak;
case SSL_ERROR_ZERO RETURN:
printf("peer close ssl connection \n");
br eak;
defaul t:
printf("connect error is %\ n",error);

}

server_cert = SSL_get_peer_certificate (ssl);
if(!server_cert)
{
printf("get server certificate failed!'\n");
SSL_shut down(ssl);
cl ose(sock);

exit(6);
}
str= X509_NAME_onel i ne( X509_get _subj ect _nane (server_cert),0,0);
if(str)
{
printf("subject :%\n",str);
}
el se

printf("subject is empty\n");
str = X509_NAME onel ine (X509 _get _issuer_name (server_cert),0,0);

if(lstr)

printf("issuer nane is :%\n",str);
el se

printf("issuer name is enpty \n");
line="12";

segqnum="1234";

Bui | dDevi ceNameSQL( buff, |ine, seqnun) ;
SSL_wite(ssl,buff.c_str(),buff.length());
printf("\n");

printf("\n");

printf("Request sent is:\n");
printf(buff.c_str());

printf("\n");

printf("\n");

SSL_read(ssl, buffer, sizeof (buffer));

printf("Response fromserver is: \n%\n", buffer);
stat us=SSL_shut down(ssl);
i f(status==1)

printf("shutdown successful\n");
el se

printf("\nshutdown error code is %\ n", status);
cl ose(sock);

Java Example

This code example uses a hard-coded AXL request and sends it to the AXL server that is running on the
local system (localhost). It then reads the response and outputs the response to the screen.

inmport java.io.*;

import java.net.*;

import javax.net.ssl.*;

inmport java.security.cert.CertificateException;
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import java.security.cert.X509Certificate;

public class AXLJavaCient {
public static void main(String[] args) {

byte[] bArray = null; // buffer for reading response from
Socket socket = null; // socket to AXL server

Qut put Streamout = null; // output streamto server
InputStreamin = null; // input streamfrom server

String sAXLSOAPRequest = "";

/'l HTTPS header and SOAP payl oad

String sAXLRequest = null; // will hold only the SOAP payl oad

/I user name=CCMAdM ni strat or and password=ci sco_ci sco

String authorization = "CCMAdmi nistrator" + ":" + "cisco_cisco";

/'l base64 encoding of the username and password

aut hori zati on = new sun. m sc. BASE64Encoder (). encode(aut hori zati on. get Bytes());
/1 Formthe http header

SAXLSOAPRequest = "POST /axl/ HTTP/1.0\r\n";

SAXLSOAPRequest += "Host: | ocal host: 8443\r\n";

SAXLSOAPRequest += "Authorization: Basic " + authorization + "\r\n";
SAXLSOAPRequest += "Accept: text/*\r\n";

SAXLSOAPRequest += "Content-type: text/xm\r\n";

SAXLSOAPRequest += " SOAPAction: \"CUCM DB ver=7.0\"\r\n";
sAXLSOAPRequest += "Content-length: ";

/1 Build the SOAP payl oad
sAXLRequest = "<SOAP- ENV: Envel ope
xm ns: SOAP- ENV=\"ht t p: / / schemas. xm soap. or g/ soap/ envel ope/\" ";
sAXLRequest += "xm ns: xsi=\"http://ww. w3. org/ 2001/ XM_Schena- i nst ance\"
xm ns: xsd=\"http://ww. w3. or g/ 2001/ XM_Schenma\ "> ";
sAXLRequest += "<SOAP- ENV: Body> <axl : get Phone
xm ns:ax| =\"http://ww. ci sco. conf AXL/ 7.0\" ";
sAXLRequest += " xsi:schemaLocati on=\"http://ww.cisco.com AXL/7.0 http://
ccnserver/ schema/ axl soap. xsd\" ";
sAXLRequest += "sequence=\"1234\"> <phoneNane>SEP000000000009</ phoneNanme>";
sAXLRequest += "</ axl: get Phone> </ SOAP- ENV: Body> </ SOAP- ENV: Envel ope>";

/1 finish the HTTPS Header
SAXLSOAPRequest += sAXLRequest. | ength();
SAXLSOAPRequest += "\r\n\r\n";

/'l now add the SOAP payload to the HTTPS header, which conpletes the AXL
/1 SOAP request
SAXLSOAPRequest += sAXLRequest;
try {
AXLJavaC i ent axl = new AXLJavaCient();
/1 Inplement the certificate-related stuffs required for sending request via https
X509Tr ust Manager xtm = axl.new MyTrust Manager () ;
Trust Manager[] nytm= { xtm};
SSLCont ext ctx = SSLCont ext. getlnstance("SSL");
ctx.init(null, nytm null);
SSLSocket Factory ssl Fact = (SSLSocket Factory) ctx. getSocketFactory();
socket = (SSLSocket) ssl Fact.createSocket ("10.77.31.203",
I nt eger. parsel nt ("8443"));
in = socket.getlnputStrean();
/1 send the request to the server
/'l read the response fromthe server
StringBuffer sb = new StringBuffer(2048);
bArray = new byte[2048];
int ch = 0;
int sum= 0;
out = socket. get Qut put Stream();
out . write(sAXLSOAPRequest . get Bytes());
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while ((ch = in.read(bArray)) != -1) {sum += ch; sb. append(new Stri ng(bArray,
0, ch));

socket . cl ose();
/'l output the response to the standard out put
Systemout. println(sb.toString());

} catch (UnknownHost Exception e) {

Systemerr.println("Error connecting to host: " + e.getMessage());
return;

} catch (1 OException ioe) {
Systemerr.println("Error sending/receiving fromserver: " +

i oe. get Message());
/1 close the socket
} catch (Exception ea) {
System err.println("Unknown exception " + ea.getMessage());

return;
}
finally{
try {
if (socket != null)

socket. cl ose();

} catch (Exception exc) {
exc. printStackTrace();
Systemerr.println("Error closing connection to server: "+

exc. get Message());
}
}
}

public class MyTrust Manager inplenments X509Trust Manager {

My Trust Manager () {
/] createl/load keystore

}

public void checkC ientTrusted(X509Certificate chain[], String authType)
throws CertificateException {

}

public void checkServer Trusted(X509Certificate chain[], String authType)
throws CertificateException {

}

public X509Certificate[] getAcceptedl ssuers() {
return null;

In addition to these examples, refer to the AXL SQL Toolkit, which is available for download from the
Unified CM server at https.//ccmserver ; 8443/plugins/axisgltoolkit.zip.

Using executeSQLUpdate

This example illustrates the use of the executeSQL Update request:

POST : 8443/ axl/

Host: axl|. myhost.com 8443

Accept: text/*

Aut hori zati on: Basic bGrycnk6Y3VybHkgYWskl GlvZQ==
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Content-type: text/xm
SOAPActi on: " CUCM DB ver=7.0"
Content-1ength: 613

<SOAP- ENV: Envel ope xm ns: SOAP- ENV="htt p: // schemas. xm soap. or g/ soap/ envel ope/ " >
<SQAP- ENV: Body>
<axl| api : execut eSQ.Updat e sequence="1"
xm ns: axl api ="http://ww. ci sco.conf AXL/ API /7. 0" xm ns: axl ="http://ww. cisco.conl AXL/ 7. 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="http://ww. ci sco.com AXL/ APl /7.0 axl soap. xsd">
<sqgl >
insert into device (fkPhoneTenpl ate, fkDevi cePool, tkcl ass, tkpreenption,
t kdevi ceprofile, tknodel, tkdeviceprotocol, tkproduct, description,
t kst at us_nl ppi ndi cati onst atus, nane, pkid) values ('Standard 7941 SCCFP','default',1, 2, 2,
115, 0, 115, '', 0, 'Cisco 7941', newid())
</ sql >
</ axl api : execut eSQLUpdat e>
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

Using executeSQLQuery

This example illustrates the use of the executeSQL Query request:

POST : 8443/ axl/

Host: axl . myhost.com 8443

Accept: text/*

Aut hori zati on: Basic bGFycnk6Y3VybHkgYWskl GlvZQ==
Content-type: text/xm

SOAPActi on: " CUCM DB ver=7.0"

Content-length: 613

<SQOAP- ENV: Envel ope xm ns: SOAP- ENV="ht t p: / / schemas. xm soap. or g/ soap/ envel ope/ ">
<SQAP- ENV: Body>
<ax| api : execut eSQLQuery sequence="1"
xm ns: axl api ="http://ww. ci sco. coml AXL/ API /7. 0"
xm ns: ax|l ="http://ww. ci sco.conf AXL/ API /7. 0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
xsi : schenmalLocati on="http://ww. ci sco. comf AXL/ API /7.0 axl soap. xsd">
<sql >SELECT * from nunpl an</sql >
</ axl api : execut eSQLQuery>
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

AXL Error Codes

If an exception occurson the server, or if any other error occurs during the processing of an AXL request,
the system returns an error in the form of a SOAP Fault message. For example:

<SOAP- ENV: Envel ope xml ns: SOAP- ENV=htt p: // schemas. xm soap. or g/ soap/ envel ope/
SOAP- ENV: encodi ngSt yl e="htt p: // schemas. xm soap. or g/ soap/ encodi ng/ " >
<SOAP- ENV: Body>
<SOAP- ENV: Faul t >

<f aul t code>SOAP- ENV: Cl i ent </ f aul t code>
<faul tstring>Devi ce not found with nane SEP003094C39708. </faul tstring>
<detail xmns:axl="http://ww.cisco.com AXL/7.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi:schemaLocati on="http://ww. ci sco.com AXL/ API /7.0
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http:// myhost/ CCMApi / AXL/ V1/ ax| soap. xsd" >
<axl:error sequence="1234">
<code>0</ code>
<nmessage>
<!'[ CDATA[
Devi ce not found with name SEP003094C39708.
11>
</ message>
<r equest >doDevi ceLogi n</request >
</axl:error>
</ detail >
</ SOAP- ENV: Faul t >
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

SOAP Fault messages can also contain more detailed information. The following example depicts a
detailed SOAP Fault:

<SOAP- ENV: Envel ope xm ns: SOAP- ENvV="ht t p: / / schemas. xm soap. or g/ soap/ envel ope/ "
SOAP- ENV: encodi ngSt yl e="htt p: // schemas. xm soap. or g/ soap/ encodi ng/ " >
<SQOAP- ENV: Body>
<SOAP- ENV: Faul t >
<f aul t code>SOAP- ENV: Cl i ent </ f aul t code>
<faul tstring>Device not found with nane SEP003094C39708. </faul tstring>
<detail xmns:axl="http://ww.cisco.com AXL/7.0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : schemaLocation="http://ww. ci sco. coml AXL/ 7.0
http:// myhost/ CCMApi / AXL/ V1/ axl| soap. xsd" >
<axl:error sequence="1234">
<code>0</ code>
<nessage>
<! [ CDATA[
Devi ce not found with name SEP003094C39708.
11>
</ message>
<request >doDevi celLogi n</ r equest >
</axl:error>
</detail >
</ SOAP- ENV: Faul t >
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

The <detail> element of a SOAP Fault includes error codes. The axl:Error elements represent the errors.
If aresponseto arequest contains an <error> element, the user agent can determine the cause of the error
by looking at the subelements of the <error> tag.

The user agent uses the <code> element, a numerical value, to find what type of error occurred.

The following table explains the error codes that the <code> tag might have:

Error Code Description

5000 Unknown Error—An unknown error occurred while the request was processed.
This can occur due to a problem on the server but can also be due to errorsin the
request.

5002 Unknown Request Error—The user agent submitted arequest that is unknown to
the API.

5003 Invalid Value Exception—The API detected an invalid value in the XML request.

5007 Item Not Valid Error—The system identified the specified item asinvalid, which
means that it does not exist or that it was specified incorrectly at input.
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message

The system provides the <message> element, so the user agent gets a detailed error message that
explains the error.

request

The system provides the <request> element, so the user agent can determine the type of request that
generated this error. Because this element is optional, it may not always appear.
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Administrative XML Operations by Release

Table 3-1 lists new, changed, and deprecated Administrative XML (AXL) operations by release. It may
also list operations that are under consideration or review (UCR). Operation details can be found in
Chapter 2, “Administrative XML Programming”.

Table legend:

. '@'—Supported

o E3_Not supported
« ® _wnodified

Operations By Release

Table 3-1 lists new, changed, and deprecated Administrative XML (AXL) operations by release.

Table 3-1 Operations by Release

APls Operations 50d (5.1 5.1(2) 6.0 6.1 1.0 7.1(2) (8.0(1)

AARGroup addAARGroup B8 B B8 @ & @ & (5]

(AarGroup in Unified CM 8.0) |getAARGroup B8 B B8 @ & @ & (5]
listAarGroup B8 B8 B8 B8 B8 B8 B8 (V]
removeAARGroup 3¢ B8 3¢ o & & & (i ]
updateAARGroup B8 B8 B8 (V] & & & 0

AARGroupByName listAARGroupByName & (V] & (V] & & & B8

(use listAarGroup APl in

Unified CM 8.0)

AARGroupMatrix updateAARGroupMatrix %] 3¢ ] % | () & & & 0

(updateAarGroupMatrix in

Unified CM 8.0)

AllProcessNodes listAllProcessNodes & (V) & (V) & (V) & (V)

ApplicationToSoftkeyTemplate |addApplicationToSoftkeyTem | 3 3¢ ] % | () & & & ()
plate
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[ oL-20944-01 .m



Chapter 3

Administrative XML Operations by Release |

M Operations By Release

Table 3-1

Operations by Release (continued)

APIs

Operations

o
(=)
o

5.1(2)

1.1(2)

8.0(1)

removeApplicationToSoftkey
Template

]

(<]

(<]

ApplicationUser

addApplicationUser

getApplicationUser

Bl e gl

B E 8°

removeA pplicationUser

updateApplicationUser

AppUser

addAppUser

getAppUser

listAppUser

removeA ppUser

updateA ppUser

AttendantConsoleHuntGroup

addAttendantConsoleHuntGr
oup

getAttendantConsoleHuntGro
up

removeA ttendantConsoleHun
tGroup

updateAttendantConsoleHunt
Group

AttendantConsol eUser

addA ttendantConsol eUser

getAttendantConsoleUser

listAttendantConsol eUser

removeA ttendantConsol eUser

updateAttendantConsol eUser

AuthenticateUser

doAuthenticateUser

CalledParty TransformationPatte
rn

addCalledParty Transformatio
nPattern

getCalledParty Transformation
Pattern

listCalledParty Transformation
Pattern

removeCalledParty Transform
ationPattern

B O B8 Bo600E00¢ @ ¢ 0 ¢g0BpOoBBOoapooaa 8

B B 0 B0 BE00 06 ¢ ¢ ¢ 0000 H0 68

B B0 B8 80600 B06 0 60 0 ¢ 0|00 BO0ooB0B.

B B 0 B0 B00 06 ¢ ¢ ¢ 00060 H0 68

B B0 0 0000000 6 06 ¢ 0cpooooooDa 6

Ol B0 60 6/0|0|0HOC 06 6/ 0 0| 0|l0BO O OO G0 6F°

¢ B O 0|00 0BE0G0 0 0 ¢ 00O BEBO 0000

© © @0 /0000|000 0| 0 0 0|0 QOO Q0000
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Operations By Release

Table 3-1 Operations by Release (continued)

APls Operations 50d |5 5.1(2) |6 6 7 7.1(2) (8.0(1)
updateCalledParty Transforma B8 & 0
tionPattern

CallerFilterList addCallerFilterList

getCallerFilterList

listCallerFilterList

removeCallerFilterList

updateCallerFilterList

CallingParty TransformationPatt |addCallingParty Transformati
ern onPattern

getCallingParty Transformatio
nPattern

listCallingParty Transformatio
nPattern

removeCallingParty Transfor
mationPattern

updateCallingParty Transform
ationPattern

CallIntercept addCalllntercept

getCalllntercept

listCallIntercept

removeCalllntercept

updateCalllntercept

CallManager addCallManager

(add and remove APIs are getCallManager
deprecated in Unified CM 8.0)

listCallManager

removeCall M anager

updateCallManager

CallManagerGroup addCallManagerGroup

getCallManagerGroup

listCallManagerGroup

removeCallM anagerGroup

OB 00000 00O ODpBB 6 6 B0 0 0006 EHO6 6 6F°
B0 0000 0O BBEHE 00 B 0 000 HEHO O
Q9O Q@ QO EH0 OE0 G000 000 60 0600 Q0090 O

OB 0000 n 00D BOBD B o068 B8 5g006B0e B°

OB 00000 00OODOpOE O OB B0 0006080606 B8°

OB 0000 n 00OODpEOE O OB B ooopeea g°
B0 0000 g0 OB BEH0 B8 8B B B BB B8 a8

O EH OO0 @QeOEa0aBaB8 80 8 8 0 086068608 &
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Table 3-1 Operations by Release (continued)
APls Operations 50d |5 5.1(2) |6. 6 7 7.1(2) (8.0(1)
updateCallManagerGroup & & 0
CallPark addCallPark
getCallPark
listCallPark

removeCall Park

updateCall Park

CallPickupGroup addCallPickupGroup

getCallPickupGroup

listCallPickupGroup

removeCallPickupGroup

updateCall PickupGroup

CcdAdvertisingService addCcdAdvertisingService

getCcdAdvertisingService

listCcdAdvertisingService

removeCcdAdvertisingServic
e

updateCcdAdvertisingService

CcdHostedDN addCcdHostedDN

getCcdHostedDN

listCcdHostedDN

removeCcdHostedDN

updateCcdHostedDN

CcdHostedDNGroup addCcdHostedDNGroup

getCcdHostedDNGroup

listCcdHostedDNGroup

removeCcdHostedDNGroup

updateCcdHostedDNGroup

OO0 0000000 BgBaBaoono00 00800
00 0oooeenooDon aeennoeoenoeoosoenDe oo’
OO0 OO0 00000080 B8 ao0oo0o00 00 0H8H 00O
00000000 ooon apgananeoenoeoeoeenoeo e -
OO 0oooeen oo oennoeoenoeoosoeneoe oo’
OO 0oooeenooDon e nnoeoenoeoosoeneoo”
OO OO0 0000000 B8 aooB0o0o0 Qo008 e
00000000000 0000 00QOQCQQCQOQCQOQCQ QOO

CcdRequestingService addCcdRequestingService
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Table 3-1 Operations by Release (continued)
APls Operations 50d (5.1 5.1(2) (6.0 A 70  (7.1(2) |8.0(1)
getCcdRequestingService O 80 8| 0 8 8| 8 9
listCcdRequestingService B O B0 B8 B\ B8 9
removeCcdRequestingService 3¢ B %] B %] % (% | (]
updateCcdRequestingService | (1 | 1 |3 | B3 |3 | 3 | B3 | @
CCM Version getCCMVersion B 0 86| 9|9 9|9 |9
CiscoCatalyst600024PortFXSG |addCiscoCatalyst600024Port 3¢ ¢ %] %] B 3¢ ]
ateway FXSGateway
getCiscoCatalysté00024PortF | 13 | 3 | B3 | B3 | B3 | B3 | B3 | @
XSGateway
listCiscoCatalyst600024PortF | (3 | (3 | B3 | 0 | B3 | B3 | B3 | @
XSGateway
removeCiscoCatalysté00024P | (3 | (3 | B3 | B3 | 33 | B3 | B3 | @
ortFX SGateway
updateCiscoCatalyst600024P | (3 | (3 |3 | B3 | B3 | B3 | B3 | @
ortFX SGateway
CiscoCatalyst6000E1Vol PGate |addCiscoCatalyst6000EIVOIP | (3 | (1 | B3 | B3 | B3 | B3 | B3 | @
way Gateway
getCiscoCatalyst6000EIVOIP | [ | 1 | B3 | B3 | B3 | B3 | B3 | @
Gateway
listCiscoCatalyst6000EIVOIP | I3 | 1 |3 | B3 | 3 | @3 | B3 | @
Gateway
removeCiscoCatalyst6000EL | (3 | (3 | B3 | 83 | B3 | 8O | 8 | @
Vol PGateway
updateCiscoCatalyst6000ELV | 13 | [ | B3 | B3 | B3 | @3 | B3 | @
ol PGateway
CiscoCatalyst6000T 1Vol PGate |addCiscoCatalyst6000T 1VolP 3¢ 3¢ %] 5t %] (3¢ 3¢ (]
wayPri GatewayPri
getCiscoCatalyst6000T1VOIP | /3 | B | @3 | B3 | B |83 |8 | @
GatewayPri
listCiscoCatalyst6000TIVOIP | 3 | 1 |3 | B3 | B3 | @3 | B3 | @
GatewayPri
removeCiscoCatalyst6000T1 | 3 | (3 | B3 | B3 | B3 | B B | @
Vol PGatewayPri
updateCiscoCatalyst6000T1V | (13 | [ | B3 | B3 | B3 | @3 | B3 | @
ol PGatewayPri
CiscoCatalyst6000T 1Vol PGate |addCiscoCatalyst6000T 1VolP 3¢ 3t 3¢ ¢ ] B (3¢ (3¢ &
wayT1l GatewayT1
getCiscoCatalyst6000TIVOIP | 13 | B3 | B3 | B3 | B3 | B | B3 | @

GatewayT1

[ oL-20944-01
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Table 3-1 Operations by Release (continued)

APls Operations 50d (5.1 5.1(2) 6.0 6.1 1.0 7.1(2) (8.0(1)
listCiscoCatalyst6000TIVOIP | 1 | [ | B3 | B3 | B3 1 B3 |83 | @
GatewayT1
removeCiscoCatalyst6000T1 | 13 | 1 |3 1 03 |03 | B | 3 | @
VolPGatewayT1
updateCiscoCatalyst6000T1V | 3 | B3 | B3 | B3 | B3 | B3 | B3 | @
olPGatewayT1

CMClnfo addCMClnfo Q| O | O 0| 0|9 o o

(Cmclnfo in Unified CM 8.0)  |getCMClnfo Q| & o o o o o o
listCmclnfo O 0O 80 0 8\ 8 8|9
removeCM Clnfo & & & o o o | @& o0
updateCM Clnfo o O 9 o | 9o O 9| o0

CommonDeviceConfig addCommonDeviceConfig 3¢ 3t 3¢ & ] D [ ] (]
getCommonDeviceConfig B 0O B8 @ @ o o &
listCommonDeviceConfig B 0 B B8 B8 8| ®
removeCommonDeviceConfi 3¢ 3¢ 3¢ & ] & (] (]
g
updateCommonDeviceConfig | (3 | [ |3 | @ | @ | ©® | ©® | @

CommonPhoneConfig addCommonPhoneConfig B8 B8 3¢ B 3¢ (3] (V] D
getCommonPhoneConfig O 0| 0| 80 B8 8|9 o
listCommonPhoneConfig B 0 B B8 B8 8|0
removeCommonPhoneConfig 3¢ 3¢ % | 3¢ 3¢ (3] (V] D
updateCommonPhoneConfig | (3 | B3 | B | B3 |8 | B3 | @ | ©®

ConferenceBridge addConferenceBridge o O 9 06| 9 O & | 0O
getConferenceBridge & & | o o & 0 @ |0
listConferenceBridge O 0 B B8 B B[ B o
removeConferenceBridge 2 9 9 | O 9 9o O o
updateConferenceBridge ® & | & o & 0 & | 0O

createAutogeneratedProfile createAutogeneratedProfile (V] (V) & & & & (] &

Credential Policy addCredential Policy B B B8 @ | @ @ | 9|0
getCredential Policy x| 0| @ | 9 @ 9 | o
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Table 3-1 Operations by Release (continued)

APls Operations 50d (5.1 5.1(2) 6.0 6.1 1.0 7.1(2) (8.0(1)
listCredential Policy 3¢ 8| O
removeCredential Policy & ()
updateCredential Policy (V] &

CSS addCSS (V] i ] &

(Cssin Unified CM 8.0) getCSS (V] i ] (V]
listCss
removeCSS
updateCSS

CSSByName listCSSByName

CTIRoutePoint

(CtiRoutePoint in Unified CM
8.0)

addCTIRoutePoint

getCTIRoutePoint

removeCT | RoutePoint

updateCTIRoutePoint

DDI

(Ddi in Unified CM 8.0(1))

addDDI

getDDI

removeDDI

updateDDI

DeviceByNameAndClass

listDeviceByNameAndClass

DeviceByServiceName

listDeviceByServiceName

DevicelL ogin

doDevicelLogin

Devicel ogout

doDevicel ogout

o000 b0 H OG0 0000000000

B0 00000 B00E 0606 00000

DeviceMobility addDeviceMobility ]
getDeviceMobility v
removeDeviceM obility V]
updateDeviceMobility v
DeviceMobilityGroup addDeviceMobilityGroup ]
getDeviceM obilityGroup V]

B0 0080 Qo000 BEo0HO0 0 00000000 B0 G
B 0008000000 BE0HOG 0 0000000 0B
GO0 000000000 B0 HOG O 0000000000 GO
Qo9 Qo0 uHunQ QO Q Q9 Q QO uHO Q0O QD

00600000000 OO0 00 BEHO0 0 000 QO
00000000000 BEO000BEH Q0 @ Q000
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Table 3-1 Operations by Release (continued)

APls Operations 50d (5.1 5.1(2) 6.0 6.1 1.0 7.1(2) (8.0(1)
removeDeviceMobilityGroup 3¢ @ | O
updateDeviceM obilityGroup

DevicePool addDevicePool
getDevicePool

removeDevicePool

updateDevicePool

DevicePoolByName

listDevicePoolByName

DeviceProfile

addDeviceProfile

getDeviceProfile

removeDeviceProfile

updateDeviceProfile

B 0000 000/0/0/0/0/00 00000000

000000000000 QO Q00 Q0O QO 00

B 0000000000000 00002000 02 00

EE OO0 B0 00000000000 Q0000 Q0 00 o0 0O

EE 0000000 0000000 Q0 Q0 Q0 Q00 Q0O 00

(%]
LiJ
LiJ
o
LiJ
o
i
i
o
i
DeviceReset doDeviceReset &
DHCPServer addDHCPServer &
(DhcpServer in Unified CM getDHCPServer )
8.0(1))
listDHCPServer )
removeDHCPServer &
updateDHCPServer (V]
DHCPDHCPSubnet addDHCPSubnet (V]
(DhcpSubnet in Unified CM getDHCPSubnet )
8.0(1))
listDHCPSubnet &
removeDHCPSubnet &
updateDHCPSubnet &
DialPlan addDial Plan B
getDialPlan () & () ()
removeDialPlan 3¢
updateDialPlan 3¢
DialPlanTag addDialPlanTag 3¢

EEH O 0000000006000 Q0 0Q QO QO0C QO Q| COC
QPO QOQ QO QO QOO QO QQQCQOQ QOO QOO D
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Table 3-1 Operations by Release (continued)
APIs Operations 50d [51 [51(2) [60 [61 [7.0 [7.1(2) [8.01)
getDialPlanTag @ 9 | 9|9 9 | 9 9 o
removeDial PlanTag B8 3¢ ] & 8 o
updateDialPlanTag (%] & & 8 o
DirectedCallPark addDirectedCallPark 3¢ 3¢ (] ] (] V] (i ]
getDirectedCall Park % 0| % | 9| 9 | 9  ©
removeDirectedCall Park [ 0 9 @ 9| 9 o
updateDirectedCall Park OB B 8 @& | | 9 @0
FACInfo addFACInfo | 9 9 9| 9o o |9 |0
getFACInfo @ 9|9 | 9| 9 | 9|9 ©
removeFACInfo Q| Q9 | 9 9 | 9 O 9| o
updateFACInfo Q| Q9 | 9 9 | 9 O 9| o
Gatekeeper addGatekeeper Q@ @ 9 | 9 | 9| 9 | 9 o
getGatekeeper | 9 9 | 9 9 9| 9 o
removeGatekeeper 2 @ | 9  © | 9 9 @ 0
updateGatekeeper @ 9|9 | 9| 9 | 9|9 ©
GatekeeperByName listGatekeeperByName 9| ® O o O\ o 9o | o
GatewayEndpoint addGatewayEndpoint i ) (V) & (i ] & D D
(use specific GatewayEndpoint
AP in Unified CM 8.0(1))
getGatewayEndpoint ®  © | 9 | | 9 O O B
removeGateway Endpoint o | ® & | & @O & | @ |8
updateGatewayEndpoint ® & | @ ©o | 2 | 0 | o |8
Geol ocation addGeoL ocation B 0 B8 B8\ B8 B8\ 9|0
getGeoL ocation O o 8 0o B\ B8 @ o
removeGeoL ocation O O B[ [ B[ B 9| o
updateGeol ocation O O B[ [ B[ B 9| o
GeoL ocationAttributeRule addGeoL ocationAttributeRule | 3 B 3% 3¢ % | 3¢ ] &
getGeoLocationAttributeRule | B3 | B3 | B3 | B3 | 3 | B3 | @ | @
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Table 3-1 Operations by Release (continued)

APIs Operations 50d |51 5.1(2) 6.0 |6.1 7.0 |7.1(2) |8.0(1)
removeGeoL ocationAttribute B Q0 %% (] &
Rule
ulpdaIeGeoL ocationAttributeR | (3 | B3 | B3 | B3 | B3 | B3 | @ | @
ule

GeoL ocationFilter addGeoL ocationFilter 3¢ 3¢ 3¢ 3¢ 3¢ (%] v D
getGeol ocationFilter OB 0 8 B B 0| 9| o
removeGeoL ocationFilter O O B[ [0\ B[ B 9| o
updateGeoL ocationFilter O 0 8 0o B\ 8| @ o

GeoL ocationPolicy addGeoL ocationPolicy O O B[ [\ B[ B 9| o
getGeoL ocationPolicy O O B[ [0\ B[ B 9| o
removeGeoL ocationPolicy [ %] %] o | O
updateGeoL ocationPolicy 3¢ ] 3¢ 3¢ o | O

GeoL ocationPolicyM atrix addGeoL ocationPolicyMatrix | 3 B 3¢ (] ()
getGeoL ocationPolicyMatrix | 3 3¢ ] B8 Q| 9
removeGeol ocationPolicyMa | [ Q0 %% (V) ]
trix
updateGeoL ocationPolicyMat | (3 | @ | @ | @ |83 | 83| 9@ | @
rx

H323Gateway addH323Gateway ® | 9 9| 9 & | 9 O O
getH323Gateway ® | 9 9| o & | o o o
removeH323Gateway Q@ @ | 9% @ | 9| 9 @9 o0
updateH323Gateway ® 9| % & | & o | 0O

H323Phone addH323Phone ® &  © | o | & | o ©® | ©
getH323Phone Q@ & | o | 6 & | 6| o | O
removeH323Phone Q@ © | 9| 9 | o | o | 9o o
updateH323Phone e | @ ©o | o & | o o o

H323Trunk addH323Trunk @ & | 9| 06 & | 66 | o | O
getH323Trunk e | & & © | & o6 | 9 o
removeH323Trunk Q| @ | 9| 9 O | 9 O | o
updateH323Trunk Q  © | 9| 06 | 6 | 9 o
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Table 3-1 Operations by Release (continued)
APIs Operations 50d (51 |51(2) 60 (61 (7.0 [7.1(2) [8.0(1)
HuntList addHuntList ® | & | 9 @ 9| o o ©O
getHuntL ist ® | & o | & o & | 9 o
removeHuntList 9| 9| 9| 9 © | 9 9o 0
updateHuntL ist e | 9 @ | 9 | 9| 9 o
HuntPilot addHuntPilot @ | 9| 9| 9 @ | 9 o 0O
getHuntPilot @ | & o | & o o o o
removeHuntPilot @ | @  © | o 9o o 9 o
updateHuntPilot ® & | 9| 9 9| 06 | 9 O
IVRUserLocale addlVRUserLocale Bl 0 B @ | @ | 9| 9|6
g\(/)rUserLocale in Unified CM  |getlVRUserLocale %] %] B8 () & (V] ] i ]
o removel VRUserLocale % 0 o | 9 | 9@ | 9 | ©
updatel VRUserL ocale x| B o 9 @ | |0
LicenseCapabilities getLicenseCapabilities B 0 B8 | @ | @ | 9| @ | 0
updateL icenseCapabilities OB B 8 @& | | 9 @0
Line addLine | 9| o 6 6 O | O o
getLine o 9 o 6 © 99 O  ©O
removeL.ine | | 9| 9 © | 9 9 o
updatel ine ® & & o6 o & 0 o
LineGroup addLineGroup ® | 9 9| 9 | O |9 9 | O
getLineGroup ® | & o | O | 9 | O | 9 o
removeL ineGroup ® | & & O |9 9 @0
updateL ineGroup ® | & o | O | 9 | O | 9 o
Location addL ocation @ | @ o | 9o 9o @ | 9 o
getLocation o O |9 | 9| 9 | 9 | 9 ©
removeL ocation Q| 9 9 | 9 | 9 O 9| o
updatel ocation @ 9@ | 9|0 9 | 9o 9 o
L ocationByName listLocationByName (V] (V) & & V] (V] & ]

[ oL-20944-01
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Table 3-1

Operations by Release (continued)

APIs

Operations

o
(=)
o

e
-

5.1(2)

o
o

o
=

N
o

7.1(2) |8.0(1)

M ediaResourceL ist

addM ediaResourcel ist

(<

<

i)

getMediaResourcel ist

removeM ediaResourcel ist

updateM ediaResourceL ist

M ediaResourceByName

listMediaResourcelL istByNam
e

M ediaResourceGroup

addM ediaResourceGroup

getM ediaResourceGroup

removeM ediaResourceGroup

updateM ediaResourceGroup

M ediaResourceGroupByName

listM ediaResourceGroupByN
ame

MeetMe

addMeetMe

B 00 00|06 00 00| OC

getMeetMe

removeMeetMe

updateMeetM e

MGCP

addMGCP

getM GCP

removeM GCP

updateM GCP

M GCPENdpoint

addM GCPEnNdpoint

removeM GCPEndpoint

M GCPSubunit

addM GCPSubunit

removeM GCPSubunit

MGCPUnit

addM GCPUnit

removeM GCPUnit

MobileSmartClientProfile

getMobileSmartClientProfile

M obileVoiceAccess

addM obileVoiceAccess

getM obileVoiceAccess

EEH OO0 0606000 QQ 000008 00000 000 0|0

B0 HEH O 000000000

BEE O 0060600000000 EEH 08 00000 0000

O0EHO0 00000000 Q0 0000 00000 00|00 0O

OO0 EH 0 0000000000000 0 00000 00000

0000000020000 00000 000000 0000 0O

000000000 Q 0 Q0000 000000 0000
Q006000600000 000Q QO 0O QOO OO
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Table 3-1 Operations by Release (continued)

APIs Operations 50d [51 [51(2) [60 [61 [7.0 [7.1(2) [8.001)
removeM obileVoiceAccess 3¢ %% & ] ] V] D
updateM obileVoiceAccess x| 0| o | 9| 9 9|0

Mobility addMobility %% % & ] ] V] (V]
getMobility (%] 8 | 9| 9| 9 | 9
removeMobility x| Bl 9 9 9 9|9
updateM obility x| 0 9 | 9 | 9| 9| o

M OHAudioSource getMOHAudioSource ] ] () ] () ] ] &
removeM OHAudioSource & () () () & & (V] (]
updateM OHA udioSource o | & | o | 9o 9| 9| 9o | 9

MOHA udioSourceByName listMOHAudioSourceByNam | & ] () ] ] (] (V] (V]

MOH Server deM OHServer (% 0| o | 9 0 9 o
getM OH Server (%] 8 & |9 0 | 9  ©
removeM OH Server O 0o Bn 9| 9 o 9| o
updateM OH Server O 0 8| 9 9@ | 0 | 9 | o

NumDevices getNumDevices Q| 9 | 9 | o | O o 9| 9

Phone addPhone ® | & © o o o6 | o6 o
getPhone ® & © | © o  ©  ©
removePhone 2 @ | 9  © | 9 9 @ 0
updatePhone ® & © ©© | 6 o  ©  ©

PhoneByDescription listPhoneByDescription & ] () (] ] (] (V] (V]

PhoneByName listPhoneByName 9| ® O o O\ o 9o | o

PhoneTemplate addPhoneTempl ate B8 B8 3¢ & (V] (] o | O
getPhoneTempl ate B g 9 9| o 9 | 0
removePhoneTemplate B g o\ 9 |9 0O
updatePhoneTemplate B g 9 9| o 9 | 0

PhoneTemplateByName listPhoneTemplateByName & & (V) () (] & ] ]

Physical L ocation addPhysicalLocation B (5 [ T I IO A~ I O T Y ; |
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Table 3-1

Operations by Release (continued)

APIs

Operations

o
(=)
o

e
-

5.1(2)

o
o

o
=

N
o

7.1(2) |8.0(1)

getPhysicalL ocation

%]

<
@

removePhysicalL ocation

updatePhysical L ocation

PilotPoint

addPilotPoint

getPil otPoint

removePilotPoint

updatePilotPoint

ProcessNode

addProcessNode

getProcessNode

removeProcessNode

updateProcessNode

ProcessNodesByService

listProcessNodesByService

ProcessNodeService

getProcessNodeService

updateProcessNodeService

RecordingProfile

addRecordingProfile

getRecordingProfile

removeRecordingProfile

B O BE0 o0 00 0 0 06000000

updateRecordingProfile

Region

addRegion

getRegion

removeRegion

updateRegion

RegionMatrix

updateRegionM atrix

RemoteDestination

addRemoteDestination

B 060 06060 0 0

getRemoteDestination

removeRemoteDestination

updateRemoteDestination

B OO0 00000000680 Q@ 0000000 Qo OHOHaBE

(%]

EEE0E0 0000000000000 000000044

0000 Q0 Q0|92 000 0000000000 00000

0|00 000000000000 0000000000 C0C

0 Q0 Q@ 0/ 0/0/0/00/0 00000000000 00000

00|00 0000000000000 Q0 Q Q0000000
Qoo Q QO QO QPQQOQOQOQOQQ0CQQO QD VOO0
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Table 3-1 Operations by Release (continued)

APls Operations 50d (5.1 5.1(2) 6.0 6.1 1.0 7.1(2) (8.0(1)

RemoteDestinationProfile addRemoteDestinationProfile | 3 Q0 () (] [ ] (V) (i ]
getRemoteDestinationProfile | 3 D o | 9 6 9 0O
removeRemoteDestinationPro | 3 %% & V] ] V] i ]
file
updateRemoteDestinationProf | 3 0| o @ o | 9|0
ile

ResourcePriorityDefaultNames | getResourcePriorityDefaultN 3% 3¢ B (%] (% o & /]

pace amespace
updateResourcePriorityDefau 3¢ 3¢ % | 3¢ 3¢ & (V] (V]
[tNamespace

ResourcePriorityNamespace addResourcePriorityNamespa | 3 Q0 % | ] & (i ]
ce
getResourcePriorityNamespa | 3 B 0| @ | 9\ o
ce
removeResourcePriorityName | [ 3¢ % | 3¢ 3¢ (V] V) i ]
space
updateResourcePriorityName | (3 | B3 | B8 | 83 | 8 | @ | @ | ©®
space

ResourcePriorityNamespacel ist |addResourcePriorityNamespa | [ Q0 %% () (] (i ]
celist
getResourcePriorityNamespa | 3 B 0| @ | 9\ o
celList
removeResourcePriorityName | [ 3¢ % | 3¢ 3¢ (V] V) i ]
spaceL.ist
updateResourcePriorityName | (3 | (3 | B8 | 83 | 8 | @ | @ | ©®
spaceL ist

RouteL ist addRoutelL ist O | & | 9 | & & | 0 O O
getRouteL ist O | & | 9 | & & | 0 O O
removeRouteL ist Q| 9 | 9 9 | o O 9| o
updateRoutel ist Q| 9 | Q| 9 | O |09 9 O

RouteFilter addRouteFilter 9 9 | 9 | 9 | 9 O 9| o0
getRouteFilter Q| Q9 | 9 9 | 9 O 9| o
removeRouteFilter 2 @ | 9  © | 9 9 @ 0
updateRouteFilter Q@ © | 9| 9 9 | 9 | 9 o

RouteGroup addRouteGroup () (V) & (] & & ] D
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Table 3-1 Operations by Release (continued)

APls Operations 50d |51 |5.1(2) 6.0 [6.1 7.0 |7.1(2) |8.0(1)
getRouteGroup & & (i ]
removeRouteGroup &
updateRouteGroup &

RoutePartition addRoutePartition &
getRoutePartition &

removeRoutePartition

updateRoutePartition

RoutePartitionByName listRoutePartitionByName
RoutePattern addRoutePattern
getRoutePattern
removeRoutePattern
updateRoutePattern
RoutePlanByType listRoutePlanBy Type
ServiceParameter getServiceParameter

updateServiceParameter

B0 00000000000 06 000
B0 0600600000000 Q0 QQ 0 00

Q@O b 0 B0 B0 B 00 Q00 Q 00000000000
0|00 00 O/l0EBO BEHOG 00000 06000000000
G000 0 /00 HE B EHO OG0 000060000000 00
Q@@ 060 06 /000 00000020 Q@ Q0 00000000
0000 Q Q0O Q| Q0 QQ0Q QO Q0O QOO QD

O QO 00| 00 Q0 000|000 0 QO Q0 0|0

ServiceParameters listServiceParameters
SIPProfile addSIPProfile
(SipProfilein Unified CM getSIPProfile
8.0(1))
removeSIPProfile B8 B8
updateSI PProfile B8 B8
SIPRealm addSIPRealm (V) (V)
(SipRealm in Unified CM getSIPRealm (V) (V)
8.0(1))
removeSIPRealm (V) (V)
updateSIPRealm (V) (V)
SIPTrunk addSIPTrunk (V) (i )
(SipTrunkinUnified CM 8.0(1)) |getSIPTrunk (V) (i )
removeSIPTrunk (V) (V)
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Table 3-1 Operations by Release (continued)
APls Operations 50d (5.1 5.1(2) 6.0 6.1 1.0 7.1(2) (8.0(1)
updateSI PTrunk () & (i ] (i ] ()
SIPTrunkSecurityProfile addSIPTrunkSecurityProfile
(SipTrunkSecurityProfile getSIPTrunkSecurityProfile
Unified CM 8.0(1))
removeSI PTrunkSecurity Profi

le

updateSI PTrunkSecurityProfil
e

i} & | 0

(%] (%] g o | 9| 0
(%] (%] g o | 9| 0
(%] (%] g o | 9| 0
B 80| 8| 80| 8| 9|9 | o
SoftK eySet getSoftKey Set g 8 8| 9 9| 9 99
updateSoftK ey Set B 80| 8|9 |9 | g |9 |9
SoftkKeyTemplate addSoftK ey Templ ate B 0 B[\ 9 9 9 9| o0
getSoftKey Template B0 B0l o o o o | o
removeSoftK ey Template B 80 B8 o @ | @ @ |
updateSoftK ey Template B 80 B8 o @ | @ @ |
SQL executeSQL Update | 9| 9| @ | @ |9 9 9
SQL Query executeSQL Query & (] & ] ] (] ] &
TimePeriod addTimePeriod Q| 9 | 9 | © | o O 9| o
getTimePeriod % | ® o | o o | 9 @© | o
removeTimePeriod o & | ©  © | 9| o o | o
updateTimePeriod & & | &  © | o | o0 & |0
TimeSchedule addTimeSchedule 9 | @ | 9 9 | 9| 0 9|0
getTimeSchedule () () (V] () & i ] (] Li ]
removeTimeSchedule 2 9 9 | 9o 9| o 9o | o
updateTimeSchedule 9 | @ | 9 9 | 9| 0 9|0
TODAcccess addTODA ccess (%] (%] g o | 9| 0
éT(())dlAccess in Unified CM getTODA ccess 3¢ ] 3¢ 3¢ & ] i ]
2 removeT ODA ccess B B 0| @ @ o
updateTODA ccess x| B 0| & | 9| o
Transcoder addTranscoder B 0 o 9@ o | 9| O
getTranscoder & g o o 0 9 | o
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Table 3-1 Operations by Release (continued)
APls Operations 50d (5.1 5.1(2) 6.0 6.1 7.0 7.1(2) (8.0(1)
removeTranscoder %] 0O 9o 9| @ | 9 | o
updateTranscoder x| B & | 9@ | | % | 0
TransformationPattern addTransformationPattern 3¢ %% () (] [ ] (V) ]
getTransformationPattern x| B @ | @ o 9| &
removeTransformationPattern B %% & (] & V] &
updateTransformationPattern 3¢ %% & (] i ] V] &
TransPattern addTransPattern () () (V] (V) & i ] ] i ]
getTransPattern @ @ | &  © | o o 9 | o
removeTransPattern Q| 9 | 9 | © | O o | 9| o0
updateTransPattern o | 9| 9 | & | & 0| 9| 0
User addUser ® & | | 6 | 6 6 & o
getUser ® & | | 6 | 6 6 & o
removeUser o |  © | 9 | 9 | 9| 9| 9| o9
updateUser ® & | | 6 | 6 6 & o
UserByName listUserByName [ I R T T T B B |
UserGroup addUserGroup Q| 9 | 9 | @ | 90 0| 9 | o
getUserGroup @ 9 | 9| Q| 9 | 9|9 o
removeUserGroup % | ® o | o o | o o | o
updateUserGroup & | & | ©  © | 9| o o | o0
VG224 addv G224 %% % | 3% & i ] i ]
(Vg224 in Unified CM 8.0(1)) |getvG224 % % xR |
removeV G224 x| 3¢ ] B 9@ | @ | O
updateV G224 & (%] g o o |0
VoiceMailPilot addVoiceMailPilot (V) & ] & V] ] v Li ]
getVoiceMailPilot Q| 9 | 9 | & | o o 9o | o
removeVoiceMail Pilot () () (V] (V) & (] (] Li ]
updateVoiceMail Pil ot () () (V] (V) & (] (] Li ]
VoiceMail Port addVoiceM ail Port () () (V] (i ) & i ) ] i ]
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Table 3-1 Operations by Release (continued)

APls Operations 50d (5.1 5.1(2) 6.0 6.1 1.0 7.1(2) (8.0(1)
getVoiceMail Port Q| Q| 9@ O | & o | 9% | o0
removeVoiceMail Port o & | ©  © | 9| o o | o
updateVoiceMail Port () () (V] (i ] & i ] & Li ]

VoiceMailProfile addVoiceMailProfile (V] (V) & & & & (V) i ]
getVoiceMail Profile () () (V] () V] (V] & Li ]
removeVoiceMailProfile () () (V] () & & ] i ]
updateVoiceMailProfile o & | o | o O | 9o 9 | o

VoiceMailProfileByName listVoiceMailProfileByName & ] () (] ] (] (V] V]
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CHAPTER I

Serviceability XML Programming

This chapter describes the implementation of Serviceability XML APIs. Unified CM Real-Time
information, Performance Counters, and Database information exposure occurs through an
Serviceability XML interface that conforms to the World Wide Web Consortium (W3C) standard. The
Web Service Description Language (WSDL) files provide interface definitions.

To access all AXL Configuration API downloads and AXL requests and responses that are found in this
document, refer to http://developer.cisco.com. You must have a Cisco.com account and password to
access this URL.

This chapter contains the following sections:
e Overview, page 4-2
¢ New and Changed Information, page 4-2
e DataModel, page 4-13
¢ RisPort SOAP Service, page 4-20
e PerfmonPort SOAP Service, page 4-66
¢ Control CenterServicesPort SOAP Service, page 4-83
¢ LogCollectionPort SOAP Service, page 4-116
e CDRonDemand SOAP Service, page 4-123
¢ DimeGetFileService SOAP Service, page 4-130
e Authentication, page 4-131
¢ Developer Tools, page 4-132
e Password Expiration and Lockout, page 4-134
e Application Customization for Cisco Unity Connection Servers, page 4-134
e SOAP Service Tracing, page 4-135
e Serviceability XML API Authentication Security, page 4-136
¢ Rate Control Mechanism, page 4-136
e SOAP Fault Error Codes, page 4-137
e Serviceability XML Application Design Guidelines and Best Practices, page 4-143

Cisco Unified Communications Manager XML Developers Guide
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W Overview

Overview

By exposing Unified CM (Unified CM) real-time information, performance counter, and database
information, customers can write customized applications. Serviceability XML APIs, extensible
SOAP-based XML Web Services, conform to the Simple Object Access Protocol (SOAP) Specification
1.1 and the Web Services Description Language (WSDL) Specification 1.1. Serviceability XML APIs
represent one server component of the Unified CM Serviceability product.

SOAP provides an XML -based communication protocol and encoding format for interapplication
communication. SOAP can serve as the backbone to a new generation of cross-platform, cross-language
distributed-computing applications, termed Web Services.

Serviceability XML APIs provide remote procedure call (RPC) style operations for clients. Clients
of Serviceability XML APIs can run in different OS platforms and can communicate through the
standard SOAP protocol. Serviceability XML APIs provide access to core Unified CM Serviceability
functionality through an open and standard transport protocol and data model.

The Serviceability XML interface uses the AXIS 1.4 SOAP server with the AX1S-2250 patch.

New and Changed Information

The following sections describe the major changes in the Serviceability XML APIsfor various releases:

¢ New Information for Unified CM 8.0(1), page 4-2

¢ New Information for Unified CM 7.1(2), page 4-8

¢ New Information for Unified CM 7.0(1), page 4-10

¢ New Information for Unified CM 7.0, page 4-10

¢ New Information for Unified CM 6.1, page 4-12

¢ New Information for Unified CM 6.0, page 4-12

¢ New Information for Unified CM 5.0, page 4-12

¢ New Information for Unified CM 4.3, page 4-12

¢ New Information for Unified CM 4.0, page 4-12

For information about new, changed, or deprecated Serviceability SOAP APl methods from theinterface
library, see Chapter 5, “Serviceability XML Operations by Release”

New Information for Unified CM 8.0(1)

The following are the updates in the Unified CM 8.0(1):

e The following new alarms are added:

Alarm Name Severity
VAPTL SConnectionFailed ALERT
VAPOverQuota ALERT
CMVersionMismatch ALERT
VAPInvalidCredentials ALERT
VAPTCPSetupFailed CRITICAL

Cisco Unified Communications Manager XML Developers Guide
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New and Changed Information

Alarm Name Severity
InsufficientFallbackldentifiers ERROR
SAFInvalideM ethodReceived ERROR
VAPDHTInactive ERROR
DbinfoCorrupt ERROR
DblnfoTimeout ERROR
DblnfoError ERROR
SAFPublishRevoke ERROR
EndPointTransientConnection ERROR
ConflictingDatal E ERROR
EndPointUnregistered ERROR
ViPRQualityProblem ERROR
ErrorParsingDirectiveFromPDP ERROR
VAPPublishFailedOverQuota ERROR
ConnectionFailureToPDP ERROR
CCDRequestingServiceReceivedDuplicationPatt |ERROR
erns

CCDPSTNFailOverDurationTimeOut ERROR
FailureResponseFromPDP ERROR
SAFUnknownSubscription ERROR
SAFUnknownService ERROR
CCDAgeOutDurationTimeOut ERROR
Saf FwdError ERROR
ConnectionToSaffBroke ERROR
SAFBadFilter ERROR
SAFResponderError ERROR
InvalidVA PSubscription WARNING
DigitAnalysisTimeoutAwaitingResponse WARNING
FailedToFulfill DirectiveFromPDP WARNING
VAPRejectedRoutes WARNING
ErrorParsingResponseFromPDP WARNING
VAPPublishFailed WARNING
CallAttemptBlockedByPolicy WARNING
DblnsertValidatedDIDFailure NOTICE
EndPointRegistered NOTICE

CCDL earnedPatternExceededLimits

INFORMATIONAL

VAPPublicationRunCompl eted

INFORMATIONAL

EndPointRestartInitiated

INFORMATIONAL

EndPointResetl nitiated

INFORMATIONAL

[ oL-20944-01
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I New and Changed Information

Alarm Name

Severity

RouteRemoved

INFORMATIONAL

ConnectionToPDPInService

INFORMATIONAL

» Thefollowing alarms are modified:

Alarm Name Severity
NoFeaturelicense EMERGENCY
DBL Exception ALERT
CUCMOverallInitTimeExceeded ALERT
SDLLinkOOS ALERT
BChannel OOS CRITICAL
CodeYellowEntry CRITICAL
MaxCallsReached CRITICAL
DChannel OOS CRITICAL
CallManagerFailure CRITICAL
StationT CPInitError CRITICAL
CodeRedEntry CRITICAL
M GCPGatewayL ostComm CRITICAL
TimerThreadSlowed CRITICAL
NumDevRegExceeded ERROR
ICTCallThrottlingStart ERROR
DeviceTypeMismatch ERROR
DeviceCloseM axEventsExceeded ERROR
ConnectionFailure ERROR
Devicel nitTimeout ERROR
MultipleSIPTrunksToSamePeer AndL ocal Port ERROR
InvalidlPNetPattern ERROR
H323Stopped WARNING
StationEventAlert WARNING
DevicePartiallyRegistered WARNING
MaliciousCall WARNING
UserUserPrecedenceAlarm WARNING
M ediaResourceL istExhausted WARNING
NotEnoughChans WARNING
SIPStopped WARNING
DaTimeOut WARNING
RouteL istExhausted WARNING
DeviceTransientConnection WARNING
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Alarm Name Severity
SIPLineRegistrationError WARNING
DeviceUnregistered WARNING
BeginThrottlingCallListBL FSubscriptions WARNING
AnnunciatorNoM oreResourcesAvailable WARNING
ConferenceNoM oreResourcesAvailable WARNING
MtpNoM oreResourcesAvailable WARNING
Sl PStarted NOTICE
SDLLinkISV NOTICE
H323Started NOTICE
ICTCallThrottlingEnd NOTICE
CodeYellowExit NOTICE
MaxCallDurationTimeout NOTICE
BChannel ISV NOTICE
DChannel ISV NOTICE
CalManagerOnline NOTICE

M GCPGatewayGainedComm NOTICE

DeviceRegistered

INFORMATIONAL

EndThrottlingCallListBL FSubscriptions

INFORMATIONAL

DeviceApplyConfiglnitiated

INFORMATIONAL

CUCMTotal InitializationStateTime

INFORMATIONAL

M axHoldDurationTimeout

INFORMATIONAL

PktCapServiceStarted

INFORMATIONAL

PktCapOnDeviceStarted

INFORMATIONAL

StationConnectionError

INFORMATIONAL

DatabaseDefaultsRead

INFORMATIONAL

PktCapServiceStopped

INFORMATIONAL

DeviceDnlnformation

INFORMATIONAL

StationAlarm

INFORMATIONAL

DeviceResetlnitiated

INFORMATIONAL

PktCapOnDeviceStopped

INFORMATIONAL

DeviceRestartlnitiated

INFORMATIONAL

CUCMInitializationStateTime

INFORMATIONAL

« Thefollowing new perform classes are added:

- CCM_VIPR_SERVICE_OBJECT

- EXTERNALCALLCONTROL_OBJ

- CCM_SAFCLIENT_OBJECT

[ oL-20944-01
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ViPR

» Thefollowing perform classes are modified:

CCM_PRESENCE_OBJECT
CCM_MGCPFXO_OBJECT
CCM_DUAL_MODE_MOBILITY_OBJECT
CCM_VCB_OBJECT
CCM_PHONE_OBJECT
CcmSIPObject
CCM_LOCATIONS_OBJECT
CCM_WSM_CONNECTOR_OBJECT
CcmQSI GFeatureObject
CCM_SIP_STATION_OBJECT
UCB_SW_DEVICE_OBJECT
MGCP_GATEWAY_OBJECT
MOH_DEVICE_OBJECT
CCM_LINES _OBJECT
CCM_MGCPBRI_OBJECT
CCM_MGCPT1CAS OBJECT
CCM_HUNTLISTS OBJECT
CcmAnnunciatorObject

CcmSI PStackObject
MTP_DEVICE_OBJECT
CCM_SDL_OBJECT
CCM_SIGNALING_OBJECT
CCM_ANALOGACCESS OBJECT
UCB_HW_DEVICE_OBJECT
CCM_H323 OBJECT
CISCO_CALL_RESTRICTION
CCM_MGCPFXS _OBJECT
CCM_MGCPPRI_OBJECT
GATEKEEPER_OBJECT
CCM_MOBILITY_OBJECT
CCM_CM_OBJECT
XCODE_DEVICE_OBJECT
PRFOBJ EMAPP

¢ The following changes are made in the CISCO-CCM-MIB:
- ccmDevFailCauseCode is supported in Unified CM 8.0(1), but will be deprecated in future

release.
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- Two new textual conventions are added for Device Registration status that replaces
ccmDevFail CauseCode:

ccmDevRegFail CauseCode—I dentifies the reasons for a device registration failure.
ccmDevUnregCauseCode—I dentifies the reasons a device was unregistered.

- ccmGatewayFailed trap is supported in Unified CM 8.0(1), but will be deprecated in future
release.

- New ccmGatewayFailedReason trap is added to replace ccmGatewayFailed.
¢ The following enhancements are made in Cisco Syslog-MIB:
- Cisco Syslog Agent sends the end point alarms to Remote Syslog Server and RTMT

— Alarm severity or alarm string configurationsdone at RTMT are used by Cisco Syslog Agent to
compare against the end point alarm severity and string. If they match, the end point alarmis
sent to remote syslog server and RTMT.

— Cisco Syslog agent uses the Exclude End Point alarms parameter to determine if end point
alarms are sent to the Remote Syslog server and RTMT.

¢ The following changes are made in Serviceability API Cipher Support:

Unified CM 8.0(1) Web server (Tomcat) supports the following Ciphers
Most Secure:

- TLS RSA_WITH_AES 256 CBC_SHA

- TLS DHE _DSS WITH_AES 256 _CBC_SHA
More Secure:

- TLS RSA_WITH_AES 128 CBC_SHA

- TLS DHE_RSA_WITH_AES 128 CBC_SHA
Secure:

- SSL_RSA_WITH_3DES_EDE_CBC_SHA

- SSL_DHE_RSA_WITH_3DES EDE_CBC_SHA

Cisco Unified Communications Manager XML Developers Guide
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New Information for Unified CM 7.1(2)

The following information applies to Unified CM 7.1(2):
e Added new service URL that contains the version of Unified CM.

¢ Added anew API, SelectCmDevice, to show IPv6 details of Unified CM node or server, phone
devices, SIP devices, and media devices.

¢ Added anew API, SelectCtiDevice, to support IPv6 address search for CTI controlled application
and devices.

e The following perfmon counters have been added to show the IPv6 network statistics:
- In Receives
— InHdrErrors
— In UnknownProtos
- In Discards
- InDelivers
- Out Requests
— Out Discards
- Reasm Reads
- Reasm OKs
- Reasm Fails
- Frag OKs
- Frag Fails
- Frag Creates
— InOut Requests
¢ Introduced new phone seamless upgrade information:
— Phone Active Load ID
— PhoneInActive Load ID
— Phone Down Load Status
— Phone Down Load Failure Reason
— Phone Firmware Down L oaded Server

¢ CISCO-CCM-MIB hasbeen enhanced to show I Pv6 details of Unified CM node, phone devices, SIP
devices, and media devices.
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The SOAP service APIs supported by Unified CM Release 7.1(2) islisted in Table 4-1.

Table 4-1

Serviceability XML Methods supported by Cisco Unified Communications Manager Release 7.1(2)

SOAP Service

API

Service URL with Version

RisPort (Real Time
Information Port)

selectCmDevice (IPv4 devices)

https://<server>:8443/realtimeservice/services/RisPort

SelectCmDevice (includes IPv6
devices)

https://<server>:8443/realtimeservice/services/RisPort70

selectCtiltem (IPv4 devices)

https://<server>:8443/realtimeservice/services/RisPort

SelectCtiltem (includes I1Pv6
devices)

https://<server>:8443/realtimeservice/services/RisPort70

getServerinfo

https://<server>:8443/realtimeservice/services/RisPort

PerfmonPort
(Performance
Information Port)

perfmonOpenSession https://<server>:8443/perf monservice/services/PerfmonPort
perfmonAddCounter https://<server>:8443/perfmonservice/services/PerfmonPort
perfmonRemoveCounter https://<server>:8443/perfmonservice/services/PerfmonPort

perfmonCollectSessionData

https://<server>:8443/perf monservice/services/PerfmonPort

perfmonCloseSession

https://<server>:8443/perf monservice/services/PerfmonPort

perfmonL.istlnstance

https://<server>:8443/perfmonservice/services/PerfmonPort

perfmonQueryCounterDescription

https://<server>:8443/perfmonservice/services/PerfmonPort

perfmonListCounter

https://<server>:8443/perf monservice/services/PerfmonPort

perfmonCollectCounterData

https://<server>:8443/perf monservice/services/PerfmonPort

Control CenterServices
Port (All Service
Control APIs)

soapGetStaticServicel ist

https://<server>:8443/control centerservice/services/
Control CenterServicesPort

soapGetServiceStatus

https://<server>:8443/control centerservice/services/
Control CenterServicesPort

soapDoServiceDeployment

https://<server>:8443/control centerservice/services/
Control CenterServicesPort

soapDoControl Services

https://<server>:8443/control centerservice/services/
Control CenterServicesPort

getProductinformationList

https://<server>:8443/control centerservice/services/
Control CenterServicesPort

LogCollectionPort (All
Log Collection APIs)

listNodeServicel ogs

https://<server>:8443/logcoll ectionservice/services/
L ogCollectionPort

selectLogFiles

https://<server>:8443/logcoll ectionservice/services/
LogCaollectionPort

CDRonDemand (All get_ file list https://<server>:8443/CDRonDemandService/services/
CDR APIs) CDRonDemand
get_file https://<server>:8443/CDRonDemandService/services/
CDRonDemand
DimeGetFileService GetOneFile https://<server>:8443/logcoll ectionservice/services/

(Geting Single File)

DimeGetFileService
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New Information for Unified CM 7.0(1)

The following information applies to Unified CM Release 7.0(1):

e Thefollowing disk partition counters have been obsolesced starting with Unified CM, release
7.0(1):

Await Read Time—Average time measured in milliseconds, for read requests issued to the
device to be served. The counter is no longer valid with a counter value as —1.

Await Write Time—Auverage time measured in milliseconds, for write requests issued to the
device to be served. The counter is no longer valid with a counter value as —1.

Await Time—Average time measured in milliseconds, for input/output (1/0) requests issued to
the device to be served. Includes time spent by the requests in queue and the time spent
servicing them. The counter is no longer valid with a counter value as —1.

% CPU Time—Percentage of CPU time that is dedicated to handling 10 requests that were
issued to the disk. The counter is no longer valid with a counter value as —1.

Queue L ength—Average queue length for the requests that were issued to the disk. The counter
is no longer valid with a counter value as —1.

e The following counters have been added to memory perfmon object:

Pages Input Per Sec—Total number of kilobytes paged in from disk per second.
Pages Output Per Sec—Total number of kilobytes paged out to disk per second.

Faults Per Sec—Number of page faults (major + minor) made by the system per second (post
2.5 kernels only).

Thisisnot the number of page faultsthat generate 1/0, because some page faults can be resolved
without I/0.

Magjor Faults Per Sec—Number of major faults the system has made per second, those which
have required loading a memory page from disk (post 2.5 kernels only).

Low Total—Total low (non-paged) memory for kernel.

Low Free—Free low (non-paged) memory for kernel.

¢ Added Cisco SOAPMessage tracing service (SOAP Service Tracing, page 4-135).

New Information for Unified CM 7.0

The following information applies to Unified CM 7.0:

e There are no Serviceability XML API changes in this release.

¢ When trace compression is enabled, trace files are compressed.

e Cisco Unified CM 7.0 supports version in the service URL as described in Table 4-2.
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Note

Table 4-2

New and Changed Information

The service URL for all the Serviceability XML Unified CM 4.x and below is

http://ASTSERV ERNAM E/soap/astsvc.dll.

Serviceability XML Methods by Cisco Unified Communications Manager Release

SOAP Service

API

Service URL with Version

RisPort (Real Time
Information Port)

selectCmDevice

https://<server>:8443/realtimeservice/services/RisPort

selectCtiltem

https://<server>:8443/realtimeservice/services/RisPort

getServerinfo

https://<server>:8443/realtimeservice/services/RisPort

PerfmonPort
(Performance
Information Port)

perfmonOpenSession https://<server>:8443/perfmonservice/services/PerfmonPort
perfmonAddCounter https://<server>:8443/perfmonservice/services/PerfmonPort
perfmonRemoveCounter https://<server>:8443/perf monservice/services/PerfmonPort

perfmonCollectSessionData

https://<server>:8443/perf monservice/services/PerfmonPort

perfmonCloseSession

https://<server>:8443/perfmonservice/services/PerfmonPort

perfmonL.istlnstance

https://<server>:8443/perfmonservice/services/PerfmonPort

perfmonQueryCounterDescription

https://<server>:8443/perf monservice/services/PerfmonPort

perfmonListCounter

https://<server>:8443/perf monservice/services/PerfmonPort

perfmonCollectCounterData

https://<server>:8443/perfmonservice/services/PerfmonPort

Control CenterServices
Port (All Service
Control APIs)

soapGetStaticServicel ist

https://<server>:8443/control centerservice/services/
Control CenterServicesPort

soapGetServiceStatus

https://<server>:8443/control centerservice/services/
Control CenterServicesPort

soapDoServiceDeployment

https://<server>:8443/control centerservice/services/
Control CenterServicesPort

soapDoControl Services

https://<server>:8443/control centerservice/services/
Control CenterServicesPort

getProductIinformationList

https://<server>:8443/control centerservice/services/
Control CenterServicesPort

LogCollectionPort (All
Log Collection APIs)

listNodeServicel ogs

https://<server>:8443/logcoll ectionservice/services/
LogCollectionPort

selectLogFiles

https://<server>:8443/logcoll ectionservice/services/
LogCollectionPort

CDRonDemand (All get_file list https://<server>:8443/CDRonDemandService/services/
CDR APIs) CDRonDemand
get_file https://<server>:8443/CDRonDemandService/services/
CDRonDemand
DimeGetFileService GetOneFile https://<server>:8443/logcoll ectionservice/services/

(Geting Single File)

DimeGetFileService
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I New and Changed Information

New Information for Unified CM 6.1

There are no Serviceability XML API changes for Unified CM 6.1.

New Information for Unified CM 6.0

The following updates apply to Unified CM 6.0:

The GetProductinformationList APl has been added. This API provides information about the
products that are installed on a given server.

The standard SOAP fault isissued if afailure occurs. For related information, see the “ SOAP Fault
Error Codes” section on page 4-137.

New Information for Unified CM 5.0

The following APIS have been added for Unified CM 5.0:

getServerlnfo—Exports information from the Server Information SOAP interface

soapGetStaticServicelist—Allows clients to perform a query for all services static specificationsin
Unified CM.

soapGetServiceStatus—Allows clients to perform alist of deployable and undeployable services
status query

soapDoServiceDeployment—Allows clients to deploy or undeploy alist of services
soapDoControl Services—Allows clients to start or stop alist of service
listNodeServicel ogs—Returns the location of their log files for each service.

selectL ogFiles—Takes FileSel ectionCriteria object as an input parameter and returnsthe file names
and location for that object.

get_file_list—Allows an application to query the CDR Repository Node for alist of all the filesthat
match a specified time interval

GetOneFile—Takes as an input parameter the absol ute file name of the file that you want to collect
from the server

New Information for Unified CM 4.3

There are no Serviceability XML API changes for Unified CM 4.3.

New Information for Unified CM 4.0

The following APIs have been added for Unified CM 4.0:

selectCmDevice—Allows clients to perform Unified CM device-related queries
selectCtiltem—Allows clients to perform a CTl manager-related query

SelectCmDeviceSIP—Allows clients to perform Unified CM SIP device related queries

Cisco Unified Communications Manager XML Developers Guide
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Data Model I

Data Model

Serviceability XML APIs are based on SOAP with XML request and response messages. APIs must
conform to the structure of a SOAP Envel ope element. Although SOAP is a standard protocol, many of
its data model aspects remain open for flexibility reasons. For example, it permits different transport
protocols, such as SMTP, FTP, or HTTP, to carry SOAP messages. The implementation of a SOAP
service must specify the bindings of the data model to constitute a concrete wire protocol specification.

The Web Services Description Language (WSDL) Specification 1.1 provides the mechanism to describe
the complete SOAP bindings that Serviceability XML APIs use.

SOAP Binding

The binding section of the Serviceability SOAP WSDL files specifies Serviceability XML APl SOAP
binding information. Binding specifications apply to both request and response messages. SOAP
Binding covers the aspects that are explained in the following sections.

Character Encoding

Binding Style

Serviceability XML APIs use UTF-8 to encode the data stream in both request and response SOAP
messages. The encoding attribute of the XML declaration specifies UTF-8 encoding. Serviceability
XML APIsalso set “text/xml; charset="utf-8" as the value of the Content-Type response header field.
Internally, Serviceability XML APIs processes the data by using UCS-2 Unicode code page.

Serviceability XML APIs usesremote procedure call (RPC) binding style. In SOAP, the word operation
refers to method or function. Each Serviceability XML API operation call gets modeled as an RPC that
is encapsulated in SOAP messages. The HTTP request carries RPC calls while the HTTP response
carriesthe call returns. The call information ismodeled as a structure. The member elements of the body
entry represent the accessor elements that represent the input parameters. The response datais also
modeled as a structure with accessors that correspond to output parameters. Parameters that are both
input and output must appear in both the request and response message.

Transport Protocols

~

Note

Encoding Rule

SOAP allows different transport protocols to carry SOAP messages. Serviceability XML APIs use the
standard HTTP asitstransport. Clients use the POST verb to send requeststo Serviceability XML APIs.

Serviceability XML APIsdo not use the M-POST method as defined in the HT TP Extension Framework.

Serviceability XML APIs follow the recommended data model and serialization/encoding rules as
defined in Section 5.1 of SOAP Specification 1.1 for both the request and response messages. SOAP
simple types are based on the built-in data types that are defined in XML Schema Part 2.

[ oL-20944-01
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Il Data Model

Serviceability XML APIs define their own data types, which are derived from the built-in types. The
schemas element of the Serviceability XML APISWSDL file specifies Serviceability XML APIsthat are
derived data types. Serviceability XML APIs use both simple and compound data types, such as arrays
and structures. All operationsin Serviceability XML APIs pass parameters by value.

For performance reasons, Serviceability XML APIs do not specify the size of the array elementsin the
response message. It leavesthe size as[], which meansthat no particular sizeis specified, but the clients
can determine the size by enumerating the actual number of elements that are inside the array. Point 8
of Section 5.1 of SOAP Specification 1.1 specifies this.

The target namespace URL for Serviceability XML API data types schema follows:
http://schemas.xml soap.org/soap/envel ope/

Serviceability XML APIs qualify the first body entry in the response, which represents the call-return,
with this target namespace. Similarly, clients of Serviceability XML APIs also need to qualify the first
body entry in the request, which represents the call, with this namespace.

Request Message

With RPC-style SOAP hinding, the request message contains operation call information that is encoded
as a struct. The call struct, which appears as the first body entry in the request message, contains the
name of the operation and the input parameters. The name of the top-level element represents the
operation name. The struct contains accessor element members that represent input parameters.
Operations with no parameters have no membersin the struct. The names of the accessor elements match
the names of the input parameters. The values of the accessor elements represent the values of the input
parameters. The order of the accessor elements must match the order of the input parameters as specified
in the signature of the operation.

SOAP Action Header

Note

Serviceability XML APIs require SOAP clients to include the SOAP Action HTTP header field in the
request message. The SOAP 1.1 specification does not place any restrictions on the format of this header.
For Serviceability XML APIs, the soapAction attribute of the SOAP element, which is defined under
the binding section of the Serviceability SOAP APl WSDL files, specifies the format of the SOAP
Action HTTP header. All Serviceability XML APIs operations use the following URI format:

http://schemas.cisco.com/ast/soap/action/#PortName#OperationName

Because the enclosing double-quote characters (* “) are part of the URI, the header must include them.

PortName acts as a placeholder that refers to the name of the port. Serviceability XML APIs must
support the port. OperationName represents a placeholder that refers to the name of the intended
operation within the specified port. This name must match the operation name in the request body, which
is specified as the name of the first body entry element. The SOAP Action header indicates the intent of
the SOAP request without having to parse the body of the request. A SOAP server can check the value
of thisheader and determine whether to fail the operation beforeit proceeds with parsing the XML body.
This provides some efficiency on the server side and allows non-SOAP-aware intermediary HTTP
servers or proxies to determine the intent of the payload.

Cisco Unified Communications Manager XML Developers Guide
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Port

SOAP Header

Data Model I

A SoapPort basically represents an instantiation of a SoapBinding with a specific network address.
Because Serviceability XML APIs use HTTP as the transport protocol, the network address in this case
specifiesan HTTP request URL. SoapPortType, with specific binding rules added to it, provides abasis
for the definition of SoapBinding.

The service section of the WSDL file defines the request URL for all Serviceability XML API
operations. Every request for the Serviceability XML APIs operations must use this URL.

As previously explained, the SOAP header provides a general way to add features to SOAP messagesin
adecentralized fashion with no prior contract between the sender and recipient. Serviceability XML
APIs do not use this feature, so no Header element is expected in the envelope and gets ignored. If the
Header element gets included with the mustUnder stand attribute set to 1, Serviceability XML APIs
reply with afault and a fault code value that is set to the mustUnder stand value.

Thefollowing example shows an Serviceability XML APl SOAP request message with the HT TP header
information:

Example

PCST [/ perfronservice/ services/PerfnonPort HTTP/ 1.1

Charset: utf-8

Accept: application/soap+xm, application/dinme, nultipart/related, text/*

user-agent: CientName

Host: nozom

Content - Type: text/xm; charset=utf-8

Cont ent - Lengt h:  xxx

SOAPAction: "http://schenams. ci sco. com ast/soap/ acti on/#Per f nonPor t #Per f nonOpenSessi on"

<?xm version="1.0" encodi ng="utf-8" ?>
<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: xsd="htt p: // ww. w3. or g/ 2001/ XM_.Schema" >
<soap: Body soap: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<gl: Per f ronOpenSessi on xm ns: ql="http://schenmas. ci sco. conl ast/soap/" />
</ soap: Body>
</ soap: Envel ope>

Response Message

For a successful operation call, the call-return gets encoded as a structure. The structure appears as the
first body entry of the response. The call-return basically contains the output parameters or return values
of the call. The name of the structure top-level element has no significance, and the SOAP 1.1
specification does not place any restriction on the name. The structure contains accessor member
elements, which represent the output parameters of the call. The names of the accessor elements match
the names of the output parameters. The contents of the accessor elements represent the values of the
output parameters. The order of the accessor elements must match the order of output parameters as
specified in the operation signatures. Operation, which does not return any value, contains no member
elements in the call-return struct.

Serviceability XML APIs use the following naming conventions for the call-return top-level element:

SOAPAction: "http://schenms. ci sco. com ast/soap/action/#Port Name #Oper ati onNane"

[ oL-20944-01
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Fault Message

Fault Code Values

FaultString

where Oper at i onName represents a placeholder that refersto the name of the operation that is specified
in the request message. This format specifically applies only for the Serviceability XML APIs
implementation.

The target namespace that is described in the “ Encoding Rule” section on page 4-13, qualifies the
call-return. Serviceability XML APIsreturn HTTP status 200 when the operation succeeds.

For afailed operation call, Serviceability XML APIsinclude the SOAP fault element in the response
body. Similar to call-return, the fault element also appears as the first body entry. Serviceability XML
APIs set HTTP 500 status when sending fault messages.

When an Serviceability XML API processes a request and detects that an error occurred, it replies with
a SOAP fault element in the response. The fault element appears as the first response body entry. The
fault element comprises the following four subelements:

¢ Fault Code Values
e FaultString

e FaultActor

¢ Detail

Serviceability XML APIs use the following standard fault code values as defined in Section 4.4.1 of the
SOAP 1.1 specification.

VersionMismatch
This fault code gets set when the namespace URL of the request envelope does not match.

MustUnderstand

This fault code gets set when the clientsinclude the Header e€lement in the envel ope along with the
mustUnderstand attribute set to 1. Serviceability XML APIs do not use the Header element. See the
“SOAP Header” section on page 4-15 for details.

Client

This fault code gets set when Serviceability XML APIs encounters errors that are related to the
clients.

Server

This fault code gets set when Serviceability XML APIs encounter errors that are related to the
service itself. This subelement always exists in the fault element as specified in the SOAP 1.1
specification. This represents a general classification of errors.

Serviceability XML APIs set a short error description in the faultstring element that is intended for
human reading. Similar to faultcode, this subelement is always present as the SOAP 1.1 specification
requires. The string value of the FaultString specifically applies only to the Serviceability XML APIs.

Cisco Unified Communications Manager XML Developers Guide
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FaultActor

Detail

Data Model I

Serviceability XML APIs do not set this subelement. Note that a proxy or intermediary server must
include this subelement if it generates a fault message.

If an Serviceability XML API parses and processes the request body and determines that an error occurs
afterward, it includes the detailed error information in the detail subelement.

If Serviceability XML APIsdo not include the detail subelement in the fault element, the error does not
relate to the request body. Data types that are defined in the Serviceability XML APIs WSDL files
specify the encoding rule for the detail subelement.

The following fragments of the file describe the data types:

<conpl exType nane='Cal | | nfoType' >
<sequence>
<el ement nane='Fil eNane' type='xsd:string' />
<el ement nanme='Li neNo' type='xsd:int'/>
<el enent nane=' Error Code' type='xsd:unsignedint'/>
<el ement nane=' Function' type='xsd:string' />
<el ement nane=' Parans' type='xsd:string' />
</ sequence>
</ conpl exType>

<conpl exType nanme=' Errorl| nfoType' >
<sequence>
<el enent nane=' Version' type='xsd:string' />
<el ement nane='Tine' type='xsd:tinme'/>
<el enent nane='Procld' type='xsd:unsignedlint'/>
<el enent nane=' Threadl d' type='xsd: unsignedint'/>
<el ement nane=' ArrayOfCal I Info' type='tns:ArrayOf Cal || nfoType' />
/ sequence>
</ conpl exType>

<conpl exType name=' ArrayCf Cal | | nfoType' >
<conpl exCont ent >
<restriction base=' SOAP- ENC: Array' >
<sequence>
<el enent nane='CallInfo
type='tns: Call I nfoType' m nCccurs="1" maxCOccurs='unbounded' />
</ sequence>
</restriction>
</ conpl exCont ent >
</ conpl exType>

Serviceability XML APIsnamethedetail entry element as Errorinfo and thetype as ErrorinfoType. This
type provides a structure with several accessor elements. The Version accessor contains the build
version. The Time accessor denotes the time when the error occurs. The Procld accessor contains the
process I D of the Serviceability XML APIs. The Threadld accessor containsthe thread | D that generates
the fault. The ArrayOfCalllnfo accessor contains an array of Calllnfo elements.

The type for Calllnfo specifies CalllnfoType and also represents a structure. CalllnfoType contains
detailed information that describes where the error occursin the code. It also includes the returned error
code of the function, and the parameter data. The CalllnfoType design allows capturing as much
information as needed, so it is easy and fast to track down and investigate a problem. Depending on the
implementation of the operation, several Calllnfo elements can exist in the array.
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Cisco Unified Communications Manager XML Developers Guide



Chapter4  Serviceability XML Programming |

Il Data Model

Thefollowing example shows a successful Serviceability XML API SOAP response messagewithHTTP
headers:

Example

HTTP/ 1.1 200 K
Content - Type: text/xm; charset=utf-8
Cont ent - Lengt h:  xxx

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<SOAP- ENV: Envel ope SOAP- ENV: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: SOAP- ENV="ht t p: / / schemas. xm soap. or g/ soap/ envel ope/"
xm ns: SOAP- ENC="ht t p: / / schemas. xm soap. or g/ soap/ encodi ng/ " >
<SOAP- ENV: Body>
<m Per f nronOpenSessi onResponse xm ns: me"http://schemas. ci sco. conf ast/ soap/ ">
<Sessi onHandl e>{ 01944B7E- 183F- 44C5- 977A- F31E3AE59CAC} </ Sessi onHandl e>
</ m Per f ronOpenSessi onResponse>
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

The following example shows a failed Serviceability XML APl SOAP response message with HTTP
headers:

Example

HTTP/ 1.1 500 K
Content - Type: text/xm ; charset=utf-8
Cont ent - Lengt h:  xxx

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<SOAP- ENV: Envel ope SOAP- ENV: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: SOAP- ENV="ht t p: / / schemas. xml soap. or g/ soap/ envel ope/"
xm ns: SOAP- ENC="ht t p: / / schemas. xm soap. or g/ soap/ encodi ng/ " >
<SOAP- ENV: Body>
<SOAP- ENV: Faul t >
<f aul t code>SOAP- ENV: Ser ver </ f aul t code>
<faul tstring>Perfrmon error occurs</faultstring>
<detail >
<m Errorlnfo xmns:m"http://schemas. ci sco. conf ast/soap/">
<Ver si on>3. 2. 0. 2</ Ver si on>
<Ti me>07/ 16/ 2001 - 00: 00: 24</ Ti me>
<Procl d>1200</ Procl d>
<Thr eadl d>300</ Thr ead| d>
<ArrayO Cal | | nfo SOAP- ENC: arrayType="m Cal | | nfoType[]">
<Cal | I nf 0>
<Fi | eName>per f non. cpp</ Fi | eNanme>
<Li neNo>396</ Li neNo>
<Err or Code>3221228473</ Err or Code>
<Funct i on>AddCount er </ Funct i on>
<Par ans>\\ nozom \t cp\ Bad Counter Nane</ Parans>
</ Cal |l nfo>
</ArrayOf Cal | | nf o>
</ m Errorlnfo>
</ detail >
</ SOAP- ENV: Faul t >
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>
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Namespaces

Serviceability XML APIs use the following XML namespaces:
e http://schemas. xm soap. or g/ soap/ envel ope/
The namespace URI for the SOAP envel ope
e http://schemas. xm soap. or g/ soap/ encodi ng/
The namespace for the SOAP-recommended encoding rule that is based on XML Schema
e http://schemas. cisco.conf ast/soap/
The namespace URL for Serviceability XML API datatypes as defined in the WSDL file

Downloading Serviceability SOAP WSDL Files

You can download the Unified CM serviceability SOAPWSDL filesfrom the Unified CM server directly
by entering a URL on the web browser. Table 4-3 lists these URLS. In each URL, servername must be
replaced by an appropriate server |P address.

Table 4-3 URLs for SOAP Requests Service Definitions

SOAP Request Type URL for SOAP Requests Service Definition

RisPort https://servername:8443/real timeservice/services/RisPort2wsdl

RisPort70 https://servername: 8443/realtimeservice/services/RisPort 702wsdl

PerfmonPort https://servername:8443/perfmonservice/services/PerfmonPortwsd

Control CenterServices https://servername:8443/control centerservice/services/Control Center ServicesPort2wsdl
LogCollectionService https://servername:8443/logcollectionservice/services/L ogColl ectionPort2wsdl
CDRonDemand https://servername:8443/CDRonDemandService/servicess CDRonDemand?wsdl
DimeGetFile https://servername:8443/logcollectionservice/services/DimeGetFileService?wsdl
SOAPM onitorServicet https://servername:8443/real timeservice/services/ SOA PM onitor Service?wsdl

1. SOAPMonitorService is the standard SOAP monitor service WSDL of the third-party Axis SOAP server.

PClients of Serviceability XML APIs must download these files to know what services are available,
how to form the request message, and how to interpret the response message properly. Basically, the
WSDL file has what you need to know about Serviceability XML APIs.

Monitoring SOAP Activity

You can use AXIS SOAPMonitor to monitor SOAP activities. Point your browser to
https://server name:8443/real timeservice/ SOAPMonitor
where servername is an appropriate server |P address.

Cisco Unified Communications Manager XML Developers Guide
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RisPort SOAP Service

The RisPort (Real-Time Information Port) service comprises several operations that allow clientsto do
the following tasks related to real-time information:

Table 4-4 provides a summary of the SOAP RisPort service operations.

Table 4-4

SOAP RisPort Service Operations

Operation

Description

Reference

selectCmDevice

Allows clients to perform Unified CM
device-related queries

RisPort Service: selectCmDevice
Operation, page 4-21

SelectCmDevice (includes IPv6
devices)

Allows clients to search for devices that
have |Pv6 addresses

RisPort Service: SelectCmDevice
Operation (Includes IPv6 Devices),
page 4-27

selectCtiltem

Allows clients to perform a CTI
manager-related query

RisPort Service: selectCtiltem Operation,
page 4-43

SelectCtiltem (includes IPv6
devices)

Supports search for CTI controlled
applications and devices that have IPv6
addresses

RisPort Service: SelectCtiDevice
Operation (Includes IPv6 Devices),
page 4-45

getServerinfo

Exports information from the Server
Information SOAP interface

RisPort Service: getServerlnfo Operation,
page 4-55

SelectCmDeviceSIP

Allows clientsto perform Unified CM SIP
device related queries

RisPort Service: SelectCmDeviceSIP
Operation, page 4-59
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RisPort Service: selectCmDevice Operation

The selectCMDevice operation allows clients to perform Unified CM device-related queries.

Request Format
N
Note  For information about obtaining all device information in alarge system, refer to the “ Device Query
Support for Large Clusters” section on page 4-144
SOAP Action and Envelope Information
HTTP header should have following SOAP action for these queries.
SOAPAction: "http://schenms. ci sco.com ast/soap/ acti on/ #Ri sPort #Sel ect CrDevi ce"
Query information includes an Envelope as follows:
<?xm version="1.0" encodi ng="utf-8"?>
<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns:tns="http://schenmas. ci sco. conf ast/soap/"
xm ns: types="http://schemas. ci sco. coni ast/ soap/ encodedTypes"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_.Schema" >
Session ID
This SOAP header will have session ID that is a unique session ID from client.
<soap: Header >
<t ns: Ast Header id="id1">
<Sessionld xsi:type="xsd:string">Sessionld</Sessi onl d>
</ tns: Ast Header >
</ soap: Header >
Selection Criteria
Selection criteriatype, which is a Unified CM Selection criteria, follows the SOAP header. Selection
criteria should not include “unknown.” If you specify “unknown,” it istreated as“any.” The “Unknown”
state can be present in a response.
<soap: Body soap: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ " >
<tns: Sel ect CnDevi ce>
If the same information is queried over and over again, send Stateinfo from the previous request for each
repetitive query by client.
<Statelnfo xsi:type="xsd:string" />
<CnSel ectionCriteria href="4#id1"/>
</tns: Sel ect CDevi ce><tns: CnBSel ectionCriteria id="idl" xsi:type="tns:CnSelectionCriteria">
Maximum Devices Specification
This exampl e specifies how many maximum devices can be returned for search criteria.
<MaxRet ur nedDevi ces xsi :type="xsd: unsi gnedl nt">10</ MaxRet ur nedDevi ces>
Search Device Classes
This example specifies the device class type to query for real-time status. Device classesinclude 'Any',
'Phone’, 'Gateway', 'H323', 'Cti', 'VoiceMail', 'MediaResources, 'HuntList', 'SIPTrunk’, and ‘unknown'.
<Cl ass xsi:type="tns: Devi ceC ass" >Any</ Cl ass>
This exampl e specifies the Model of the device—255 specifies all models.
Cisco Unified Communications Manager XML Developers Guide
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<Mbdel xsi:type="xsd: unsi gnedl nt">255</ Model >

Device Status in Search Criteria

Specify registered/unregistered status devices. The following example shows status '‘Any’, 'Registered’,
'UnRegistered’, 'Rejected’, and 'Unknown.’

<Status xsi:type="tns: CmDevRegSt at " >Regi st er ed</ St at us>

The following exampl e specifies the server name where the search needs to be performed. If no nameis
specified, a search in all serversin acluster results.

<NodeNane xsi:type="xsd:string" />

Specify Selection type whether it is I[P Address/Name
<Sel ect By xsi:type="tns: CnBSel ect By" >Nane</ Sel ect By>

Array of Items for Which Search Criteria Are Specified

The following exampl e specifies an array that contains the |P Address or Device Name of the items for
which areal-time status is required.

<Sel ectltens href="#i d2" />Name or |P</tns:CnfSel ectionCriteria
<soapenc: Array id="id2" soapenc:arrayType="tns: Selectlten{2]">
<ltem href="#id3"/><ltem xsi:null="1"/>

</ soapenc: Arr ay>

<tns: Selectltemid="id3" xsi:type="tns:Selectltent>

<Item xsi:type="xsd:string"/></tns: Sel ectltenp

</ soap: Body>

</ soap: Envel ope>

Response Format

The Response follows the following schema and contains information for one to many servers for each
server and contains a sequence of search information that is found on the search criteria.

<conpl exType nane=' Sel ect CmDevi ceResul t' >
<sequence>
<el ement nane=' Tot al Devi cesFound' type='xsd: unsignedint'/>
<el ement nane=' CrNodes' type='tns: CrNodes' />
</ sequence>
</ conpl exType>

CMNodes provides a list of Unified CMNodes that are given in search criteria.

<conpl exType nane=' CrNodes' >
<conpl exCont ent >
<restriction base=' SOAP- ENC: Array' >
<sequence>
<el ement nanme=' CrNode' type='tns: CnNode' m nOccurs='"0 maxOccurs='unbounded' />
</ sequence>
</restriction>
</ conpl exCont ent >
</ conpl exType>

Each Unified CMNode contains a sequence of devices and their registration status.
<conpl exType nanme=' CrNode' >

<sequence>
<el ement nane=' Ret ur nCode' type='tns: Ri sReturnCode'/>
<el enent nane=' Nane' type='xsd:string' />
<el ement nanme=' NoChange' type=' xsd: bool ean' / >
<el ement nane=' CnDevi ces' type='tns: ChDevi ces' />

</ sequence>
</ conpl exType>
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RisPort SOAP Service W

<conpl exType nane=' CmDevi ces' >

<conpl exCont ent >
<restriction base=' SOAP- ENC: Array' >
<sequence>
<el ement nanme=' CnDevi ce' type='tns: CrDevice' minQccurs='0" maxCOccurs='200"'/>
</ sequence>
</restriction>
</ conpl exCont ent >

</ conpl exType>

The Unified CM Device information contains the following information.

<conpl exType nanme=' CnDevi ce' >

<sequence>

<el ement nane=' Nane' type='xsd:string' />

<el enent nane='| pAddress' type='xsd:string' />

<el ement nane='Di r Nunber' type='xsd:string' />

<el ement nane='C ass' type='tns: DeviceC ass'/>

<el enent nane=' Model' type='xsd:unsignedlint'/>

<el ement nane=' Product' type='xsd: unsignedlint'/>

<el enent nane=' BoxProduct'type='xsd: unsi gnedint'/>

<el enent nane='H tpd'" type='"tns:CnDevHttpd />

<el enent nane=' Regi strationAttenpts' type='xsd:unsignedint'/>
<el enent nane='|sCti Controllable" type='xsd:bool ean'/>
<el ement nane='Logi nUserld' type='xsd:string' />

<el enent nane='Status' type='tns:CrDevRegStat'/>

<el enent nane=' St at usReason' type='xsd:unsignedlnt'/>
<el ement nane=' Perf MonObj ect' type='xsd:unsignedint'/>
<el enent nane=' DChannel ' type='xsd: unsignedint'/>

<el enent nane='Description' type='xsd:string />

<el ement nanme=' H323Trunk' type='tns: H323Trunk'/>

<el enent nane='Ti neStanp' type='xsd:unsignedint'/>

</ sequence>

</ conpl exType>

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Sel ect CnDevi ce soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. conf ast/soap/">
<Statelnfo xsi:type="xsd:string"/>
<Cnfel ectionCriteria href="#i d0"/>
</ nsl: Sel ect CnDevi ce>
<mul ti Ref id="id0" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
Xsi:type="ns2: Cntel ectionCriteria"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns2="http://schenas. ci sco. conf ast/soap/" >
<MaxRet ur nedDevi ces xsi:type="xsd: unsi gnedl nt " >200</ MaxRet ur nedDevi ces>
<Cl ass xsi:type="xsd: string">Any</Cl ass>
<Model xsi:type="xsd: unsi gnedl nt">255</ Model >
<Status xsi:type="xsd: string">Regi st ered</ Status>
<NodeNane xsi:type="xsd:string" xsi:nil="true"/>
<Sel ect By xsi:type="xsd: string">Nane</ Sel ect By>
<Sel ectltens soapenc: arrayType="ns2: Selectlten{1]" xsi:type="soapenc: Array">
<item href="#i d1"/>
</ Sel ect | t ems>
</mul ti Ref>
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<mul ti Ref id="idl" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xsi:type="ns3: Sel ectltent xm ns:ns3="http://schenas. ci sco. conf ast/soap/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">

<Item xsi:type="xsd:string">*</1tenp
</ mul ti Ref >
</ soapenv: Body>

</ soapenv: Envel ope>

Example Response

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Sel ect CnDevi ceResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<Sel ect CnDevi ceResul t xsi:type="nsl: Sel ect CnDevi ceResul t" >
<Tot al Devi cesFound xsi : type="xsd: unsi gnedl nt " >4</ Tot al Devi cesFound>
<CmNodes soapenc: arrayType="ns1l: CrNode[ 1] " xsi :type="soapenc: Array"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<item xsi:type="nsl: CrNode" >
<Ret urnCode xsi:type="nsl: Ri sReturnCode">0Ok</ Ret ur nCode>
<Nanme xsi:type="xsd: string">Cl SCART15</ Nanme>
<NoChange xsi :type="xsd: bool ean">f al se</ NoChange>
<CmDevi ces soapenc: arrayType="nsl: CmDevi ce[ 4] " xsi:type="soapenc: Array">
<item xsi:type="nsl: CnDevice" >
<Nane xsi:type="xsd: string">ANN_2</ Nane>
<| pAddr ess xsi:type="xsd:string">10.77.31. 15</ | pAddr ess>
<Di r Nunmber xsi:type="xsd:string" xsi:nil="true"/>
<Cl ass xsi:type="nsl: Devi ceCl ass">Medi aResour ces</ Cl ass>
<Mobdel xsi:type="xsd: unsignedl nt">126</ Model >
<Product xsi:type="xsd: unsi gnedl nt">89</Product >
<BoxProduct xsi:type="xsd: unsi gnedl nt">0</ BoxProduct >
<Ht t pd xsi:type="nsl: CmDevHt t pd" >No</ Ht t pd>
<Regi strationAttenpts xsi:type="xsd: unsi gnedl nt">0</Regi strati onAttenpts>
<IsCti Controllable xsi:type="xsd: bool ean">fal se</|sCti Controllabl e>
<Logi nUser|d xsi:type="xsd:string" xsi:nil="true"/>
<Status xsi:type="nsl: CnDevRegSt at " >Regi st er ed</ St at us>
<St at usReason xsi :type="xsd: unsi gnedl nt " >0</ St at usReason>
<Per f MonChj ect xsi :type="xsd: unsi gnedl nt " >608</ Per f Monhj ect >
<DChannel xsi:type="xsd: unsi gnedl nt">0</ DChannel >
<Description xsi:type="xsd:string">ANN_Cl SCART15</ Descri pti on>
<H323Trunk xsi:type="nsl: H323Trunk" >

<Confi gNane xsi:type="xsd:string" xsi:nil="true"/>
<TechPrefix xsi:type="xsd:string" xsi:nil="true"/>
<Zone xsi:type="xsd:string" xsi:nil="true"/>

<Renpt eCnServer 1 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnServer 2 xsi:type="xsd:string" xsi:nil="true"/>
<Renpt eCnServer 3 xsi:type="xsd:string" xsi:nil="true"/>
<Al t GkLi st xsi:type="xsd:string" xsi:nil="true"/>
<ActiveCGk xsi:type="xsd:string" xsi:nil="true"/>

<Cal | Si gnal Addr xsi:type="xsd:string" xsi:nil="true"/>
<RasAddr xsi:type="xsd:string" xsi:nil="true"/>
</ H323Tr unk>
<Ti meSt anp xsi :type="xsd: unsi gnedl nt">1204679735</ Ti neSt anp>
</litenp
<item xsi:type="nsl: CnDevi ce">
<Nane xsi:type="xsd: string">CFB_2</ Nanme>
<| pAddr ess xsi:type="xsd:string">10.77.31. 15</ | pAddr ess>
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<Di r Nunmber xsi:type="xsd:string" xsi:nil="true"/>

<Cl ass xsi:type="nsl: Devi ceCl ass">Medi aResour ces</ Cl ass>

<Model xsi:type="xsd: unsi gnedl nt">50</ Model >

<Product xsi:type="xsd: unsi gnedl nt">28</Product >

<BoxProduct xsi:type="xsd: unsi gnedl nt">0</ BoxProduct >

<Htt pd xsi:type="nsl: CnDevHt t pd" >No</ Ht t pd>

<Regi strati onAttenpts xsi:type="xsd: unsignedl nt">0</ Regi strati onAttenpts>
<IsCtiControllable xsi:type="xsd: bool ean">f al se</IsCti Control | abl e>
<Logi nUserld xsi:type="xsd:string" xsi:nil="true"/>

<Status xsi:type="nsl: CnDevRegSt at " >Regi st er ed</ St at us>

<St at usReason xsi :type="xsd: unsi gnedl nt " >0</ St at usReason>

<Per f MonObj ect xsi:type="xsd: unsi gnedl nt " >15</ Per f MonObj ect >
<DChannel xsi:type="xsd: unsi gnedl nt">0</ DChannel >

<Description xsi:type="xsd:string">CFB_Cl SCART15</ Descri pti on>
<H323Trunk xsi:type="nsl: H323Trunk" >

<Confi gNane xsi:type="xsd:string" xsi:nil="true"/>
<TechPrefix xsi:type="xsd:string" xsi:nil="true"/>
<Zone xsi:type="xsd:string" xsi:nil="true"/>

<Renot eCnServer 1 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnServer 2 xsi:type="xsd:string" xsi:nil="true"/>
<Renpt eCnServer 3 xsi:type="xsd:string" xsi:nil="true"/>
<Al t GkLi st xsi:type="xsd:string" xsi:nil="true"/>
<ActiveCk xsi:type="xsd:string" xsi:nil="true"/>

<Cal | Si gnal Addr xsi:type="xsd:string" xsi:nil="true"/>
<RasAddr xsi:type="xsd:string" xsi:nil="true"/>
</ H323Tr unk>
<Ti meSt anp xsi :type="xsd: unsi gnedl nt">1204679736</ Ti neSt anp>
</litenp
<item xsi:type="nsl: CnmDevi ce">
<Name xsi:type="xsd:string">MOH 2</ Nanme>
<| pAddr ess xsi:type="xsd:string">10.77.31. 15</| pAddr ess>
<Di r Number xsi:type="xsd:string" xsi:nil="true"/>
<C ass xsi:type="nsl: Devi ceCl ass">Medi aResour ces</ Cl ass>
<Model xsi:type="xsd: unsi gnedl nt">70</ Model >
<Product xsi:type="xsd: unsi gnedl nt">51</Product >
<BoxProduct xsi:type="xsd: unsi gnedl nt">0</ BoxPr oduct >
<Htt pd xsi:type="nsl: CnDevHt t pd" >No</ Ht t pd>
<Regi strationAttenpts xsi:type="xsd: unsi gnedl nt">0</Regi strati onAttenpts>
<IsCti Controllabl e xsi:type="xsd: bool ean">fal se</1sCti Control |l abl e>
<Logi nUserld xsi:type="xsd:string" xsi:nil="true"/>
<Status xsi:type="nsl: CnDevRegSt at " >Regi st er ed</ St at us>
<St at usReason xsi :type="xsd: unsi gnedl nt " >0</ St at usReason>
<Per f MonChj ect xsi :type="xsd: unsi gnedl nt " >6</ Per f MonOhj ect >
<DChannel xsi:type="xsd: unsi gnedl nt">0</ DChannel >
<Description xsi:type="xsd:string">MOH _Cl SCART15</ Descri ption>
<H323Trunk xsi:type="nsl: H323Tr unk" >

<Confi gNane xsi:type="xsd:string" xsi:nil="true"/>
<TechPrefix xsi:type="xsd:string" xsi:nil="true"/>
<Zone xsi:type="xsd:string" xsi:nil="true"/>

<Renpt eCnServer 1 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnServer 2 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnServer 3 xsi:type="xsd:string" xsi:nil="true"/>
<Al t GkLi st xsi:type="xsd:string" xsi:nil="true"/>
<ActiveCk xsi:type="xsd:string" xsi:nil="true"/>

<Cal | Si gnal Addr xsi:type="xsd:string" xsi:nil="true"/>
<RasAddr xsi:type="xsd:string" xsi:nil="true"/>
</ H323Tr unk>
<Ti meSt anp xsi:type="xsd: unsi gnedl nt">1204679735</ Ti meSt anp>
</itenmp
<item xsi:type="nsl: CnmDevi ce">
<Nane xsi:type="xsd:string">MIP_2</ Nane>
<| pAddress xsi:type="xsd:string">10.77.31. 15</ | pAddr ess>
<Di r Nunmber xsi:type="xsd:string" xsi:nil="true"/>
<Cl ass xsi:type="nsl: Devi ceCl ass">Medi aResour ces</ Cl ass>
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<Mbdel xsi:type="xsd: unsignedl nt">110</ Model >

<Product xsi:type="xsd: unsi gnedl nt">30</Product >

<BoxProduct xsi:type="xsd: unsi gnedl nt">0</ BoxPr oduct >

<Httpd xsi:type="nsl: CmDevHtt pd" >No</ H t pd>

<Regi strati onAttenpts xsi:type="xsd: unsignedl nt">0</ Regi strati onAttenpts>
<IsCtiControllable xsi:type="xsd: bool ean">fal se</1sCti Controll abl e>
<Logi nUserld xsi:type="xsd:string" xsi:nil="true"/>

<Status xsi:type="nsl: CnDevRegSt at " >Regi st er ed</ St at us>

<St at usReason xsi :type="xsd: unsi gnedl nt " >0</ St at usReason>

<Per f MonCbj ect xsi :type="xsd: unsi gnedl nt " >13</ Per f MonQbj ect >
<DChannel xsi:type="xsd: unsi gnedl nt">0</ DChannel >

<Description xsi:type="xsd:string">MIP_Cl SCART15</ Descri pti on>
<H323Trunk xsi:type="nsl: H323Trunk" >

<Confi gNane xsi:type="xsd:string" xsi:nil="true"/>
<TechPrefix xsi:type="xsd:string" xsi:nil="true"/>
<Zone xsi:type="xsd:string" xsi:nil="true"/>

<Renot eCnServer 1 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnServer 2 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnServer 3 xsi:type="xsd:string" xsi:nil="true"/>
<Al t GkLi st xsi:type="xsd:string" xsi:nil="true"/>
<ActiveCGk xsi:type="xsd:string" xsi:nil="true"/>

<Cal | Si gnal Addr xsi:type="xsd:string" xsi:nil="true"/>
<RasAddr xsi:type="xsd:string" xsi:nil="true"/>
</ H323Tr unk>
<Ti meSt anp xsi:type="xsd: unsi gnedl nt">1204679735</ Ti meSt anp>
</litenp
</ CnDevi ces>
</itenp
</ CmNodes>
</ Sel ect CnDevi ceResul t >
<Statelnfo xsi:type="xsd:string">& t; Statelnfo Cl usterWde=&quot ; 1&quot ; &gt ; & t ; Node
Name=&quot ; Cl SCART15&quot ; Subsystentt art Ti me=&quot ; 1204679712&quot ; St at el d=&quot ; 4&quot ;
Tot al | t ensFound=&quot ; 4&quot ;
Tot al | t emsRet ur ned=&quot ; 4&quot ; / &gt ; & t; / St at el nf 0&gt ; </ St at el nf 0>
</ nsl: Sel ect CnDevi ceResponse>
</ soapenv: Body>
</ soapenv: Envel ope>
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RisPort Service: SelectCmDevice Operation (Includes IPv6 Devices)

Request Format

S

Note

The SelectCM Device API allows clients to query Cisco Unified Communications Manager (Unified
CM) for device-related information. This API supports searching for |Pv6 device address (Unified CM
node/server, phone devices, SIP devices, and media devices) and provides IPv6 information in the
response. This APl also supports searching by download-status for new generation phones with
seamless upgrade capability and provides information on the download-status of the firmware.

The operation name for invoking the API is SelectCmDevice and the service URL is:
https://< server name>/real timeservice/services/RisPort70.

a~

Note Theservice URL for release 7.1(2) isdifferent from the earlier releases. The service URL of this
release includes the version information.

The SelectCmDevice operation comprises the SelectCmDevicel nput and SelectCmDeviceOutput
messages:

<message nane="Sel ect ChDevi cel nput ">
<part nane="Statelnfo" type="xsd:string"/>
<part name="CnSel ectionCriteria" type="tns:CnfSel ectionCriteria"/>
</ nessage>
<message nane="Sel ect CnDevi ceQut put ">
<part name="Sel ect CnDevi ceResul t" type="tns: Sel ect CnDevi ceResul t"/ >
<part nane="Statelnfo" type="xsd:string"/>
</ nessage>
<port Type nane="Ri sPort Type">
<operation name="Sel ect CnDevi ce" >
<i nput nessage="tns: Sel ect CnDevi cel nput "/ >
<out put nessage="tns: Sel ect CnDevi ceQut put"/>
</ operati on>
</ port Type>

For information about obtaining all device information in alarge system, refer to the “Device Query
Support for Large Clusters’ section on page 4-144

SOAP Action
HTTP header should have following SOAP action for these queries.
SOAPAction: http://schemas. ci sco. conf ast/soap/ acti on/ #Ri sPort 70#Sel ect CDevi ce

Envelope and Session ID
Query information includes the envelope and session ID information as follows:

<?xm version="1.0" encodi ng="utf-8"?>

<soapenv: Envel ope

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"

xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: soap="http://schenas. ci sco. conf ast/ soap/"

xm ns: soapenc="http://schemas. xnm soap. or g/ soap/ encodi ng/ ">
<soapenv: Header >

<Ast Header xsi:type="soap: Ast Header">

<Sessionld xsi:type="xsd:string"/>
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</ Ast Header >
</ soapenv: Header >

The SOAP header has the session ID that isaunique ID.

SelectDmDevice Operation
The SelectDevice operation is first defined in the SOAP body element.

<SOAP- ENV: Body soapenv: encodi ngStyl e="http://schenmas. xm soap. or g/ soap/ encodi ng/ ">
<soap: Sel ect CnDevi ce>
Stateinfo

If same Information is queried repetitively, then Stateinfo is sent from the previous request. Stateinfo
isthe string that is returned by the server and it represents the state of the real-time database.

<Statelnfo xsi:type="xsd:string" />

Selection Criteria

The CmSelectionCriteria element definesthe selection criteriafor RISDC search. The selection criteria
type follows the SOAP header. Selection criteria should not be “unknown.” If you specify “unknown,”
it istreated as “any.” The “Unknown” state can be present in a response.
<conpl exType nane="Cntel ectionCriteria">
<sequence>
<el enent nane="MaxRet urnedDevi ces" nillabl e="true" type="xsd: unsignedlnt"/>
<el ement nane="C ass" nillable="true" type="xsd:string"/>
<el ement nane="Mddel " nillable="true" type="xsd:unsignedlnt"/>
<el enent nane="Status" nillable="true" type="xsd:string"/>
<el ement nane="NodeNane" nill able="true" type="xsd:string"/>
<el ement nane="Sel ect By" type="tns: CrSel ect By"/>
<el enent nane="Sel ectltens" nillable="true" type="tns: Selectltens"/>
<el enent nane="Protocol"” nillable="true" type="tns: Protocol Type"/>
<el enent nane="Downl oadStatus” nillable="true" type="tns: Devi ceDownl oadSt at us"/>
</ sequence>
</ conpl exType
CmSelectionCriteria contains the following information:

¢ MaxReturnedDevices
e Class

e Model

e Status

¢ NodeName

e SelectBy

e Selectltems

e Protocol

¢ DownloadStatus

MaxReturnedDevices
Specifies the maximum number of devices that can be returned in a search. The maximum value is 200.
Format:

<el enent nane="MaxRet urnedDevi ces" nillabl e="true" type="xsd: unsignedlnt"/>
Example:

<MaxRet ur nedDevi ces xsi:type="xsd: unsi gnedl nt">10</ MaxRet ur nedDevi ces>
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Class

Specifies the device class type that needs to be queried for the real-time status. The following options
are available:

e Any

¢ Phone

o Gateway

e H323

o Cti

¢ VoiceMalil

¢ MediaResources

e SIP Trunk

e HuntLis

¢ Unknown
Format:

<el enent nane="Cl ass" nillable="true" type="xsd:string"/>
<si npl eType nanme="Devi ced ass">
<restriction base="string">
<enuner ation val ue="Any"/>
<enuner ati on val ue="Phone"/ >
<enuner ati on val ue="Gat eway"/ >
<enuner ation val ue="H323"/>
<enuneration value="Cti"/>
<enuner ati on val ue="Voi ceMai |l "/ >
<enuner ati on val ue="Medi aResources"/ >
<enuner ation value="SIP Trunk"/>
<enuner ation val ue="Hunt List"/>
<enuner ati on val ue="Unknown"/ >
</restriction>
</ si npl eType>

Example:

<Cl ass xsi:type="tns: DeviceC ass">Any</ Cl ass>

Model
Specifies the model of the device. 255 means all models.

Format:

<el enent nane="Model " nillabl e="true" type="xsd: unsignedlnt"/>
Example:

<Mbdel xsi:type="xsd: unsi gnedl nt">255</ Model >

Status
Specifies the status of the device. The following options are available:

e Any

¢ Registered

¢ UnRegistered

* Rejected

e PartialyRegistered
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e Unknown
Format:

<el ement nane="Status" nillable="true" type="xsd:string"/>
Example:

<Status xsi:type="tns: CmDevRegSt at " >Regi st er ed</ St at us>

NodeName

Specifies the server name where search is performed. If no nameis specified, then all the serverswithin
the cluster will be searched.

Format:

<el enent nane="NodeNane" nillable="true" type="xsd:string"/>
Example:

<NodeNane xsi:type="xsd:string" xsi:nil="true"/>

Selectltems
Specifies the array of items for which you can specify the search criteria

Format:

<conpl exType nanme="Sel ect|tens">
<conpl exCont ent >
<restriction base="soapenc: Array">
<attribute ref="soapenc:arrayType" wsdl:arrayType="tns: Selectlten{]"/>
</restriction>
</ conpl exCont ent >
</ conpl exType>
Example that contains IP address or name of the device of the items for which you need the real time

status:

<Sel ectltens href="#i d2" />Name or |P</tns:CnfSel ectionCriteria
<soapenc: Array id="id2" soapenc:arrayType="tns: Sel ectlten?2]">
<ltem href="#id3"/><ltem xsi:null="1"/>

</ soapenc: Array>

<tns:Selectltemid="id3" xsi:type="tns:Selectltent>

<ltem xsi:type="xsd:string"/></tns: Sel ectltenr

SelectBy
Specifies the Unified CM selection types during the search to RISDC. The following options are
available:
¢ Name
e |PV4Address
e |PV6Address
e DirNumber
e Description
Format:

<el enent nane="Sel ect By" type="tns: Cnel ect By"/ >
<si npl eType nane="CnSel ect By" >

<restriction base="string">

<enuner ati on val ue="Nane"/ >

<enuner ati on val ue="1PVAAddress"/ >

<enuner ati on val ue="1PV6Address"/>

<enuneration val ue="Di r Nunber"/>

<enunerati on val ue="Description"/>
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</restriction>
</ si npl eType>

Example:

<Sel ect By href="#idl"/>

</ mul ti Ref>

<mul ti Ref id="idl" soapenc:root="0"

soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "

xsi :type="ns3: CnBel ect By"

xm ns: ns3="http://ccm cisco.coniserviceability/soap/risport70/"

xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ " >l PV6Addr ess</ mul ti Ref >

Protocol
Specifies the protocol name in the search criteria. The following options are available:

Any
SCCP
SIP

Unknown

Format:

<el enent nane="Protocol" type="tns: Protocol Type"/>
<si npl eType nane="Prot ocol Type">

<restriction base="string">

<enuner ation val ue="Any"/>

<enuner ati on val ue="SCCP"/ >

<enuner ation val ue="S| P"/>

<enuner ati on val ue="Unknown"/ >

</restriction>

</ si npl eType>

Example:

<Protocol href="#id3"/>

</ mul ti Ref>

<mul ti Ref id="id3" soapenc:root="0"

soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "

Xxsi :type="ns5: Prot ocol Type"

xm ns: ns5="http://ccm cisco.conlfserviceability/soap/risport70/"

xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ " >Any</ mul ti Ref >

DownloadStatus
Specifies the download status of the application. The following options are available:

Any
Upgrading
Successful
Failed

Unknown

Format:

<el enent nane="Downl oadStatus" nillable="true" type="tns: Devi ceDownl oadSt at us"/ >
<si npl eType nane="Devi ceDownl oadSt at us" >

<restriction base="string">

<enunerati on val ue="Any"/>

<enuner ati on val ue="Upgradi ng"/>

<enuner ati on val ue="Successful "/>

<enuneration val ue="Fail ed"/>

<enuner ati on val ue="Unknown"/ >
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</restriction>
</ si npl eType>
Example:

<Downl oadSt at us href ="#i d4"/ >

</ mul ti Ref>

<mul ti Ref id="id4" soapenc:root="0"

soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "

Xsi :type="ns6: Devi ceDownl oadSt at us"

xm ns: ns6="http://ccm cisco.coniserviceability/soap/risport70/"

xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ " >Any</ mul ti Ref >

Response Format

Theresponse hasthe following schemaand containsinformation for asingle server or many servers. The
response contains a sequence of search information that is specified in the search criteria

<conpl exType nane=' Sel ect CDevi ceResul t' >

<sequence>

<el ement nane=' Tot al Devi cesFound' type='xsd: unsignedint'/>

<el ement nane=' CmNodes' type='tns: CrNodes' />

<el ement nanme='

</ sequence>

</ conpl exType>

Total Devices Found
This element displays the total number of device that are found.

Format:

<el enent nane="Tot al Devi cesFound" type="xsd: unsi gnedlnt"/>
Example:

<Tot al Devi cesFound xsi :type="xsd: unsi gnedl nt " >4</ Tot al Devi cesFound>

Call Manager Node Information
CMNodes provides alist of Call Manager nodes that are specified in the search criteria.
Format:

<conpl exType nane="CrNodes" >
<conpl exCont ent >
<restriction base="SOAP- ENC: Array">
<attribute ref="soapenc:arrayType" wsdl:arrayType="tns: CniNode[]"/ >
</restriction>
</ conpl exCont ent >
</ conpl exType>
Each CMNode contains a sequence of devices and their registration status. The CmNode element

displays the following information:
¢ Return Code
e Name
¢ NoChange
¢ CmbDevice

Format:

<conpl exType nane=' CmNode' >

<sequence>

<el enent nane=' ReturnCode' type='tns: Ri sReturnCode'/>
<el ement nane=' Nane' type='xsd:string' />

<el ement nane=' NoChange' type='xsd: bool ean' />
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<el ement nane=' CnDevi ces' type='tns: CnDevices'/>
</ sequence>
</ conpl exType>

Return Code
Displays the RIS return codes. The following options are available:
e Ok
e NotFound
¢ InvalidRequest
¢ InternalRequest
e InternalError
¢ NodeNotResponding
e InvalidNodeName
Format:

<el enent nane=' ReturnCode' type='tns: Ri sReturnCode'/>
<si npl eType nane="Ri sRet ur nCode" >

<restriction base="string">

<enuneration val ue="0Ck"/ >

<enuner ati on val ue="Not Found"/ >

<enuneration val ue="Inval i dRequest "/ >

<enuneration value="Internal Error"/>

<enurer ati on val ue="NodeNot Respondi ng"/ >

<enunerati on val ue="1nval i dNodeNane"/ >

</restriction>

Name
Displays the name of the node.
Example:
Name xsi:type="xsd:string">172.27.203. 17</ Nane>

NoChange
Example:

<NoChange xsi :type="xsd: bool ean">f al se</ NoChange>

CmDevice
Displays the device information. See Call Manager Device Information.

Call Manager Device Information
The CmDevice displays the following information:

¢ Name e DirNumber

e C(Class e Model

e Product e BoxProduct

e Httpd ¢ RegistrationAttempts

RisPort SOAP Service
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¢ |sCtiControllable e LoginUserld
e Status e StatusReason
e PerfMonObject e DChannel
e Description e H323Trunk
e TimeStamp e Protocol
¢ NumOfLines e LinesStatus
e ActiveLoadlD e InactiveLoadlD
¢ DownloadStatus e DownloadFailureReason
¢ DownloadServer e |PAddress
Format:
<conpl exType nane="CrDevi ce" >
<sequence>

<el ement nane="Nane" type="xsd:string"/>

<el ement nane="Di r Nunber" nillabl e="true" type="xsd:string"/>

<el enent nane="Cl ass" nillable="true" type="tns: DeviceC ass"/>

<el ement nane="Mdel " nillable="true" type="xsd:unsignedlnt"/>

<el ement nane="Product" nillable="true" type="xsd: unsignedlnt"/>

<el enent nane="BoxProduct" nillable="true" type="xsd: unsignedlnt"/>
<el enent nane="Ht tpd" nillable="true" type="tns: CmDevHt t pd"/>

<el enent nane="Regi strationAttenpts" type="xsd: unsignedlnt"/>

<el ement nanme="|sCti Controll able" type="xsd: bool ean"/>

<el enent nane="Logi nUser|d" nillable="true" type="xsd:string"/>

<el enent nane="Status" type="tns: CrDevRegStat"/>

<el ement nane="St at usReason" nill abl e="true" type="xsd: unsignedlint"/>
<el enent nane="PerfMnQbject” nillable="true" type="xsd:unsignedlnt"/>
<el enent nane="DChannel " nillabl e="true" type="xsd:unsignedlnt"/>

<el ement nane="Description" nillable="true" type="xsd:string"/>

<el enent nane="H323Trunk" nillable="true" type="tns:H323Trunk"/>

<el enent nane="Ti meStanp" nillabl e="true" type="xsd:unsignedlnt"/>

<el enent nane="Protocol" type="tns:Protocol Type"/>

<el enent nane="NumOf Li nes" type="xsd: unsignedint"/>

<el enent nane="Li nesStatus" type="tns: CnrDevLi nesSt at us"/ >

<el ement nane="ActivelLoadl D' nillable="true" type="xsd:string"/>

<el enent nane="I|nnactiveLoadl D' nillable="true" type="xsd:string"/>

<el enent nane="Downl oadStatus" nillable="true" type="tns: Devi ceDownl oadSt at us"/>
<el enent nane="Downl oadFai | ureReason” nillable="true" type="xsd:string"/>
<el enent nane="Downl oadServer" nillable="true" type="xsd:string"/>

<el enent nane="| PAddress" type="tns:|PAddressArray"/>

</ sequence>

</ conpl exType>

Name
Displays the name of the device.

Example:
<Name xsi:type="xsd: string">CTlI RP</ Nane>
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DirNumber

Displays the directory number.

Example:

<Di r Nunber xsi:type="xsd: string">9999</Di r Nunber >

Class
Defines the device class types. The following options are available:

Any

Phone

Gateway

H323

Cti

VoiceMail

M ediaResources
SIP Trunk
HuntLis

Unknown

Format:

<el enent nane="Cl ass" nillable="true" type="xsd:string"/>
<si npl eType nane="Devi ced ass" >
<restriction base="string">

<enuner ation val ue="Any"/>
<enuner ati on val ue="Phone"/ >
<enuner ati on val ue="Gat eway"/ >
<enuner ation val ue="H323"/>
<enuneration value="Cti"/>
<enuner ati on val ue="Voi ceMai |l "/ >
<enuner ati on val ue="Medi aResources"/ >
<enuner ation val ue="SIP Trunk"/>
<enuner ation val ue="Hunt List"/>
<enuner ati on val ue="Unknown"/ >
</restriction>

</ si npl eType>

Example:

<Cl ass xsi:type="nsl: DeviceC ass">Cti </ C ass>

Model
Specifies the model of the device.

Example:

<Model xsi:type="xsd: unsignedl nt">73</ Mbdel >

Product
Displays the product type.

Example:

<Product xsi:type="xsd: unsi gnedl nt">48</ Pr oduct >

RisPort SOAP Service
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BoxProduct
Displays the integer value (0 or 1) for box products.

<BoxProduct xsi:type="xsd: unsi gnedl nt">0</ BoxProduct >

Httpd

Di:plays the devices support HTTP. The following otpions are available;
e Yes
e No
¢ Unknown

Format:

<si npl eType nane="CnDevHtt pd" >
<restriction base="string">
<enuner ation val ue="Yes"/>
<enurner ati on val ue="No"/>
<enuner ati on val ue="Unknown"/ >
</restriction>
</ si npl eType>

Example:

<Ht t pd xsi:type="nsl: CmDevHtt pd" >No</Htt pd>

RegistrationAttempts
Displays the number of registration attempts.

Example:

<Regi strati onAttenpts xsi:type="xsd: unsignedl nt">0</Regi strati onAttenpts>

IsCtiControllable
Displays either yes or no.

Example:

<IsCtiControl |l abl e xsi:type="xsd: bool ean">true</1sCti Controll abl e>

LoginUserld
Displays the login user ID.

Format:

<Logi nUser | d xsi:type="xsd:string" xsi:nil="true"/>

Status
Displays the device registration status type. The following options are available;

e Any

¢ Registered

e Unregistered

¢ Rejected

e PartialyRegistered

e Unknown
Format:

<si npl eType nane="CnDevRegSt at ">
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<restriction base="string">
<enuner ati on val ue="Any"/>
<enuner ati on val ue="Regi stered"/>
<enurer ati on val ue="UnRegi stered"/>
<enuner ati on val ue="Rej ected"/ >
<enuneration val ue="Partial | yRegi stered"/>
<enuner ati on val ue="Unknown"/ >
</restriction>
</ si npl eType>

Example:

<Status xsi:type="nsl: ChrDevRegSt at " >Regi st er ed</ St at us>

StatusReason
Example:

<St at usReason xsi :type="xsd: unsi gnedl nt " >0</ St at usReason>

PerfMonObject
Displays the PerfMonObject ID.
<Per f MonObj ect xsi :type="xsd: unsi gnedl nt">2</ Per f MonCbj ect >

DChannel
Displays the number of D channels supported for PRI devices.

Example:

<DChannel xsi:type="xsd: unsi gnedl nt">0</ DChannel >

Description
Example:
<Descri ption xsi:type="xsd: string">CTl RP1</Description>

H323Trunk
Displays the H323 trunk details.

Format:

<conpl exType nane="H323Trunk" >
<sequence>
<el enent nane="Confi gName" nillabl e="true" type="xsd:string"/>
<el ement nane="TechPrefix" nillable="true" type="xsd:string"/>
<el ement nane="Zone" nill abl e="true" type="xsd:string"/>
<el enent nane="Renot eCnrServer1" nillabl e="true" type="xsd:string"/>
<el ement nane="Renot eCnServer 2" nillable="true" type="xsd:string"/>
<el ement nane="Renot eCnServer3" nillable="true" type="xsd:string"/>
<el enent nane="Al tGkList" nillable="true" type="xsd:string"/>
<el enent nane="Active&" nillable="true" type="xsd:string"/>
<el enent nane="Cal | Si gnal Addr" nillable="true" type="xsd:string"/>
<el ement nanme="RasAddr" nillable="true" type="xsd:string"/>
</ sequence>
</ conpl exType>

TimeStamp
Displays the UTC format timestamp.

Example:

<Ti meSt anp xsi:type="xsd: unsi gnedl nt">1222331666</ Ti neSt anp>
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Protocol
Displays the device protocol types. The following options are available:

e Any

e SCCP

e SIP

¢ Unknown
Example:

<Prot ocol xsi:type="nsl: Protocol Type">Any</ Protocol >

NumOfLines
Displays the number of lines.

Example:

<NumOf Li nes xsi:type="xsd: unsi gnedl nt">0</ Nunf Li nes>

LinesStatus

Displays the single line status types for SIP devices. The following options are available:

e Any

¢ Registered

¢ UnRegistered

¢ Rejected

¢ Unknown
Format:

<si nmpl eType nanme="CnSi ngl eLi neSt at us" >
<restriction base="string">
<enurner ati on val ue="Any"/>
<enuner ati on val ue="Regi stered"/>
<enuner ati on val ue="UnRegi stered"/ >
<enuner ati on val ue="Rej ected"/ >
<enuner ati on val ue="Unknown"/ >
</restriction>

</ si npl eType>

ActiveLoadID
Displays the currently active firmware on the phone.
Format:

<el ement nane="ActivelLoadl D' nillable="true" type="xsd:string"/>

InactiveLoadID

Displays the inactive phone partition load of the phone (if phone supports dual partition).

Format:

<el ement nane="InactiveLoadl D' nillable="true" type="xsd:string"/>

DownloadStatus
Displays the inactive partition phone download status.

Format:
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<el ement nane="Downl oadSt atus" nillable="true" type="tns: Devi ceDownl oadSt at us"/>

DownloadFailureReason
Displays the inactive partition download failure, if any.

Format:

<el ement nane="Downl oadFai | ureReason" nill abl e="true" type="xsd:string"/>

DownloadServer
Displays the inactive partition downloading server.

Format:

<el ement nane="Downl oadServer" nillable="true" type="xsd:string"/>

IPAddress
Displays the IP address type, the IP address, and the attribute type.

Format:

<conpl exType nane="| PAddressArray">
<conpl exCont ent >
<restriction base="SOAP- ENC: Array" >
<attribute ref="soapenc: arrayType"
wsdl : arrayType="t ns: | PAddr essArrayType[]"/>
</restriction>
</ conpl exCont ent >
</ conpl exType>

<conpl exType nane="| PAddr essArrayType" >
<sequence>
<el enent nane="I|P" type="xsd:string"/>
<el ement nane="1|PAddr Type" type="tns:|PAddrType"/>
<el enent nane="Attribute" type="tns:AttributeType"/>
</ sequence>
</ conpl exType>
<si npl eType nanme="Attri buteType">
<restriction base="string">
<enuner ati on val ue="Unknown"/ >
<enuneration val ue="Adm nstrative"/>
<enuneration val ue="Si gnaling"/>
<enuner ati on val ue="Adni ni strativeAndSi gnal i ng"/>
</restriction>
</ si npl eType>
<si npl eType nane="1 PAddr Type" >
<restriction base="string">
<enuneration val ue="ipv4"/>
<enuneration val ue="i pv6"/>
</restriction>
</ si npl eType>

Example Request

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<nsl: Sel ect CnDevi ce soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. conf ast/soap/">
<Statelnfo xsi:type="xsd:string"/>
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<Cntel ectionCriteria href="#i d0"/>
</ nsl: Sel ect CnDevi ce>
<mul ti Ref id="id0" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
Xsi:type="ns2: CnSel ectionCriteria"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns2="http://schenas. ci sco. conf ast/ soap/ ">
<MaxRet ur nedDevi ces xsi:type="xsd: unsi gnedl nt " >200</ MaxRet ur nedDevi ces>
<Cl ass xsi:type="xsd:string">Any</C ass>
<Mbdel xsi:type="xsd: unsi gnedl nt">255</ Model >
<Status xsi:type="xsd:string">Regi st ered</Status>
<NodeNane xsi:type="xsd:string" xsi:nil="true"/>
<Sel ect By xsi:type="xsd:string">Nanme</ Sel ect By>
<Sel ectl tems soapenc:arrayType="ns2: Selectlten]{1]" xsi:type="soapenc: Array">
<item href="#id1"/>
</ Sel ectltens>
</mul ti Ref >
<mul ti Ref id="idl" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xsi:type="ns3: Sel ectltent xm ns:ns3="http://schemas. ci sco. conf ast/soap/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<Item xsi:type="xsd:string">*</1tenp
</mul ti Ref >
</ soapenv: Body>
</ soapenv: Envel ope>

Example Response

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Scherne- i nst ance" >
<soapenv: Body>
<nsl: Sel ect CnDevi ceResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<Sel ect CmDevi ceResul t xsi:type="nsl: Sel ect CnDevi ceResul t">
<Tot al Devi cesFound xsi :type="xsd: unsi gnedl nt " >4</ Tot al Devi cesFound>
<CmNodes soapenc: arrayType="ns1l: CrNode[ 1] " xsi :type="soapenc: Array"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<item xsi:type="nsl: CnNode" >
<Ret ur nCode xsi:type="nsl: Ri sReturnCode">0Ok</ Ret ur nCode>
<Name xsi:type="xsd: string">Cl SCART15</ Nanme>
<NoChange xsi :type="xsd: bool ean" >f al se</ NoChange>
<CmDevi ces soapenc: arrayType="nsl: CmDevi ce[ 4] " xsi:type="soapenc: Array">
<item xsi:type="nsl: CnmDevi ce">
<Nane xsi:type="xsd:string">ANN_2</ Nane>
<| pAddr ess xsi:type="xsd:string">10.77.31. 15</ | pAddr ess>
<Di r Number xsi:type="xsd:string" xsi:nil="true"/>
<Cl ass xsi:type="nsl: Devi ceCl ass">Medi aResour ces</ Cl ass>
<Model xsi:type="xsd: unsignedl nt">126</ Model >
<Product xsi:type="xsd: unsignedl nt">89</Product >
<BoxProduct xsi:type="xsd: unsignedl nt">0</ BoxPr oduct >
<Ht t pd xsi:type="nsl: CmDevHt t pd" >No</ Ht t pd>
<Regi strati onAttenpts xsi:type="xsd: unsignedlnt">0</Regi strati onAttenpts>
<IsCtiControllable xsi:type="xsd: bool ean">fal se</1sCti Control |l abl e>
<Logi nUser|d xsi:type="xsd:string" xsi:nil="true"/>
<Status xsi:type="nsl: CnDevRegSt at " >Regi st er ed</ St at us>
<St at usReason xsi :type="xsd: unsi gnedl nt " >0</ St at usReason>
<Per f MonChj ect xsi :type="xsd: unsi gnedl nt " >608</ Per f Monhj ect >
<DChannel xsi:type="xsd: unsi gnedl nt">0</ DChannel >
<Description xsi:type="xsd: string">ANN_Cl SCART15</ Descri pti on>
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<H323Trunk xsi:type="nsl: H323Tr unk" >

<Confi gName xsi:type="xsd:string" xsi:nil="true"/>
<TechPrefix xsi:type="xsd:string" xsi:nil="true"/>
<Zone xsi:type="xsd:string" xsi:nil="true"/>

<Renot eCnBServer1l xsi:type="xsd:string" xsi:nil="true"/>
<Renpt eCnBerver2 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnBServer 3 xsi:type="xsd:string" xsi:nil="true"/>
<Al t GkLi st xsi:type="xsd:string" xsi:nil="true"/>
<ActiveGk xsi:type="xsd:string" xsi:nil="true"/>

<Cal | Si gnal Addr xsi:type="xsd:string" xsi:nil="true"/>
<RasAddr xsi:type="xsd:string" xsi:nil="true"/>

</ H323Tr unk>

<Ti meSt anp xsi:type="xsd: unsi gnedl nt">1204679735</ Ti meSt anp>

</litenpr
<item xsi:type="nsl: CnDevi ce">

<Nane xsi:type="xsd: string">CFB_2</ Nane>

<| pAddr ess xsi:type="xsd:string">10.77.31. 15</| pAddr ess>

<Di r Number xsi:type="xsd:string" xsi:nil="true"/>

<Cl ass xsi:type="nsl: Devi ceCl ass">Medi aResour ces</ Cl ass>

<Model xsi:type="xsd: unsi gnedl nt">50</ Model >

<Product xsi:type="xsd: unsi gnedl nt">28</ Product >

<BoxProduct xsi:type="xsd: unsi gnedl nt">0</ BoxPr oduct >

<Htt pd xsi:type="nsl: CnDevHt t pd" >No</ Ht t pd>

<Regi strationAttenpts xsi:type="xsd: unsi gnedl nt">0</ Regi strati onAttenpts>
<IsCti Controllable xsi:type="xsd: bool ean">fal se</1sCti Controll abl e>
<Logi nUserld xsi:type="xsd:string" xsi:nil="true"/>

<Status xsi:type="nsl: CnDevRegSt at " >Regi st er ed</ St at us>

<St at usReason xsi :type="xsd: unsi gnedl nt " >0</ St at usReason>

<Per f MonCbj ect xsi :type="xsd: unsi gnedl nt " >15</ Per f MonQbj ect >
<DChannel xsi:type="xsd: unsi gnedl nt">0</ DChannel >

<Description xsi:type="xsd: string">CFB_Cl SCART15</ Descri pti on>
<H323Trunk xsi:type="nsl: H323Trunk" >

<Confi gNanme xsi:type="xsd:string" xsi:nil="true"/>
<TechPrefix xsi:type="xsd:string" xsi:nil="true"/>
<Zone xsi:type="xsd:string" xsi:nil="true"/>

<Renot eCnServer1 xsi:type="xsd:string" xsi:nil="true"/>
<Renpt eCnServer 2 xsi:type="xsd:string" xsi:nil="true"/>
<Renpt eCnServer 3 xsi:type="xsd:string" xsi:nil="true"/>
<Al t GkLi st xsi:type="xsd:string" xsi:nil="true"/>
<ActiveCk xsi:type="xsd:string" xsi:nil="true"/>

<Cal | Si gnal Addr xsi:type="xsd:string" xsi:nil="true"/>
<RasAddr xsi:type="xsd:string" xsi:nil="true"/>

</ H323Tr unk>

<Ti neSt anp xsi :type="xsd: unsi gnedl nt">1204679736</ Ti neSt anp>

</[itenpr
<item xsi:type="nsl: CnmDevi ce">

<Nane xsi:type="xsd: string">MOH 2</ Nane>
<| pAddress xsi:type="xsd:string">10.77.31. 15</1| pAddress>
<Di r Nunber xsi:type="xsd:string" xsi:nil="true"/>
<C ass xsi:type="nsl: Devi ceC ass">Medi aResour ces</ Cl ass>
<Model xsi:type="xsd: unsi gnedl nt">70</ Model >
<Product xsi:type="xsd: unsignedlnt">51</Product >
<BoxProduct xsi:type="xsd: unsi gnedl nt">0</ BoxProduct >
<Htt pd xsi:type="nsl: CnDevHtt pd" >No</ Ht t pd>
<Regi strationAttenpts xsi:type="xsd: unsi gnedl nt">0</Regi strati onAttenpts>
<IsCti Controllable xsi:type="xsd: bool ean">fal se</|sCti Controllabl e>
<Logi nUserld xsi:type="xsd:string" xsi:nil="true"/>
<Status xsi:type="nsl: CnDevRegSt at " >Regi st er ed</ St at us>
<St at usReason xsi :type="xsd: unsi gnedl nt " >0</ St at usReason>
<Per f MonCbj ect xsi:type="xsd: unsi gnedl nt " >6</ Per f MonQbj ect >
<DChannel xsi:type="xsd: unsi gnedl nt">0</ DChannel >
<Description xsi:type="xsd:string">MMH _Cl SCART15</ Descri pti on>
<H323Trunk xsi:type="nsl: H323Trunk" >
<Confi gNane xsi:type="xsd:string" xsi:nil="true"/>
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<TechPrefix xsi:type="xsd:string" xsi:nil="true"/>
<Zone xsi:type="xsd:string" xsi:nil="true"/>

<Renpt eCnBerver 1 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnBServer 2 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnBServer 3 xsi:type="xsd:string" xsi:nil="true"/>
<Al t GkLi st xsi:type="xsd:string" xsi:nil="true"/>
<ActiveCk xsi:type="xsd:string" xsi:nil="true"/>

<Cal | Si gnal Addr xsi:type="xsd:string" xsi:nil="true"/>
<RasAddr xsi:type="xsd:string" xsi:nil="true"/>

</ H323Tr unk>

<Ti meSt anp xsi:type="xsd: unsi gnedl nt">1204679735</ Ti meSt anp>

</itemp
<item xsi:type="nsl: CnmDevi ce">

<Nane xsi:type="xsd:string">MIP_2</ Nane>

<| pAddress xsi:type="xsd:string">10.77.31. 15</ | pAddr ess>

<Di r Nunmber xsi:type="xsd:string" xsi:nil="true"/>

<Cl ass xsi:type="nsl: Devi ceCl ass">Medi aResour ces</ Cl ass>

<Model xsi:type="xsd: unsi gnedl nt">110</ Model >

<Product xsi:type="xsd: unsi gnedl nt">30</Product >

<BoxProduct xsi:type="xsd: unsi gnedl nt">0</ BoxPr oduct >

<Ht t pd xsi:type="nsl: CnDevHt t pd" >No</ Ht t pd>

<Regi strationAttenpts xsi:type="xsd: unsi gnedl nt">0</Regi strati onAttenpts>
<IsCtiControllable xsi:type="xsd: bool ean">fal se</1sCti Control | abl e>
<Logi nUser|d xsi:type="xsd:string" xsi:nil="true"/>

<Status xsi:type="nsl: CnDevRegSt at " >Regi st er ed</ St at us>

<St at usReason xsi :type="xsd: unsi gnedl nt " >0</ St at usReason>

<Per f MonObj ect xsi:type="xsd: unsi gnedl nt " >13</ Per f MonObj ect >
<DChannel xsi:type="xsd: unsi gnedl nt">0</ DChannel >

<Description xsi:type="xsd: string">MIP_Cl SCART15</ Descri pti on>
<H323Trunk xsi:type="nsl: H323Trunk" >

<Confi gNane xsi:type="xsd:string" xsi:nil="true"/>
<TechPrefix xsi:type="xsd:string" xsi:nil="true"/>
<Zone xsi:type="xsd:string" xsi:nil="true"/>

<Renot eCnServer 1 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnServer 2 xsi:type="xsd:string" xsi:nil="true"/>
<Renpt eCServer 3 xsi:type="xsd:string" xsi:nil="true"/>
<Al t GkLi st xsi:type="xsd:string" xsi:nil="true"/>
<ActiveCk xsi:type="xsd:string" xsi:nil="true"/>

<Cal | Si gnal Addr xsi:type="xsd:string" xsi:nil="true"/>
<RasAddr xsi:type="xsd:string" xsi:nil="true"/>

</ H323Tr unk>

<Ti meSt anp xsi :type="xsd: unsi gnedl nt">1204679735</ Ti neSt anp>

</itenmp
</ CnDevi ces>
<litenmpr
</ CmNodes>
</ Sel ect OnDevi ceResul t >

<Statelnfo xsi:type="xsd:string">& t; Statelnfo C usterWde=&quot; 1&quot ; &gt ; & t; Node
Name=&quot ; Cl SCART15&quot ; Subsystentt art Ti me=&quot ; 1204679712&quot ; St at el d=&quot ; 4&quot ;

Tot al | t emsFound=&quot ; 4&quot ;

Tot al | t ensRet ur ned=&quot ; 4&quot ; / &gt ; & t; / St at el nf 0&gt ; </ St at el nf 0>

</ nsl: Sel ect CnDevi ceResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

Faults

For details about all the possible faults for SelectCmDevice operation, see SOAP Fault Error Codes,

page 4-137.
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RisPort Service: selectCtiltem Operation

The selectCtiltem operation allows clients to perform a CTI manager-related query.

Request Format
SOAP Action
The HTTP header should have following SOAP action:
SOAPAction: http://schemas. ci sco. conf ast/soap/ acti on/ #Ri sPort#Sel ect Ctiltens
Envelope Information
The query information should have an Envelope as follows:;
?xm  version="1.0" encodi ng="utf-8"?>
<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "

xm ns: soapenc="http://schemas. xnm soap. or g/ soap/ encodi ng/ "
xm ns:tns="http://schenas. ci sco. conf ast/soap/"
xm ns: types="http://schemas. ci sco. conlf ast/ soap/ encodedTypes"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: xsd="http://ww. w3. org/ 2001/ XM_Schenma" >
Session ID
The following example shows a SOAP header that contains asession ID. The client sets aunique session
ID.
<soap: Header >
<t ns: Ast Header id="id1">
<Sessionld xsi:type="xsd:string">j Sessi onl d</ Sessi onl d>
</ tns: Ast Header >
</ soap: Header >
<soap: Body soap: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<tns:SelectCtiltenmp<Statelnfo xsi:type="xsd:string" /><CtiSelectionCriteria href="#i dl"
/></tns:SelectCtiltenp
<tns:Cti SelectionCriteria id="idl" xsi:type="tns:Cti SelectionCriteria">
Maximum Device Information
The following example specifies the maximum number of devices that this search needs to return:
<MaxRet urnedl t ens xsi:type="xsd: unsi gnedl nt">10</ MaxRet ur nedl t ens>
CTI Application/Device/Line Specification
Thefollowing exampl e specifies on which CTI manager class Line/Device/Provider asearchis provided:
<CtiMgrCd ass xsi:type="tns: Cti MgrCl ass">Li ne</ Cti Mgr Cl ass>
Status of CTI Item Search
The following example specifies the Status of class on which to search:
<Status xsi:type="tns: Cti Status">Any</ St at us>
Server Name for Search
The following example specifies the server name on which the search is performed:
<NodeNane xsi:type="xsd:string" />
Cisco Unified Communications Manager XML Developers Guide
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Type of Search
The following example specifies the type of selection:
<Sel ect AppBy xsi:type="tns: Cti Sel ect AppBy" >Appl pAddr ess</ Sel ect AppBy>

List of Items That Needs to be Searched
The following example specifies an array for items for which the real-time statusis required:

<Appltens href="#id2" />Name /IP</tns:CtiSelectionCriteria>
<soapenc: Array id="id2" soapenc:arrayType="tns: Sel ect Applten{2]">
<Item href="#id3" /><Item xsi:null="1" /></soapenc: Array>

<tns: Sel ect Appltem i d="id3" xsi:type="tns: Sel ect Appltent>

<Appl tem xsi : type="xsd:string"/>

</tns: Sel ect Appl t en>

</ soap: Body>

</ soap: Envel ope>

Response Format

The Response includes a sequence of Unified CM Nodes with sequences of CTI devices and lines
real-time information:

<conpl exType nane='Ctiltenm >

<sequence>

<el ement nane=' Appld' type='xsd:string' />

<el ement nane=' Provi der Nane' type='xsd:string' />

<el enent nane='Userld'" type='xsd:string' />

<el ement nane=' Appl pAddr' type='xsd:string' />

<el ement nane=' AppStatus' type='tns:Cti Status'/>

<el enent nane=' AppSt at usReason' type='xsd: unsi gnedint'/>
<el enent nane=' AppTi meSt anp' type=' xsd: unsignedlint'/>
<el enent nane='Cti Device' type='tns:CtiDevice'/>

<el ement nanme='CtilLine' type='tns:Ctiline' />

</ sequence>

</ conpl exType>

CTI Device real-time information contains the following sequence of information:

<conpl exType nane=' Cti Devi ce' >

<sequence>

<el ement nane=' AppControl sMedi a' type=' xsd: bool ean' / >

<el ement nane=' Devi ceNane' type='xsd:string' />

<el enent nane=' Devi ceSt at us' type='tns:Cti Status'/>
<el ement nane=' Devi ceSt at usReason' type=' xsd: unsi gnedli nt' />
<el ement nane=' Devi ceTi neSt anp' type=' xsd: unsi gnedl nt' />

</ sequence>
</ conpl exType>

CTI Line contains the following sequence of information:

<conpl exType nane=' CtiLi ne' >

<sequence>
<el enent nane=' Di r Nunber" type='xsd:string' />
<el ement nane='Li neSt at us' type='"tns: Cti Status'/>
<el enent nane='Li neSt at usReason' type='xsd: unsignedlint'/>
<el ement nane='Li neTi meSt anp' type=' xsd: unsi gnedint'/>

</ sequence>
</ conpl exType>

Cisco Unified Communications Manager XML Developers Guide
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RisPort Service: SelectCtiDevice Operation (Includes IPv6 Devices)

Request Format

SelectCtiDevice API is used for querying CTI information on CTI application or device or line
published from Cisco CTl Manager. The SOAP API supports Call Manager device search for both CTI
device with IPv4 and IPv6 addresses. The device search criteria can be either CTI device IPv4 or 1Pv6
address but not both.

The operation name for invoking the API is SelectCtiDevice and the service URL is
https://< server>:8443/realtimeservice/services/RisPort70

N

Note  Theservice URL for release 7.1(2) isdifferent from the earlier releases. The service URL of this
release includes the version information.

The SelectCtiDevice operation comprises the SelectCtiltemlInput and SelectCtiltemOutput
messages:

<message nane="Sel ectCtiltemn nput">
<part nane="Statelnfo" type="xsd:string"/>
<part name="CtiSelectionCriteria" type="tns:Cti SelectionCriteria"/>
</ message>
<message nane="Sel ect CtiltenQutput">
<part nanme="Statelnfo" type="xsd:string"/>
<part name="SelectCtiltenResult" type="tns:SelectCiltenResult"/>
</ nessage>
<port Type nane="Ri sPort Type">
<operation name="SelectCtiltent>
<i nput nmessage="tns: SelectCtiltem nput"/>
<out put nessage="tns: SelectCtiltenQutput"/>
</ operati on>
</ port Type>

SOAP Action
HTTP header should have following SOAP action for these queries.

SOAPAction: http://schemas. ci sco. conf ast/soap/ acti on/ #Ri sPort 70#Sel ect Cti Devi ce

Envelope and Session 1D
Query information includes an envelope and session ID information as follows:

<?xm version="1.0" encodi ng="utf-8"?>

<soapenv: Envel ope

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"

xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: soap="http://schenas. ci sco. conf ast/ soap/"

xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<soapenv: Header >

<Ast Header xsi:type="soap: Ast Header">

<Sessionld xsi:type="xsd:string"/>

</ Ast Header >

</ soapenv: Header >

The SOAP header has the session ID that isaunique ID from the client.

SelectCtiltem Operation
The SelectCtiltem operation is first defined in the SOAP body element.
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<nsl: Sel ectCtiltem soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">

Stateinfo

If same Information is queried repetitively, then Stateinfo is sent from the previous request. Stateinfo
isthe string that is returned by the server and it represents the state of the real-time database.

<Statelnfo xsi:type="xsd:string" />

Selection Criteria
CtiSelectionCriteriais the selection criteria element. You can specify the following:
¢ MaxReturneditems
e CtiMgrClass
e Status
¢ NodeName
e SelectAppBy
e Appltems
e DevNames
¢ DirNumbers
The format is as follows:

<conpl exType nane="Cti Sel ectionCriteria">

<sequence>

<el ement nane="MaxRet urnedltens" nillable="true" type="xsd: unsignedlint"/>
<el ement nane="Cti Mgrd ass" nillable="true" type="tns: Cti MygrCl ass"/>

<el enent nane="Status" nillable="true" type="tns:Cti Status"/>

<el ement nane="NodeNane" nillable="true" type="xsd:string"/>

<el ement nane="Sel ect AppBy" nillable="true" type="tns: Cti Sel ect AppBy"/>
<el enent nane="Appltens" nillable="true" type="tns: Sel ect Appltens"/>

<el enent nane="DevNanmes" nillable="true" type="tns: Sel ect DevNanmes"/>

<el enent nane="Di r Nunbers" nill abl e="true" type="tns: Sel ect Di r Nunbers"/>
</ sequence>

</ conpl exType>

MaxReturnedltems
Specifies the maximum numnber of items to be returned.
Format:

<el ement nane="MaxRet urnedltens" nillable="true" type="xsd: unsignedlint"/>

CtiMgrClass

Specifies on which CTI manager class line or device, or provider the search is provided. The following
values are available:

e Provider

¢ Device

e Line
Format:

<si npl eType nanme="Cti Myrd ass" >
<restriction base="string">
<enuner ation val ue="Provider"/>
<enuner ati on val ue="Devi ce"/>
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<enuner ation val ue="Line"/>
</restriction>
</ si npl eType>

Status
Specifies the status of class on which to search. The following values are available:

Any

Open
Closed
OpenFailed

Unknown

Format:

<si npl eType nanme="Cti St atus">
<restriction base="string">
<enurer ati on val ue="Any"/>
<enunerati on val ue="COpen"/>
<enuneration val ue="Cl osed"/ >
<enurer ati on val ue="CpenFail ed"/ >
<enuner ati on val ue="Unknown"/ >
</restriction>

</ si npl eType>

NodeName
Specifies the server name on which the search is performed.

Format:

<el ement nane="NodeNane" nillable="true" type="xsd:string"/>

SelectAppBy
Specifies the type of selection. The following options are available:

Appld
ApplPV4Address
ApplPV6Address
Userld

Format:

<si npl eType nane="Cti Sel ect AppBy" >
<restriction base="string">

<enuner ation val ue="Appld"/>
<enuner ati on val ue="Appl PV4Addr ess"/ >
<enuner ati on val ue="Appl PV6Addr ess"/ >
<enuneration val ue="Userld"/>
</restriction>

</ si npl eType>

Example:

<Sel ect AppBy xsi:type="ns2: Cti Sel ect AppBy" href ="#i d2"/>

<mul ti Ref id="id2" soapenc:root="0"

soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xsi:type="ns6: Cti Sel ect AppBy"

xm ns: ns5="http://ccm cisco.conlfserviceability/soap/risport70/"

xm ns: soapenc="htt p://schemas. xm soap. or g/ soap/ encodi ng/ " >Appl d</ mul ti Ref >
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Appltems
Specifies an array for items for which the real-time status is required.

Format:

<conpl exType nanme="Sel ect Appl tens" >

<conpl exCont ent >

<restriction base="SOAP- ENC: Array" >

<attribute ref="soapenc:arrayType" wsdl:arrayType="tns: Sel ect Applten{]"/>
</restriction>

</ conpl exCont ent >

</ conpl exType>

<conpl exType nanme="Sel ect Appl t ent' >
<sequence>
<el enent nane="Appltent type="xsd:string"/>
</ sequence>
</ conpl exType>

Example:

<Appl tenms soapenc: arrayType="ns2: Sel ect Applten] 1]" xsi:type="soapenc: Array">
<item href="4#id1"/>

</ Appl t ens>

<mul ti Ref id="idl" soapenc:root="0"

soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "

xsi :type="ns4: Sel ect Appl t ent

xm ns: ns4="http://ccmcisco.coniserviceability/soap/risport70/">

<Appltem xsi:type="xsd:string">Quality Report Tool </ Appltenr

</mul ti Ref >

DevNames
Format:

<conpl exType nane="Sel ect DevNanes" >

<conpl exCont ent >

<restriction base="SOAP- ENC: Array" >

<attribute ref="soapenc:arrayType" wsdl:arrayType="tns: Sel ect DevNane[]"/>
</restriction>

</ conpl exCont ent >

</ conpl exType>

<conpl exType nanme="Sel ect DevNane" >
<sequence>
<el ement nane="DevNane" type="xsd:string"/>
</ sequence>
</ conpl exType>

Example:

<DevNanmes xsi:type="ris: Sel ect DevNanmes" soapenc: arrayType="ris: Sel ect DevNane[]" >
<ltem xsi:type="ris: DevNane"> devl </Itenr

DirNumbers
Specifies the directory number.

Format:

<conpl exType nanme="Sel ect Di r Nunber s" >

<conpl exCont ent >

<restriction base="SOAP- ENC: Array" >

<attribute ref="soapenc:arrayType" wsdl:arrayType="tns: Sel ect Di r Nunber[]"/>
</restriction>

</ conpl exCont ent >

</ conpl exType>
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<conpl exType nane="Sel ect Di r Nunber " >
<sequence>
<el enent nane="Di r Nunber" type="xsd:string"/>
</ sequence>
</ conpl exType>

Example:

<Di r Nunbers xsi:type="ns2: Sel ect Di r Nunber" xsi:nil="true"/>
As part of CtiSelectionCriteria object, the element CtiSelect AppBYy can have IPv4 or | Pv6 addresses as
search criteria. In the request, we can specify multiple Appltems, DevNames and DirNumbers. The
format of the array elements with such arequest is as follows:

<Appltenms xsi:type= "ris: Sel ect Applteni soapenc:arrayType="ris: Sel ect Appltens[]">
<item xsi:type="ris:Applteni>A Ci sco DB</itenr

<item xsi:type="ris: Appltem >C sco</itenpr

</ Appl t ens>

<DevNanmes xsi:type="ris: Sel ect DevNanmes" soapenc: arrayType="ris: Sel ect DevNane[]" >
<Item xsi:type="ris: DevNane"> devl </Itenp

<Item xsi:type="ris: DevNane"> dev2 </Itenp

</ DevNanmes>

<Di r Nunbers xsi:type="ris: Sel ect Di r Nunbers" soapenc:arrayType="ris: Sel ect Di r Nunber[]">
<Item xsi:type="ris:DirNunber"> dirl </Iten>
<Item xsi:type="ris:DirNunber"> dir2 </Iten>
</ Di r Nunber s>
In the sample request, the ReturnCode is a string:

<si npl eType nane="Ret ur nCode" >
<restriction base="xsd:string"/>
</ si npl eType>
SelectCtiltem API can be used to search the CtiLine items. In order to do that, the query needs to be
modified by having <CtiMgrClass xsi:type="ris: CtiMgrClass">Line </CtiMgrClass> in the request.

The response follows the following schema:

<conpl exType nanme="Sel ectCtiltenResul t">

<sequence>

<el enent nane="Total | t enmsFound" type="xsd: unsi gnedint"/>

<el enent nane="Cti Nodes" nillable="true" type="tns: Cti Nodes"/>
</ sequence>

</ conpl exType>

TotalltemsFound
Displays the total items found.

Format:

<el enent nane="Total | t ensFound" type="xsd: unsi gnedint"/>
Example:

<Total | temsFound xsi :type="xsd: unsi gnedl nt">1</Tot al | t ensFound>

Node Information
The following node information are displayed:

e ReturnCode
e Name

¢ NoChange
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Ctiltems

Format:

<conpl exType nane="Cti Nodes" >
<conpl exCont ent >

<restriction base="SOAP- ENC: Array">
<attribute ref="soapenc:arrayType" wsdl:arrayType="tns: Cti Node[]"/>
</restriction>

</ conpl exCont ent >
</ conpl exType>

<conpl exType nane="Cti Node" >

<sequence>

<el enent nane="ReturnCode" type="tns: Ri sReturnCode"/>

<el enent nane="Nanme" type="xsd:string"/>

<el enent nane="NoChange" type="xsd: bool ean"/>

<element nanme="Ctiltens" nillable="true" type="tns:Ctiltens"/>

</ sequence

>

</ conpl exType>

ReturnCode
Displays the the RIS return codes. The following options are available:

Ok
NotFound

InvalidRequest
Internal Request
Internal Error

NodeNotResponding
InvalidNodeName
Format:

<el enent nane=' ReturnCode' type='tns: Ri sReturnCode'/>
<si npl eType nanme="Ri sRet ur nCode" >

<restricti
<enuner ati
<enumer ati
<enurner ati
<enumer ati
<enuner ati
<enuner ati

on
on
on
on
on
on
on

base="string">

val ue="C"/ >

val ue="Not Found"/ >

val ue="1nval i dRequest "/ >
val ue="Internal Error"/>

val ue="NodeNot Respondi ng"/ >
val ue="1nval i dNodeNane"/ >

</restriction>

Name
Displays the name of the node.

Example:

Name xsi:type="xsd:string">172.27.203. 17</ Nane>

NoChange

Example:

<NoChange xsi :type="xsd: bool ean">f al se</ NoChange>

Ctiltems
Displays the following informations:
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e Appld
e Userld
e ApplpAddr
e Applpv6Addr
e AppStatus
¢ AppStatusReason
e AppTimeStamp
e CtiDevice
e CtiLine
Format:

<conpl exType name="Ctilteni>

<sequence>

<el ement nane="Appld" nillable="true" type="xsd:string"/>

<el enent nane="User|d" nillable="true" type="xsd:string"/>

<el ement nane="Appl pAddr" nillabl e="true" type="xsd:string"/>

<el ement nane="Appl pv6Addr" nillable="true" type="xsd:string"/>

<el enent nane="AppStatus" nillable="true" type="tns:Cti Status"/>

<el ement nane="AppSt at usReason” nill abl e="true" type="xsd: unsignedint"/>
<el enent nane="AppTi meStanp” nillabl e="true" type="xsd:unsignedint"/>
<el enent nane="Cti Device" nillable="true" type="tns:CtiDevice"/>

<el enent nane="CtiLine" nillable="true" type="tns:CtiLine"/>

</ sequence>

</ conpl exType>

Appld

Displays the application ID.

Example:
<Appld xsi:type="xsd:string">Quality Report Tool </ Appl d>

Userld
Displays the user ID.

Example:
<Userld xsi:type="xsd: string">XXXSysUser </ User | d>

ApplpAddr
Displays the |Pv4 address.
Example:
<Appl pAddr xsi:type="xsd:string">xxx.X.X.x</ Appl pAddr >

Applpv6Addr
Displays the IPv6 address.

AppStatus
Example:

<AppSt atus xsi:type="ns2: Cti Stat us">Cpen</ AppSt at us>
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AppStatusReason
Example:

<AppSt at usReason xsi : type="xsd: unsi gnedl nt " >0</ AppSt at usReason>

AppTimeStamp
Example:

<AppTi meSt anp xsi : type="xsd: unsi gnedl nt " >1221380548</ AppTi neSt anp>

CtiDevice
Displays the following information realted to CTI device:

AppControlsMedia
DeviceName
DeviceStatus
DeviceStatusReason

DeviceTimeStamp

Format:

<conpl exType nanme="Cti Devi ce">

<sequence>

<el ement nane="AppControl sMedi a" nill abl e="true" type="xsd: bool ean"/ >

<el enent nane="Devi ceName" nill abl e="true" type="xsd:string"/>

<el enent nane="DeviceStatus" nillable="true" type="tns:Cti Status"/>

<el ement nane="Devi ceSt at usReason” nill abl e="true" type="xsd: unsignedint"/>
<el enent nane="Devi ceTi meStanmp" nillabl e="true" type="xsd:unsignedlint"/>

</ sequence>

</ conpl exType>

CtiLine
Displays the following information related to CTlI line:

DirNumber
LineStatus
LineStatusReason

LineTimeStamp

Format:

<conpl exType nane="CtiLi ne">

<sequence>

<el enent nane="Di r Nunber" type="xsd:string"/>

<el ement nane="Li neStatus" type="tns:Cti Status"/>

<el ement nane="Li neSt at usReason" type="xsd: unsi gnedlnt"/>
<el enent nane="Li neTi meSt anp" type="xsd: unsignedlnt"/>

</ sequence>

</ conpl exType>
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RisPort SOAP Service

<soapenv: Envel ope xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"

xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"

xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"

xm ns:ris="http://ccmcisco.coniserviceability/soap/risport70/"

xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<soapenv: Body>

<nsl: Sel ectCtiltem soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "

xm ns: nsl="http://schenas. ci sco. conf ast/soap/">
<Statelnfo xsi:type="xsd:string" xsi:nil="true"/>
<CtiSelectionCriteria href="#id0o"/>
</nsl:SelectCtiltenr
<mul ti Ref id="id0" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "

Xxsi:type="ns2: Cti Sel ectionCriteria" xm ns:ns2="http://schenas. ci sco. conf ast/soap/">
<MaxRet urnedltens xsi:type="xsd: unsi gnedl nt">20</ MaxRet ur nedl t enms>

<CtiMgrC ass xsi:type="ris:CiMrC ass">Provider</Cti MyrC ass>

<Status xsi:type="ris:CtiStatus">Any</ St at us>
<NodeNane xsi:type="xsd:string">172.27.203. 17</ NodeNane>
<Sel ect AppBy xsi:type="ns2: Cti Sel ect AppBy" href ="#i d2"/>

<Appl tenms soapenc: arrayType="ns2: Sel ect Applten{1]" xsi:type="soapenc: Array" >

<item href="#idl1"/>

</ Appl t ems>
<DevNanes xsi:type="ns2: Sel ect DevNane" xsi:nil="true"/>
<Di r Nunbers xsi:type="ns2: Sel ect Di r Nunber" xsi:nil="true"/>

</mul ti Ref>
<mul ti Ref id="idl" soapenc:root="0"
soapenv: encodi ngStyl e="htt p://schemas. xn soap. or g/ soap/ encodi ng/ "
Xsi :type="ns4: Sel ect Appl t ent’
xm ns: ns4="http://ccmcisco.coniserviceability/soap/risport70/">
<Appltem xsi:type="xsd:string">Quality Report Tool </ Applten>
</mul ti Ref>
<mul ti Ref id="id2" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xsi:type="ns6: Cti Sel ect AppBy"
xm ns: ns5="http://ccm cisco.conlfserviceability/soap/risport70/"

xm ns: soapenc="htt p://schemas. xm soap. or g/ soap/ encodi ng/ " >Appl d</ mul ti Ref >

</ soapenv: Body>
</ soapenv: Envel ope>

Response Example

<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/ "

xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Sel ectCtiltenResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<SelectCtiltenmResult xsi:type="ns2:SelectCiltenResult"
xm ns: ns2="http://schenas. ci sco. conf ast/soap/risport70/">

<Total | t emsFound xsi :type="xsd: unsi gnedl nt">1</ Tot al | t enmsFound>
<Cti Nodes soapenc: arrayType="ns3: Cti Node[ 1]" xsi:type="soapenc: Array"

xm ns: ns3="http://ccm cisco.conlfserviceability/soap/risport70/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<item xsi:type="ns2: Cti Node" >

<Ret ur nCode xsi:type="ns3: Ri sReturnCode" >0k</ Ret ur nCode>

<Nane xsi:type="xsd:string">172.27.203. 17</ Nanme>
<NoChange xsi :type="xsd: bool ean" >f al se</ NoChange>

<Ctiltens soapenc:arrayType="ns3:Ctilten{1]" xsi:type="soapenc: Array">
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<item xsi:type="ns2: Ctiltenm>
<Appld xsi:type="xsd:string">Quality Report Tool </ Appl d>
<Userld xsi:type="xsd: string">CCMQRTSysUser </ User | d>
<Appl pAddr xsi:type="xsd:string">127.0.0. 1</ Appl pAddr >
<Appl pv6Addr xsi:type="xsd:string" xsi:nil="true"/>
<AppSt atus xsi:type="ns2: Cti St at us">0Open</ AppSt at us>
<AppSt at usReason xsi :type="xsd: unsi gnedl nt " >0</ AppSt at usReason>
<AppTi meSt anp xsi :type="xsd: unsi gnedl nt">1221380548</ AppTi meSt anp>

<CtiDevice xsi:type="ns3:CtiDevice" xsi:nil="true"/>
<CtilLine xsi:type="ns3:CtiLine" xsi:nil="true"/>
<litemp
</Ctiltems>
</litemp
</ Cti Nodes>

</SelectCtiltenResult>
<Statelnfo xsi:type="xsd:string">& t; Statelnfo>& t; Node Nane="172.27.203. 17"
SubsystentStart Ti me="1221380428" Statel d="134" Total | t emsFound="1"
Total | t ensRet urned="1"/>&l t;/ St at el nf 0></ St at el nf 0>
</ nsl: Sel ectCtiltenResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

Fault

For details about all the possible faults for SelectCmDevice operation, see SOAP Fault Error Codes,
page 4-137.
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RisPort Service: getServerinfo Operation

Request Format

The getServerInfo operation exports the following information from the Server Information SOAP
interface:

¢ Host Name =MCS-SD4
e OS Name =Linux
e OSArch=i386
e OSVersion =2.4.21-15.ELsmp
¢ Java Runtime Version =1.4.2_05-b04
e Java Virtual Machine vendor =Sun Microsystems Inc.
e CallManager Version =7.0.1
The getServerInfo operation comprises the getServerlnfoRequest and getServerlnfoResponse:

<wsdl : operati on nane="get Serverlnfo">

<wsdl soap: oper ati on
soapAction="http://schenmas. ci sco. com ast/ soap/ acti on/ #Per f nonPort #Get Server I nfo" />
<wsdl : i nput nanme="get Server | nf oRequest " >

<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
nanespace="http://schemas. ci sco. conf ast/soap/" use="encoded" />

</ wsdl : i nput >
<wsdl : out put nane="get Server | nf oResponse" >

<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/"
namespace="http://schemss. ci sco. conf ast/soap/" use="encoded" />

</ wsdl : out put >

</ wsdl : operati on>

<soapenv: Envel ope xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xm ns: xsd="htt p://wwmw. w3. or g/ 2001/ XM_Schenma"
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: soap="http://schenas. ci sco. conf ast/ soap/ ">
<soapenv: Header >
<Ast Header xsi:type="soap: Ast Header" >
<Sessionld xsi:type="xsd:string">999</ Sessi onl d>
</ Ast Header >
</ soapenv: Header >
<soapenv: Body>
<soap: Get Server | nfo
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<Hosts xsi:type="soap: ArrayOf Host s" >
<l--Zero or nore repetitions:-->
<item xsi :type="xsd: string">UCM Host Naneor | P</itenp
</ Host s>
</ soap: Get Server | nf o>
</ soapenv: Body>
</ soapenv: Envel ope>
In the request, an ArrayOfHosts definition gets specified, and the response provides the server

information for the list of hostnames that are specified in the array.
<wsdl : mressage nanme="get Server | nf oRequest" >

<wsdl : part nanme="Hosts" type="inpl:ArrayCf Hosts" />
</ wsdl : ressage>
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Response Format

Faults

Example

The response comprises an ArrayOfServerinfo:

<wsdl : mressage nane="get Server | nf oResponse" >
<wsdl : part nanme="Server|nfo" type="inpl:ArrayOX Serverlnfo" />
</ wsdl : mressage>
<conpl exType nane="ArrayCf Server| nfo">
<conpl exCont ent >
<restriction base="soapenc: Array">
<attribute ref="soapenc: arrayType" wsdl:arrayType="inpl:Serverlnformation[]" />
</restriction>
</ conpl exCont ent >
</ conpl exType>

ServerInformation consists of the following sequence of elements:

<conpl exType nanme="Server|nformation">
<sequence>
<el enent nane="Host Name" nillable="true" type="xsd:string" />
<el enent nane="os-nanme" nillable="true" type="xsd:string" />
<el ement nane="os-version" nillable="true" type="xsd:string" />
<el enent nane="os-arch" nillable="true" type="xsd:string" />
<el enent nane="j ava-runtine-version" nillable="true" type="xsd:string" />
<el ement nane="java-vmvendor" nillable="true" type="xsd:string" />
<el enent nane="cal | - manager-version" nillable="true" type="xsd:string" />
<el enent nane="Active-versions" nillable="true" type="xsd:string" />
<el enent nane="I|nActive-versions" nillable="true" type="xsd:string" />
</ sequence>
</ conpl exType>

The Server sends a fault for “Error message context isNULL.” This error does not appear in normal
operation.

The following fault is sent if an HTTPS connection fails to a remote server — “Error initiating https
connection to <URL>."

Request example

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="htt p://wwmw. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Scherne- i nst ance" >
<soapenv: Body>
<nsl: Get Server| nfo soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Hosts soapenc: arrayType="soapenc:string[1l]" xsi:type="soapenc: Array"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<item xsi :type="soapenc:string">10.77.31. 15</itenp
</ Host s>
</ nsl: Get Server | nf o>
</ soapenv: Body>
</ soapenv: Envel ope>

Cisco Unified Communications Manager XML Developers Guide
m. 0L-20944-01 |



| Chapter4

Serviceability XML Programming

RisPort SOAP Service W

Response example

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Get Server | nf oResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. conf ast/soap/">
<Server | nfo soapenc:arrayType="nsl: Serverlnformation[1]" xsi:type="soapenc: Array"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<item xsi:type="nsl: Serverlnfornmation">

<Host Nanme xsi :type="xsd: string">Cl SCART15</ Host Nane>

<0s- nane xsi:type="xsd: string">V0OS</ os-nanme>

<os-version xsi:type="xsd:string">2.6.9-42. ELsnp</ 0s-version>

<os-arch xsi:type="xsd:string">i 386</ 0s-arch>

<java-runti ne-version xsi:type="xsd:string">1.5.0_14-b03</java-runti me-versi on>

<j ava-vm vendor xsi:type="xsd:string">Sun M crosystens |nc.</java-vm vendor>

<cal | - manager - versi on xsi:type="xsd:string">7.0.0.39700-8</cal | - nanager - ver si on>

<Active_Versions xsi:type="xsd:string">hwdata-0.146.23. EL-1 : os-ver-4.0.0.0-7
redhat-1o0gos-1.1.26-1 : setup-2.5.37-1.3 : basesystem8.0-4 : tzdata-2007k-1.el4
glibc-2.3.4-2.25 : beecrypt-3.1.0-6 : chkconfig-1.3.13.4-1
conpat - | i bstdc++-296-2.96-132.7.2 : dos2unix-3.1-21.2 : e2fsprogs-1.35-12. 4. EL4
el futils-libelf-0.97.1-3 : ethtool-1.8-4 : gdbm1.8.0-24 : glib2-2.4.7-1
iputils-20020927-18.EL4.3 : attr-2.4.16-3 : acl-2.2.23-5 : libgpg-error-1.0-1
libselinux-1.19.1-7.2 : device-nmapper-1.02.07-4.0. RHEL4 : db4-4.2.52-7.1
libterncap-2.0.8-39 : mingetty-1.07-3 : bash-3.0-19.3 : bzip2-1.0.2-13.EL4.3
fior-0.99.1-2.el4 : iproute-2.6.9-3 : nm-st-0.8-1: ncurses-5.4-13
net-tool s-1.60-37. EL4.8 : openssl 096b-0. 9. 6b-22.46 : pcre-4.5-3.2. RHEL4
perl-Filter-1.30-6 : logrotate-3.7.1-5. RHEL4 : redhat-rel ease-4AS-5.5 : schedutils-1.4.0-2

setserial-2.17-17 : slang-1.4.9-8 : snmp-non-0.0.0.19-9 : strace-4.5.14-0.EL4.1

expect-5.42.1-1 : tnmpwatch-2.9.1-1 : unzip-5.51-7 : vimmniml-6.3.046-0. 40E. 7
zip-2.3-27 : file-4.10-2.EL4.4 : binutils-2.15.92.0.2-21 : diffutils-2.8.1-12
gawk-3.1.3-10.1 : grep-2.5.1-32.2 : ash-0.3.8-20 : gzip-1.3.3-16.rhel 4

krb5-1ibs-1.3.4-27 : libidn-0.5.6-1 : libxslt-1.1.11-1 : npetty-1.1.31-2
openssl -0.9.7a-43.14 : bind-utils-9.2.4-24. EL4 : net-snnp-libs-5.1.2-11. EL4.7
pdksh-5.2.14-30.3 : readline-4.3-13 : |vn2-2.02.06-6.0. RHEL4 : [|ibxm 2-python-2.6.16-6

rpmlibs-4.3.3-18_nonpt| : shadow utils-4.0.3-60. RHEL4 : dbus-glib-0.22-12. EL. 8
nscd-2.3.4-2.25 : rpm4.3.3-18_nonpt| : sysklogd-1.4.1-26_EL : sysreport-1.3.15-8
tftp-0.39-1 : toncat-5.5.17-0 : cactus-12.1.5-3 : elixir-4.2-3 : log4j-1.2.8-3
pgj dbc-7.3.3-3 : saaj-1.3-3 : uni xODBC-2.2.11-1. RHEL4.1 : vi mcommon- 6. 3. 046- 0. 40E. 7
xerces-2.6.2-3 : cracklib-2.7-29 : pam0.77-66.17 : authconfig-4.6.10-rhel 4.3
policycoreutils-1.18.1-4.9 : sudo-1.6.7p5-30.1.3 : util-linux-2.12a-16. EL4. 20
udev-039-10.15. EL4 : initscripts-7.93.25. EL-1 : cyrus-sasl-2.1.19-5.  EL4
dhclient-3.0.1-58. EL4 : kbd-1.12-2 : kernel-utils-2.4-13.1.83 : nkinitrd-4.2.1.8-1
kernel -snp-2.6.9-42. EL : iptables-1.2.11-3.1. RHEL4 : |ibpcap-0. 8. 3-10. RHEL4
net-snnp-utils-5.1.2-11. EL4. 7 : gnupg-1.2.6-9 : nss_| dap-226-17
openssh-clients-3.9pl-8. RHEL4.17.1 : openssh-server-3.9pl-8. RHEL4.17.1 : passwd-0.68-10.1
t cpdunp- 3. 8. 2-10. RHEL4 : sysstat-5.0.5-11.rhel4 : master-7.0.0.39700-8
platformscript-2.0.0.1-1 : platformcomon-2.0.0.1-1 : platformdrf-2.0.0.2-2
platformservM2.0.0.1-1 : platformipsec-1.0.0.0-1 : platformapi-3.0.0.0-6
platformutil-2.0.0.1-1 : cmscript-5.0.1.0-1 : cmlib-1.0.0.0-1 : cmdbns-1.0.0.0-1 :
cmccmadmin-1.1.0.0-1 : cmbps-1.1.0.0-1 : cmalarmO0.0.0.1-0 : cmccnm b-0.0.0.1-0
cmcdp-0.0.0.1-0 : cmsvc-web-0.0.0.1-1 : cmRIS-0.0.0.1-0 : cmreporter-0.0.0.1-0
cmrtnt-client-plugin-0.0.0.2-0 : cm soap-cdrondenandservice-0.0.0.1-0
cm soap- perfnonservice-0.0.0.1-0 : cmcar-1.0.0.0-1 : cmsecurity-1.0.0.0-1
cmctlp-1.0.0.0-1 : cmdna-5.0.0.2-1 : cmauthentication-1.0.0.1-0 : cmdirsync-1.0.0.1-0
cmac-2.0.0.1-0 : cmlocale-english_united_states-7.1.0.1-1 : cmaxl-1.1.0.0-1
cmccnmuser-1.1.0.0-1 : cmipvme-7.0.0.0-1 : cmtsp-plugin-7.0.0.2-0
cm app-services-0.0.0.1-0 : cmwebdialer-0.0.0.1-0 : cmjtapi-plugin-7.0.0.9700-2
cmlicensing-2.0.0.0-0 : cmdevicepack-1.0.0.0-0 : cmccnhel p-1.1.0.0-2
cmsrstctliclient-0.0.0.1-0 : cmecntontat-1.1.0.0-1 : cmgrt-1.1.0.0-1 : nsg-2007.10-1
Il F-10.00. UC7X1-1 : glsclient-4.00.UC7-1 : hpasm 7.8.0-88.rhel4 : cmanic-7.8.0-3.rhel 4
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hpadu-7.80-6 : conps-4AS-0.20060803 : libgcc-3.4.6-3.1 : preferences-1.0.1-6 :
rootfiles-8-1: filesystem?2.3.0-1 : terntap-5.4-3 : glibc-comon-2.3.4-2.25 :
audit-1ibs-1.0.14-1. EL4 : bzip2-1ibs-1.0.2-13.EL4.3 : conpat-db-4.1.25-9 :
conpat -l ibstdc++-33-3.2.3-47.3 : dosfstools-2.8-15: eject-2.0.13-11 : elfutils-0.97.1-3 :
expat-1.95.7-4 : glib-1.2.10-15 : hdparm5.7-2 : libattr-2.4.16-3 : l|ibacl-2.2.23-5:
libcap-1.10-20 : libgcrypt-1.2.0-3 : libsepol-1.1.1-2 : libstdc++3.4.6-3.1 : gnp-4.1.

| sof-4.72-1.4 . nktenp-1.5-20 : audit-1.0.14-1. EL4 : crontabs-1.10-7 : fiostats-0.99.

java-provides-1.0.0.2-0 : nc-1.10-22 : less-382-4 : CpenlPM-1libs-1.4.14-1.4E. 13 :
patch-2.5.4-20 : perl-5.8.5-36. RHEL4 : popt-1.9.1-18 nonptl : psmisc-21.4-4.1 :
rsync-2.6.3-1 : setarch-1.6-1 : sg3_utils-1.06-3 : newt-0.51.6-9.rhel4 : star-1.5a25-6 :
tcl-8.4.7-2 : tcp_wappers-7.6-37.2 : traceroute-1.4al2-24 : ushbutils-0.11-6.1 :
words-3.0-3 : zlib-1.2.1.2-1.2 : info-4.7-5.el4.2 : cpio-2.5-9. RHEL4 :
findutils-4.1.20-7.el4.1 : gdb-6.3.0.0-1.132. EL4 : coreutils-5.2.1-31.4 : grub-0.95-3.5 :
jdk-1.5.0_14-fcs : krb5-workstation-1.3.4-27 : libxm 2-2.6.16-6 : nake-3.80-6. EL4 :
modul e-init-tools-3.1-0.pre5.3.2 : bind-1ibs-9.2.4-24. EL4 : curl-7.12.1-8.rhel 4 :
Openl PM -1.4.14-1.4E.13 : procps-3.2.3-8.4 : bc-1.06-17.1 : python-2.3.4-14.3 :
PyXML-0.8.3-6 : sed-4.1.2-5.EL4 : dbus-0.22-12. EL.8 : MAKEDEV-3.15.2-3 :
ntp-4.2.0.a. 20040617-4. EL4. 1 : stunnel-4.05-3 : tar-1.14-12. RHEL4 : tcsh-6.13-9 :
time-1.7-25 : activation-1.0.0-3 : ecs-1.4.2-3 : jaxm1.1.2-3 : mail-1.0.0-3 :
regexp-1.3-3 : struts-1.1-3 : utenmpter-0.5.5-5: xalan-2.7.0-3 : xmstarlet-1.0.1-1 :
cracklib-dicts-2.7-29 : at-3.1.8-80_EL4 : pamkrb5-2.1.8-1 : screen-4.0.2-5 :
SysVinit-2.85-34.3 : hotplug-2004_04_01-7.7 : hal-0.4.2-4.EL4 : acpid-1.0.3-2 :
cyrus-sasl-md5-2.1.19-5. EL4 : ipsec-tools-0.3.3-6.rhel 4.1 : kudzu-1.1.95.15-1 :
I msensors-2.8.7-2.40.3 : kernel-2.6.9-42. EL : dhcp-3.0.1-58. EL4 :
i ptabl es-ipv6-1.2.11-3.1. RHEL4 : net-snnp-5.1.2-11. EL4.7 : openldap-2. 2. 13-6. 4E :
libuser-0.52.5-1.el4.1 : openssh-3.9pl-8. RHEL4.17.1 : netdunp-0.7.16-2 :
netdunp-server-0.7.16-2 : pciutils-2.1.99.test8-3.2 : vixie-cron-4.1-44.EL4 : which-2.16-4

platformver-2.0.0.1-1 : platformui-2.0.0.1-1 : platformlicensing-2.0.0.0-1 :
pl at for mrenot esupport-2.0.0.1-3 : platformcm1.0.0.0-1 : platformcsa-5.2.0-245.1
platformclm2.0.0.1-1 : os-services-1.1-1 : cmver-7.0.0.39700-8 : cmpi-0.0.0.1-0 :
cmdbl-1.0.0.0-1 : cmcnplatform1.1.0.0-1 : cmtaps-plugin-7.0.2.0-1 :
cmsysl og-0.0.0.1-0 : cmsysapp-1.0.0.0-1 : cmlIpm0.0.0.1-0 :
cmreporter-servliet-0.0.0.12-0 : cmanc-0.0.0.1-0 : cmrtnt-servliet-0.0.0.1-0 :
cmlog4jinit-serviet-0.0.0.1-0 : cmsoap-logcollectionservice-0.0.0.1-0 :
cmsoap-realtinmeservice-0.0.0.1-0 : cmcef-0.0.0.1-0 : cmecdrdiv-1.0.0.0-1 :
cmcapf-1.0.0.0-1 : cmccm5.0.1.0-0 : cmencryption-1.0.0.1-0 : cmscheduler-1.0.0.1-0 :
cm CTl Manager-1.0.0.1-0 : cmtftp-1.0.0.1-0 : cmaxlsqltoolkit-plugin-1.1.0.0-1 :
cmpd-1.0.0.0-1 : cmeccntip-1.0.0.12-0 : cmipvnmed-6.0.0.1-1 : cmctlc-plugin-6.0.0.1-1 :
cmem0.0.0.1-0 : cmipma-0.0.0.1-0 : cmcm-1.0.0.1-0 : cmtct-svc-0.0.0.1-1 :
cmtoncatstats-0.0.0.1-0 : cmdhcp-1.0.0.2-0 : cmcfrt-0.0.0.1-0 : cmccmvr-6.0.0.1-1 :
cmcucreports-1.1.0.0-1 : gls-4.00.UC10-1 : nsgclient-2004.3-1 : csdk-2.90. UCAXD-1 :
hprsm 7.8.0-custom : hpsnh-2.1.8-177 : hponcfg-1.6.0-1 :</Active_Versions>

<l n_Active_Versions xsi:type="xsd:string">no packages :</In_Active_Versions>
</itemp
</ Server | nf o>
</ nsl: Get Server | nf oResponse>

</ soapenv: Body>

</ soapenv: Envel ope>

4-3
1-9
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RisPort Service: SelectCmDeviceSIP Operation

Request Format

The SelectCmDeviceSIP operation allows clients to perform Unified CM SIP device related queries.

SOAP Action
The HTTP header contains the following SOAP action for these queries:
SOAPAction: “http://schenmas. ci sco.com ast/ soap/ acti on/ #Ri sPort #Sel ect ChDevi ceSI P’

Envelope Information
Query information should have an Envelope as follows:

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv=http://schemas. xm soap. or g/ soap/ envel ope/
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Scherne- i nst ance" >
<soapenv: Body>
<nsl: Sel ect CnDevi ceSI P
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. conf ast/soap/">

State Info

If the same information is queried over and over again then Stateinfo needs to be sent from the previous

request for each repetitive query by aclient.

<Statelnfo xsi:type="xsd:string"/>

The selection criteria type CmSelectionCriteriaSI P follows the optional State Info:
<Cnfel ectionCriteriaSIP href="#i d0"/>
</ nsl: Sel ect CnDevi ceSl P>

CmSelectionCriteriaSI P comprises the following items:

¢ MaxReturnedDevices—Specifies how many maximum devices that can be returned for search
criteria

<MaxRet ur nedDevi ces xsi:type="xsd: unsi gnedl nt " >200</ MaxRet ur nedDevi ces>

¢ Class—Specifies the device class type that needs to be queried for Real-time status. Device classes

are Any, Phone, Gateway, H323, Cti, VoiceMail, MediaResources and Unknown.

<Cl ass xsi:type="xsd: string">Any</Cl ass>

¢ Model—Specifies the model of the device. 255 applies for all models.
<Mbdel xsi:type="xsd: unsi gnedl nt">255</ Model >

e Status—Specifies the device status in search criteria, which is one of Any, Registered,
UnRegistered, Rejected, PartiallyRegistered or Unknown.

<Status xsi:type="xsd: string">Regi st ered</ St at us>

¢ NodeName—Specifies the server name where the search needs to be performed. If you do not
specify a name, the system will search in all serversin cluster.

<NodeNane xsi:type="xsd:string" xsi:nil="true"/>

¢ SelectBy—Specifies the selection type for whether it is P Address/Name.

[ oL-20944-01
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Response Format

<Sel ect By xsi:type="xsd: string">Nane</ Sel ect By>

¢ Selectltems—Specifies the array of items for which search criteriais specified. The following
specifies an array that contains the IP Address or Device Name of the items for which the real-time
status is needed.

<Sel ectltens xsi:type="ns2:Selectltem xsi:nil="true"/>

¢ Protocol—Specifies the protocol name in the search criteria, which is one of Any, SCCPR, SIP, or
Unknown.

<Protocol xsi:type="ns3:Protocol" xsi:nil="true"/>

</ soapenv: Body>
</ soapenv: Envel ope>

Response follows this schema and contains one to many node information, plus the statelnfo that the
SOAP server returns. Each node includes a sequence of search information that was found based on the
search criteria

<conpl exType nane=' Sel ect CmDevi ceResul t SI P' >
<sequence>
<el ement nane=' Tot al Devi cesFound' type='xsd: unsignedint'/>
<el ement nanme=' CrNodes' type='tns: CrNodesSI P' />
</ sequence>
</ conpl exType>

CmNodesSIP is list of CmNodeSIP that are given in the search criteria.

<conpl exType nanme="CmNodesSI P" >
<conpl exCont ent >
<restriction base="SOAP- ENC: Array" >
<attribute ref="soapenc:arrayType" wsdl:arrayType="tns: CnNodeSI P[]"/ >
</restriction>
</ conpl exCont ent >
</ conpl exType>

Each CmNodesSI P has a sequence of devices and their registration status.
<conpl exType nanme=' CnmNodeSI P' >

<sequence>
<el ement nane=' Ret ur nCode' type='tns: Ri sReturnCode'/>
<el enent nane=' Nane' type='xsd:string' />
<el erent nane=' NoChange' type=' xsd: bool ean' / >
<el enent nane=' CmDevi ces' type='tns: CnrDevi cesSIP' />

</ sequence>
</ conpl exType>
<conpl exType nane="CrDevi cesSI P">
<conpl exCont ent >
<restriction base="SOAP- ENC: Array">
<attribute ref="soapenc:arrayType" wsdl:arrayType="tns: CnDeviceSIP[]"/>
</restriction>
</ conpl exCont ent >
</ conpl exType>

CmbDeviceSI P information will contain the following information:

<conpl exType nane="CrDevi ceSI P">
<sequence>
<el enent nane="Nanme" type="xsd:string"/>
<el ement nane="I|pAddress" type="xsd:string"/>
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<el ement nane="Di r Nunber" type="xsd:string"/>
<el ement nane="d ass" type="tns: DeviceC ass"/>
<el enent nane="Mbddel " type="xsd: unsi gnedlnt"/>
<el ement nane="Product" type="xsd: unsignedlnt"/>
<el ement nane="BoxProduct" type="xsd: unsignedlnt"/>
<el enent nane="Htt pd" type="tns: CnrDevHttpd"/>
<el ement nane="Regi strationAttenpts" type="xsd:unsignedlnt"/>
<el ement nane="1sCti Controll abl e" type="xsd: bool ean"/>
<el enent nane="Logi nUser|d" type="xsd:string"/>
<el enent nane="Status" type="tns: CrDevRegStat"/>
<el enent nane="St at usReason" type="xsd: unsi gnedlnt"/>
<el ement nane="Perf MnObject" type="xsd:unsignedlint"/>
<el enent nane="DChannel " type="xsd: unsignedlnt"/>
<el enent nane="Description" type="xsd:string"/>
<el ement nanme="H323Trunk" type="tns: H323Trunk"/>
<el enent nane="Ti neStanp" type="xsd: unsignedint"/>
<el enent nane="Protocol" type="tns:Protocol Type"/>
<el enent nanme="NunOf Li nes" type="xsd: unsignedint"/>
<el enent nane="Li nesStatus" type="tns: ChrDevLi nesSt at us"/>
</ sequence>
</ conpl exType>

Protocol defines the following enumerated protocol types:

<si npl eType nane="Prot ocol Type">
<restriction base="string">
<enuner ati on val ue="Any"/>
<enuner ati on val ue="SCCP"/ >
<enuneration val ue="SI P"/>
<enuner ati on val ue="Unknown"/ >
</restriction>
</ si npl eType>

CmbDevLinesStatus isalist of CmDevSinglelLineStatus:

<conpl exType nanme="CnDevLi nesSt at us">
<conpl exCont ent >
<restriction base="SOAP- ENC: Array">
<attribute ref="soapenc: arrayType"
wsdl : arrayType="t ns: CnDevSi ngl eLi neStatus[]"/>
</restriction>
</ conpl exCont ent >
</ conpl exType>

CmSingleLineStatus is a sequence of DN and DN status:

<conpl exType nanme="CnDevSi ngl eLi neSt at us" >
<sequence>
<el enent nane="DirectoryNunber" type="xsd:string"/>
<el enent nane="Status" type="tns: CnSi ngl eLi neSt atus"/ >
</ sequence>
</ conpl exType>

CmSingleL ineStatus defines the enumerated DN status as follows:

<si npl eType nane="CnSi ngl eLi neSt at us" >
<restriction base="string">
<enuner ation val ue="Any"/>
<enuner ati on val ue="Regi stered"/ >
<enunerati on val ue="UnRegi stered"/ >
<enuneration val ue="Rej ected"/>
<enuner ati on val ue="Unknown"/ >
</restriction>
</ si npl eType>

RisPort SOAP Service
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Example
The following example shows a SelectCmDeviceSI P response:

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Sel ect CnDevi ceSl PResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Sel ect CnDevi ceResul t SI P xsi :type="nsl: Sel ect CmDevi ceResul t SI P">
<Tot al Devi cesFound xsi : type="xsd: unsi gnedl nt " >4</ Tot al Devi cesFound>
<CnmNodes xsi:type="soapenc: Array" soapenc: arrayType="nsl: CmNodeSI P[ 2] "
xm ns: soapenc="http://schenmas. xm soap. or g/ soap/ encodi ng/ ">
<itemp
<Ret urnCode xsi:type="nsl: Ri sReturnCode">0Ok</ Ret ur nCode>
<Name xsi:type="xsd:string">node70</ Nane>
<NoChange xsi :type="xsd: bool ean" >f al se</ NoChange>
<CmDevi ces xsi:type="soapenc: Array" soapenc: arrayType="nsl: CnDevi ceS| P[ 4] ">
<itemp
<Nane xsi:type="xsd: string">SEP003094C25B01</ Nane>
<l pAddress xsi:type="xsd:string">192.20.0.1</|pAddress>
<Di r Nunber xsi:type="xsd: string">5001- Regi st ered</Di r Nunber >
<Cl ass xsi:type="nsl: Devi ceCl ass" >Phone</ Cl ass>
<Model xsi:type="xsd: unsignedl nt">7</ Mbdel >
<Product xsi:type="xsd: unsi gnedl nt">35</ Product >
<BoxProduct xsi:type="xsd:unsignedlnt" xsi:nil="true"/>
<Ht t pd xsi:type="nsl: CmDevHtt pd">Yes</Httpd>
<Regi strati onAttenpts xsi:type="xsd: unsignedl nt">0</Regi strati onAttenpts>
<IsCti Controll abl e xsi:type="xsd: bool ean">true</|1sCti Control | abl e>
<Logi nUser | d xsi:type="xsd:string">j dasO</Logi nUser | d>
<Status xsi:type="nsl: CmDevRegSt at " >Regi st er ed</ St at us>
<St at usReason xsi : type="xsd: unsi gnedl nt " >0</ St at usReason>
<Per f MonOhj ect xsi :type="xsd: unsi gnedl nt" >2</ Per f MonObj ect >
<DChannel xsi :type="xsd: unsi gnedl nt">0</ DChannel >
<Description xsi:type="xsd:string">Fake data</Descri pti on>
<H323Trunk xsi:type="nsl: H323Trunk" >

<ConfigName xsi:type="xsd:string" xsi:nil="true"/>
<TechPrefix xsi:type="xsd:string" xsi:nil="true"/>
<Zone xsi:type="xsd:string" xsi:nil="true"/>

<Renot eCnBerver1 xsi:type="xsd:string" xsi:nil="true"/>
<Renpt eCnfServer 2 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnBer ver 3 xsi:type="xsd:string" xsi:nil="true"/>
<Al t GkLi st xsi:type="xsd:string" xsi:nil="true"/>
<ActiveGk xsi:type="xsd:string" xsi:nil="true"/>

<Cal | Si gnal Addr xsi :type="xsd:string" xsi:nil="true"/>
<RasAddr xsi:type="xsd:string" xsi:nil="true"/>
</ H323Tr unk>
<Ti meStanp xsi:type="xsd: unsi gnedl nt">1110841855</ Ti neSt anp>
<Pr ot ocol xsi:type="nsl: Protocol Type">Sl P</ Prot ocol >
<Nunmf Li nes xsi:type="xsd: unsi gnedl nt">1</ Nuntf Li nes>
<Li nesStatus xsi:type="soapenc: Array"
soapenc: arrayType="ns1: CnDevSi ngl eLi neSt at us[ 1] " >
<itemp
<Di rect oryNunber xsi:type="xsd: string">5001</DirectoryNunber >
<Status xsi:type="nsl: CnSi ngl eLi neSt at us" >Regi st er ed</ St at us>
</litenp
</ Li nesSt at us>
<litemp
<itemp
<Nane xsi:type="xsd: string">SEP003094C25B02</ Nane>
<l pAddress xsi:type="xsd:string">192. 20. 0. 2</ | pAddr ess>
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<Di r Nunber xsi:type="xsd: string">5002-Regi stered</Di r Nunber >

<Cl ass xsi:type="nsl: Devi ced ass" >Phone</ Cl ass>

<Model xsi:type="xsd: unsi gnedl nt">7</ Mbdel >

<Product xsi:type="xsd: unsi gnedl nt">35</Product >

<BoxProduct xsi:type="xsd:unsignedlnt" xsi:nil="true"/>

<Ht t pd xsi:type="nsl: CmDevHtt pd">Yes</Httpd>

<Regi strati onAttenpts xsi:type="xsd: unsi gnedl nt">0</Regi strati onAttenpts>
<IsCtiControllable xsi:type="xsd: bool ean">true</|1sCti Controll abl e>
<Logi nUser|d xsi:type="xsd:string">j dasl</Logi nUserld>

<Status xsi:type="nsl: CmDevRegSt at " >Regi st er ed</ St at us>

<St at usReason xsi :type="xsd: unsi gnedl nt " >0</ St at usReason>

<Per f MonObj ect xsi :type="xsd: unsi gnedl nt">2</ Per f MonObj ect >
<DChannel xsi :type="xsd: unsi gnedl nt">0</ DChannel >

<Description xsi:type="xsd:string">Fake data</Description>
<H323Trunk xsi:type="nsl: H323Trunk" >

<ConfigName xsi:type="xsd:string" xsi:nil="true"/>
<TechPrefix xsi:type="xsd:string" xsi:nil="true"/>
<Zone xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnBerver1 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnBer ver 2 xsi:type="xsd:string" xsi:nil="true"/>
<Renpt eCnfServer 3 xsi:type="xsd:string" xsi:nil="true"/>
<Al t GkLi st xsi:type="xsd:string" xsi:nil="true"/>
<ActiveCk xsi:type="xsd:string" xsi:nil="true"/>
<Cal | Si gnal Addr xsi:type="xsd:string" xsi:nil="true"/>
<RasAddr xsi:type="xsd:string" xsi:nil="true"/>

</ H323Tr unk>
<Ti meStanp xsi:type="xsd: unsi gnedl nt">1110841855</ Ti neSt anp>
<Protocol xsi:type="nsl: Protocol Type">SI P</ Prot ocol >
<NumOf Li nes xsi :type="xsd: unsi gnedl nt">1</ NunCf Li nes>
<Li nesStatus xsi:type="soapenc: Array"
soapenc: arrayType="ns1: CnDevSi ngl eLi neSt at us[ 1] " >
<itemp
<Di rect oryNunber xsi:type="xsd:string">5002</DirectoryNunber>
<Status xsi:type="nsl: Cni ngl eLi neSt at us" >Regi st er ed</ St at us>
</litemp
</ Li nesSt at us>
<litemp
<itemp
<Narme xsi:type="xsd: string">SEP003094C25B03</ Nane>
<| pAddress xsi:type="xsd:string">192.20.0. 3</| pAddress>
<Di r Nunber xsi:type="xsd: string">5003- Regi st ered</Di r Nunber >
<Cl ass xsi:type="nsl: Devi ceC ass" >Phone</ Cl ass>
<Model xsi:type="xsd: unsi gnedl nt">7</ Mbdel >
<Product xsi:type="xsd: unsi gnedl nt">35</ Product >
<BoxProduct xsi:type="xsd:unsignedlnt" xsi:nil="true"/>
<Ht t pd xsi:type="nsl: CmDevHtt pd">Yes</Httpd>
<Regi strati onAttenpts xsi:type="xsd: unsignedl nt">0</Regi strati onAttenpts>
<IsCtiControllable xsi:type="xsd: bool ean">true</1sCti Controll abl e>
<Logi nUser|d xsi:type="xsd:string">j das2</Logi nUser | d>
<Status xsi:type="nsl: CmDevRegSt at " >Regi st er ed</ St at us>
<St at usReason xsi :type="xsd: unsi gnedl nt " >0</ St at usReason>
<Per f MonObj ect xsi:type="xsd: unsi gnedl nt">2</ Per f MonObj ect >
<DChannel xsi:type="xsd: unsi gnedl nt">0</ DChannel >
<Description xsi:type="xsd:string">Fake data</Descripti on>
<H323Trunk xsi:type="nsl: H323Trunk" >

<ConfigNane xsi:type="xsd:string" xsi:nil="true"/>
<TechPrefix xsi:type="xsd:string" xsi:nil="true"/>
<Zone xsi:type="xsd:string" xsi:nil="true"/>
<RenpteCnferver1l xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnBer ver 2 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnBer ver 3 xsi:type="xsd:string" xsi:nil="true"/>
<Al t GkLi st xsi:type="xsd:string" xsi:nil="true"/>
<ActiveGk xsi:type="xsd:string" xsi:nil="true"/>

<Cal | Si gnal Addr xsi :type="xsd:string" xsi:nil="true"/>
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<RasAddr xsi:type="xsd:string" xsi:nil="true"/>
</ H323Tr unk>
<Ti meStanp xsi:type="xsd: unsi gnedl nt">1110841855</ Ti neSt anp>
<Protocol xsi:type="nsl: Protocol Type">SlI P</Protocol >
<Nunmf Li nes xsi:type="xsd: unsi gnedl nt">1</ Nuntf Li nes>
<Li nesStatus xsi:type="soapenc: Array"

soapenc: arrayType="nsl: ChDevSi ngl eLi neSt atus[ 1] ">
<itemp
<Di rect oryNunber xsi:type="xsd: string">5003</DirectoryNunber>
<Status xsi:type="nsl: CnSi ngl eLi neSt at us" >Regi st er ed</ St at us>

</itenp

</ Li nesSt at us>
<litemp
<itenmp

<Nane xsi:type="xsd: string">SEP003094C25B04</ Nane>
<l pAddress xsi:type="xsd:string">192.20.0. 4</| pAddr ess>
<Di r Nunber xsi:type="xsd: string">5004- Regi st ered</Di r Nunber >
<Cl ass xsi:type="nsl: Devi ceCl ass" >Phone</ Cl ass>
<Model xsi:type="xsd: unsignedl nt">7</ Mbdel >
<Pr oduct xsi:type="xsd: unsi gnedl nt">35</ Product >
<BoxProduct xsi:type="xsd:unsignedlnt" xsi:nil="true"/>
<Ht t pd xsi:type="nsl: CmDevHtt pd">Yes</Httpd>
<Regi strati onAttenpts xsi:type="xsd: unsignedl nt">0</RegistrationAttenpts>
<IsCti Controll abl e xsi:type="xsd: bool ean">true</|1sCti Control | abl e>
<Logi nUser|d xsi:type="xsd:string">j das3</Logi nUser | d>
<Status xsi:type="nsl: CmDevRegSt at " >Regi st er ed</ St at us>
<St at usReason xsi : type="xsd: unsi gnedl nt " >0</ St at usReason>
<Per f MonObj ect xsi:type="xsd: unsi gnedl nt" >2</ Per f MonObj ect >
<DChannel xsi :type="xsd: unsi gnedl nt">0</ DChannel >
<Description xsi:type="xsd:string">Fake data</Descri pti on>
<H323Trunk xsi:type="nsl: H323Trunk" >

<ConfigName xsi:type="xsd:string" xsi:nil="true"/>
<TechPrefix xsi:type="xsd:string" xsi:nil="true"/>
<Zone xsi:type="xsd:string" xsi:nil="true"/>

<Renot eCnBerver1 xsi:type="xsd:string" xsi:nil="true"/>
<Renpt eCnfServer 2 xsi:type="xsd:string" xsi:nil="true"/>
<Renot eCnSer ver 3 xsi:type="xsd:string" xsi:nil="true"/>
<Al t GkLi st xsi:type="xsd:string" xsi:nil="true"/>
<ActiveGk xsi:type="xsd:string" xsi:nil="true"/>

<Cal | Si gnal Addr xsi :type="xsd:string" xsi:nil="true"/>
<RasAddr xsi:type="xsd:string" xsi:nil="true"/>
</ H323Tr unk>
<Ti meStanp xsi:type="xsd: unsi gnedl nt">1110841855</ Ti neSt anp>
<Prot ocol xsi:type="nsl: Protocol Type">SI P</ Prot ocol >
<Nunmf Li nes xsi:type="xsd: unsi gnedl nt">1</ Nuntf Li nes>
<Li nesStatus xsi:type="soapenc: Array"
soapenc: arrayType="ns1: CnDevSi ngl eLi neSt at us[ 1] " >
<itenp
<Di rect oryNunber xsi:type="xsd: string">5004</DirectoryNunber >
<Status xsi:type="nsl: Cni ngl eLi neSt at us" >Regi st er ed</ St at us>
</litenp
</ Li nesSt at us>
</itemr

</ CnDevi ces>

<litemp

<itemp
<Ret urnCode xsi:type="nsl: Ri sReturnCode">Not Found</ Ret ur nCode>
<Nanme xsi:type="xsd:string">node71</ Nane>
<NoChange xsi :type="xsd: bool ean">f al se</ NoChange>
<CmDevi ces xsi:type="soapenc: Array" soapenc:arrayType="nsl: ChrDevi ceSI P[0]"/>

<litemp

</ CmNodes>
</ Sel ect CnDevi ceResul t SI P>
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<Statelnfo xsi:type="xsd:string">& t;Statelnfo&gt; & t; Node Nanme=&quot ; node70&quot ;
Subsyst enfst art Ti mne=&quot ; 1110841841&quot ; St at el d=&quot ; 8&quot ;
Tot al | t ensFound=&quot ; 4&quot ; Tot al | t ensRet ur ned=&quot ; 4&quot ; / &gt ; & t ; Node
Name=&quot ; node71&quot ; Subsystenfstart Ti me=&quot ; 1110688669&quot ; St at el d=&quot ; 5772&quot ;
Tot al | t emsFound=&quot ; 0&quot ;
Tot al | t ensRet ur ned=&quot ; 0&quot ; / &gt ; & t;/ St at el nf 0&gt ; </ St at el nf 0>
</ nsl: Sel ect CnDevi ceSl PResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

Interface to Get Server Names and Cluster Name

The interface to get cluster name getServiceParameter, interface to get configured servers in cluster
listProcessNodeByService, and interface to get configured devices in cluster
listDeviceByNameAndClass are defined as part of the AXL Configuration APl WSDL file. Send your
gueries to API question mailer on these interfaces.
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PerfmonPort SOAP Service

The PerfmonPort (Performance Information Port) service comprises several operationsthat allow clients
to do the following perfmon-rel ated tasks:

¢ Collect perfmon counter data.

Serviceability XML APIs provide two ways to collect perfmon data:
session-based and single-transaction.

e Get alist of all perfmon objects and counter names that are installed in a particular host.

e Get alist of the current instances of a perfmon object.

e Get textual description of a perfmon counter.

Table 4-5 provides a summary of the SOAP PerfmonPort service operations.

Table 4-5 SOAP PerfmonPort Service Operations
Operation Description Reference
perfmonOpenSession Allows client programsto obtain asession |PerfmonPort Service:
handle from the Serviceability XML APIs |perfmonOpenSession Operation,
page 4-67
perfmonAddCounter Adds an array of countersto a session PerfmonPort Service:
handle perfmonAddCounter Operation,
page 4-68
perfmonRemoveCounter Removes an array of counters from a PerfmonPort Service:

session handle

perfmonRemoveCounter Operation,
page 4-70

perfmonCollectSessionData

Collects perfmon datafor all countersthat
have been added to the query handle

PerfmonPort Service:
perfmonCollectSessionData Operation,
page 4-72

perfmonCloseSession

Closes the session handle that the
PerfmonOpenSession retrieved

PerfmonPort Service:
perfmonCloseSession Operation,
page 4-74

perfmonListinstance

Returns a list of instances of a Perfmon
object in a particular host

PerfmonPort Service:
perfmonL istinstance Operation, page 4-75

perfmonQueryCounterDescription

Returns the help text of a particular
counter

PerfmonPort Service:
perfmonQueryCounterDescription
Operation, page 4-77

perfmonListCounter

Returns the list of Perfmon objects and
countersin a particular host

PerfmonPort Service:
perfmonListCounter Operation, page 4-78

perfmonCaollectCounterData

returns the Perfmon data for all counters
that belong to an object in a particular host

PerfmonPort Service:
perfmonCollectCounterData Operation,
page 4-80

For a description for Perfmon error codes, see the “ SOAP Fault Error Codes’ section on page 4-137.
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PerfmonPort Service: perfmonOpenSession Operation

Request Format

Response Format

Client programs submit the perfmonOpenSession operation to get a session handle from the
Serviceability XML APIs. The client needs a session handle to do the session-based perfmon counter
data collection. The session handle represents a universally unique identifier that is used once, which
guarantees that no duplicate handles exist. Serviceability XML APIs keep the opened handles in cache.
If no activity occurs on a handle for 25 hours, the Serviceability XML API removes the handle and
rendersit invalid.

Percentage counters require two samples to determine the average between the sample.
In a session-based perfmon data collection, use the following related operations:

¢ perfmonOpenSession

e perfmonAddCounter

¢ perfmonRemoveCounter

¢ perfmonCollectSessionData

¢ PerfmonCloseSession

After aclient gets a session handle, it normally proceeds to submit the PerfmonAddCounter operation

and then follows with the PerfmonColl ectSessionData operation. PerfmonCollectSessionData specifies
the main operation that collects perfmon datafor the clients. When the client no longer needs the session
handle, it should submit PerfmonCloseSession, so the Serviceability XML APIs can remove the handle
from cache. Clients can dynamically add new counters to the session handle and remove counters from
it by using the perfmonRemoveCounter operation while the session handle is still open.

The PerfmonOpenSession operation takes no parameter.

The following example shows the PerfmonOpenSession request:

Example

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >

<soapenv: Body>

<ns1: Per f mronOpenSessi on

soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. conf ast/soap/"/>

</ soapenv: Body>
</ soapenv: Envel ope>

PerfmonOpenSession returns a single element that is named SessionHandle. Its type specifies
SessionHandleType, which is derived from xsd:string, and it contains the guide for the session handle.

The following example shows the PerfmonOpenSession response:

Example
<?xm version="1.0" encodi ng="UTF-8"?>
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<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Per f ronOpenSessi onResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Sessi onHandl e
xsi :type="nsl: Sessi onHandl eType" >378273ba- ea59- 11dc- 8000- 000000000000</ Sessi onHandl e>
</ nsl: Per f ronOpenSessi onResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

PerfmonPort Service: perfmonAddCounter Operation

Request Format

Note

The perfmonAddCounter operation adds an array of counters to a session handle.

The perfmonAddCounter operation takes the following parameters:

e SessionHandle—The type is SessionHandleType, which is derived from xsd:string. It contains the
session handle that the previous perfmonOpenSession operation previously opened.

e ArrayOfCounter—Thetypefor this element is ArrayOf CounterType, which is an array of counter
elements. Each Counter element contains the name of a counter to be added to the session handle.

The following fragments from Serviceability XML APIs describe the types that this request uses:

<conpl exType nane=' ArrayCf Count er Type' >
<conpl exCont ent >
<restriction base=' SOAP- ENC: Array' >
<sequence>
<el enent nane=' Counter'’
type='tns: Counter Type' m nCccurs="1" maxCccur s=' unbounded' />
</ sequence>
</restriction>
</ conpl exCont ent >
</ conpl exType>

ArrayOfCounterType expects at least one Counter element in the array.

<conpl exType nane=' Count er Type' >
<sequence>
<el enent nane=' Nanme' type='tns: Count er NanmeType'/>
</ sequence>
</ conpl exType>

CounterType represents a structure, and it has a single element member: Name.

<si npl eType nane=' Count er NaneType' >
<restriction base='string' />
</ si npl eType>

The Name element that is of string-derived type contains the name of the counter.
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The following example shows the perfmonAddCounter request with two counters. This example uses a
single-reference accessor.

Example

<?xm version="1.0" encodi ng="utf-8" ?>
<soap: Envel ope xm ns: soap="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: soapenc="http://schenmas. xm soap. or g/ soap/ encodi ng/ "
xm ns:tns="http://tenpuri.org/"
xm ns: types="http://tenpuri.org/encodedTypes"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
xm ns: xsd="http://ww. w3. org/ 2001/ XM_Schenma" >
<soap: Body soap: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<gl: Per f ronAddCount er xm ns: gl="http://schemas. ci sco.conf ast/soap/">
<Sessi onHandl e xsi:type="xsd:string">
{ 1A490F1E- D82C- 403F- 9CF0O- CAD4ABD6FF3E}
</ Sessi onHandl| e>
<ArrayOf Count er soapenc: arrayType="ql: Count er Type[ 2] ">
<Count er >
<Narme>\\ nozoni \ process(i netinfo)\handl e count </ Nane>
</ Count er >
<Count er >
<Name>\\ nozoni \ process(csrss)\ handl e count </ Nane>
</ Count er >
</ ArrayOf Count er >
</ q1: Per f mronAddCount er " >
</ soap: Body>
</ soap: Envel ope

The following shows an example of the perfmonAddCounter request with three countersin the
ArrayOfCounter parameter. This example uses multireference accessors.

Example

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<ns1: Per f monAddCount er
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Sessi onHandl e
xsi :type="nsl: Sessi onHandl eType" >38d47c54- ea59- 11dc- 8000- 000000000000</ Sessi onHandl e>
<ArrayOf Count er soapenc: arrayType="nsl: CounterType[2]" xsi:type="soapenc: Array"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<item xsi:type="nsl: Counter Type">
<Name xsi:type="nsl: Counter NameType">\\10. 77. 31. 15\ Process\ Ni ce</ Nane>
<litemp
<item xsi:type="nsl: Counter Type">
<Name xsi:type="nsl: Counter NameType">\\10. 77. 31. 15\ Process\ Pl D</ Nane>
<litemp
</ ArrayOf Count er >
</ nsl: Per f nonAddCount er >
</ soapenv: Body>
</ soapenv: Envel ope>

Response Format

The following example shows that the perfmonAddCounter returns no output:
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Example

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Scherea"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >

<soapenv: Body>

<ns1: Per f ronAddCount er Response

soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. com ast/soap/"/>

</ soapenv: Body>
</ soapenv: Envel ope>

If pefmonAddCounter fails to add one or more counters that are specified in the request, Serviceability
XML APIsreply with a fault response. Some counters that are specified in the request may get
successfully added, while others failed to be added.

In this case, Serviceability XML APIsreply with afault. The Params element of Calllnfo element
specifies each failed counter name. Client programs can conclude that counter names, which are
specified in the request but do not appear in the fault message, actually get added successfully to the
guery handle.

PerfmonPort Service: perfmonRemoveCounter Operation

Request Format

The perfmonRemoveCounter operation removes an array of counters from a session handle.

The perfmonRemoveCounter operation takes the following parameters:

e SessionHandle—The type is SessionHandleType which is derived from xsd:string. It contains the
session handle that the PerfmonOpenSession operation opened previously.

¢ ArrayOfCounter—Thetypefor thiselement is ArrayOf Counter Type, which isan array of Counter
elements. Each Counter element contain the name of a counter to be added to the session handle.

The following example shows a perfmonRemoveCounter request with three countersin the
ArrayOfCounter parameter. This example uses single-reference accessor style.

<?xm version="1.0" encodi ng="utf-8" ?>
<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns:tns="http://tenmpuri.org/"
xm ns: types="http://tenpuri.org/encodedTypes"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_.Schema" >
<soap: Body soap: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<gl: Per f ronRenoveCount er xm ns: ql="http://schemas. ci sco. conf ast/soap/">
<Sessi onHandl e xsi:type="xsd:string">
{ 1A490F1E- D82C- 403F- 9CF0O- CAD4ABD6FF3E}
</ Sessi onHandl| e>
<ArrayOf Count er soapenc: arrayType="ql: Count er Type[ 2] ">
<Count er >
<Name>\\ nozoni \ process(i netinfo)\handl e count </ Nane>
</ Count er >
<Count er >
<Name>\\ nozoni \ process(csrss)\ handl e count </ Nane>
</ Count er >
<Count er >
<Name>\\ nozoni \ process(regsvc)\ handl e count </ Nanme>
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</ Count er >
</ ArrayOf Count er >
</ q1: Per f monRenoveCount er " >
</ soap: Body>
</ soap: Envel ope

The following example shows a perfmonRemoveCounter that uses multireference accessors.

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<ns1: Per f mronRenoveCount er
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. con ast/soap/">
<Sessi onHandl e
Xxsi :type="nsl: Sessi onHandl eType" >38d47c54- ea59- 11dc- 8000- 000000000000</ Sessi onHandl e>
<ArrayOf Count er soapenc: arrayType="nsl: Counter Type[2]" xsi:type="soapenc: Array"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<item xsi :type="nsl: Counter Type" >
<Nanme xsi:type="nsl: Counter NameType">\\10. 77. 31. 15\ Process\ Ni ce</ Nanme>
<litemr
<item xsi :type="nsl: Counter Type" >
<Narme xsi:type="nsl: Count er NameType">\\10. 77. 31. 15\ Pr ocess\ Pl D</ Nanme>
<litemp
</ ArrayCf Count er >
</ nsl: Per f nronRenoveCount er >
</ soapenv: Body>
</ soapenv: Envel ope>

The perfmonRemoveCounter operation returns no data in the response as shown by the following
example:

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >

<soapenv: Body>

<ns1: Per f ronRenmoveCount er Response

soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. com ast/soap/"/>

</ soapenv: Body>
</ soapenv: Envel ope>

If the PefmonRemoveCounter operation fails to remove one or more counters that the request specifies,
the Serviceability XML API replieswith afault response with semantics similar to PerfmonAddCounter.
If some of the counters that are specified in the request get removed successfully, while others failed to
be removed, the Serviceability XML API replies with a fault. The Params element of Calllnfo element
specifies each failed counter name. Client programs can conclude that counter names, which are
specified in the request but do not appear in the fault message, actually get removed successfully from
the query handle.
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PerfmonPort Service: perfmonCollectSessionData Operation

The perfmonCollectSessionData operation collects the perfmon data for all counters that have been
added to the query handle.

Request Format

The perfmonCollectSessionData operation takes the SessionHandle parameter. The typeis
SessionHandleType, which is derived from xsd:string. It contains the session handle that the
perfmonOpenSession operation opened previously.

The following example shows a perfmonCollectSessionData request:

Example

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<ns1: PerfnonCol | ect Sessi onDat a
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. con ast/soap/">
<Sessi onHandl e
xsi :type="nsl: Sessi onHandl eType" >3accd2f 4- ea59- 11dc- 8000- 000000000000</ Sessi onHandl e>
</ nsl: PerfnonCol | ect Sessi onDat a>
</ soapenv: Body>
</ soapenv: Envel ope>

Response Format

The perfmonCollectSessionData operation returns the ArrayOfCounterinfo element that contains the
value and status of all counters that were previously added to the session handle. The type for
ArrayOfCounterInfo element specifies ArrayOf CounterInfoType, which is an array of Counterlnfo
elements.

The following fragments from Serviceability XML APls .WSDL show the types that this response uses:

<conpl exType nane=' ArrayCf Count er | nf oType' >
<conpl exCont ent >
<restriction base=' SOAP- ENC: Array' >
<sequence>
<el enent nane=' Counterlnfo
type='tns: CounterlnfoType' m nCccurs="1" maxCOccurs="'unbounded' />
</ sequence>
</restriction>
</ conpl exCont ent >
</ conpl exType>

ArrayOfCounterInfoType has one or more Counterlnfo elements in the array. The Counterlnfo element
includes the following type:

<conpl exType nane=' Count er| nfoType' >
<sequence>
<el ement nane=' Nane' type='tns: Count er NaneType'/>
<el ement nane='Val ue' type='xsd:long'/>
<el enent nane=' CStatus' type='xsd:unsignedint'/>
</ sequence>

Cisco Unified Communications Manager XML Developers Guide
m. 0L-20944-01 |



| Chapter4

Serviceability XML Programming

PerfmonPort SOAP Service I

</ conpl exType>

<si npl eType nane=' Count er NanmeType' >
<restriction base='string' />
</ si npl eType>

CounterlnfoType specifies a structure with the following element members.

¢ Name—A CounterNameType, derived from xsd:string, that contains the name of the counter that
was previously added to the session handle.

e Value—A 64-bit signed integer (xsd:long) that contains the value of the counter.

e CStatus—Indicates whether the value of the counter was successfully retrieved. The type specifies
a 32-bit unsigned integer (xsd:unsignedint). First, check for the value of CStatus element before
reading the Value element. If the value of CStatus equals O or 1, the Value element contains a good
counter value. Otherwise, it indicates a failure in retrieving the counter value; ignore the Value
element.

The following example shows a perfmonCollectSessionData response:

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Scherne- i nst ance" >
<soapenv: Body>
<ns1: Per fnmonCol | ect Sessi onDat aResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<ArrayOf Counterl nfo soapenc: arrayType="nsl: CounterlnfoType[6]"
Xsi :type="soapenc: Array" xm ns:soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<item xsi:type="nsl: CounterlnfoType">
<Name xsi:type="nsl: Count er NameType">\\10. 77. 31. 15\ Processor (0)\ Ni ce
Per cent age</ Nanme>
<Val ue xsi:type="xsd: | ong">0</ Val ue>
<CSt at us xsi :type="xsd: unsi gnedl nt">0</ CSt at us>
<litenpr
<item xsi:type="nsl: CounterlnfoType">
<Name xsi:type="nsl: Count er NameType">\\10. 77. 31. 15\ Processor (0)\ System
Per cent age</ Nanme>
<Val ue xsi:type="xsd: | ong">0</ Val ue>
<CSt at us xsi :type="xsd: unsi gnedl nt">0</ CSt at us>
<litenpr
<item xsi:type="nsl: CounterlnfoType">
<Nane xsi:type="nsl: Count er NameType">\\10. 77. 31. 15\ Processor (0)\ User
Per cent age</ Nanme>
<Val ue xsi:type="xsd: | ong">0</Val ue>
<CSt at us xsi :type="xsd: unsi gnedl nt " >0</ CSt at us>
<litenpr
<item xsi:type="nsl: CounterlnfoType">
<Nanme xsi:type="nsl: Counter NameType">\\10. 77. 31. 15\ Processor (_Total )\ Ni ce
Per cent age</ Nane>
<Val ue xsi:type="xsd: | ong">0</Val ue>
<CSt at us xsi :type="xsd: unsi gnedl nt " >0</ CSt at us>
<litenpr
<item xsi:type="nsl: CounterlnfoType">
<Narme xsi:type="nsl: Counter NameType">\\10. 77. 31. 15\ Processor (_Total )\ System
Per cent age</ Nane>
<Val ue xsi:type="xsd: | ong">0</Val ue>
<CSt at us xsi:type="xsd: unsi gnedl nt">0</ CSt at us>
<litenpr
<item xsi:type="nsl: CounterlnfoType">
<Nanme xsi:type="nsl: Counter NameType">\\10. 77. 31. 15\ Processor (_Total )\ User
Per cent age</ Nane>
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<Val ue xsi:type="xsd: | ong">0</Val ue>
<CSt at us xsi :type="xsd: unsi gnedl nt">0</ CSt at us>
</itenpr
</ ArrayCf Count er | nf o>
</ nsl: Per f monCol | ect Sessi onDat aResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

PerfmonPort Service: perfmonCloseSession Operation

Request Format

Response Format

The perfmonCloseSession operation closes the session handle that the PerfmonOpenSession previously
retrieved.

The perfmonCloseSession operation takes the SessionHandle parameter. The typeis
SessionHandleType, which is derived from xsd:string. It contains the session handle that the
perfmonOpenSession operation previously opened.

The following example shows a perfmonCloseSession request:

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<nsl: Per f monCl oseSessi on
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Sessi onHandl e
Xxsi :type="nsl: Sessi onHandl eType" >378273ba- ea59- 11dc- 8000- 000000000000</ Sessi onHandl e>
</ nsl: Per f nonCl oseSessi on>
</ soapenv: Body>
</ soapenv: Envel ope>

The following example shows that the perfmonCloseSession does not return data in the response:

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >

<soapenv: Body>

<ns1: Per f nonCl oseSessi onResponse

soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. com ast/soap/"/>

</ soapenv: Body>
</ soapenv: Envel ope>
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PerfmonPort Service: perfmonListinstance Operation

Request Format

Response Format

Note

The perfmonListinstance operation returns a list of instances of a perfmon object in a particular host.
Instances of an object can dynamically come and go, and this operation returns the most recent list.

The perfmonListintance operation takes the following parameters:

e Host—Thetypeisxsd:string. The Host parameter contains the name or address of the target server
on which the object resides.

e Object—The typeis xsd:string. The Object parameter contains the name of the object.

The following example shows a perfmonListlnstance request with “nozomi” as the host and “Process’
as the object parameter.

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Perf nmonLi st nst ance
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Host xsi:type="xsd:string">10.77.31. 15</ Host >
<Ohj ect xsi:type="nsl: Obj ect NaneType" >Process</ Obj ect >
</ nsl: PerfnonLi stlnstance>
</ soapenv: Body>
</ soapenv: Envel ope>

The perfmonListinstance returns an element that named ArrayOfInstance. The type for this element
specifies ArrayOfInstanceType, which is an array of Instance elements. The following fragments from
Serviceability XML APIs WSDL file explain the types that this response uses:

<conpl exType nanme=' ArrayCf | nst anceType' >
<conpl exCont ent >
<restriction base=' SOAP- ENC: Array' >
<sequence>
<el enent nane='Ilnstance
type='tns:InstanceType' m nCccurs='"0" maxCccurs=' unbounded' />
</ sequence>
</restriction>
</ conpl exCont ent >
</ conpl exType>

ArrayOflnstanceType can have 0 (zero) Instance elements, in which case the requested object is not of
a multi-instance object.

<conpl exType nanme='1|nstanceType' >
<sequence>
<el ement nane=' Nane' type='tns:|nstanceNaneType'/>
</ sequence>
</ conpl exType>
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The type for Instance element specifies InstanceType. It represents a structure with a single-element

member: Name.

<si npl eType nane='I|nstanceNaneType' >
<restriction base='string' />
</ si npl eType>

The Name element, whose type is InstanceNameType, which is derived from xsd:string, contains the

name of the instance of the requested object.

The following example shows the response to the request in the previous example:

<?xm version="1.0" encodi ng="UTF-8"?>

<soapenv: Envel ope xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"

xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i ns
<soapenv: Body>
<ns1: Per fnonLi st | nst anceResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. o
xm ns: nsl="http://schenas. ci sco. con ast/soap/">

tance" >

r g/ soap/ encodi ng/ "

<ArrayOf | nstance soapenc: arrayType="nsl:|InstanceType[ 133]" xsi:type="soapenc: Array"

xm ns: soapenc="http://schemas. xm soap. or g/ soap/
<item xsi:type="nsl: | nstanceType">
<Nanme xsi:type="nsl:|nstanceNaneType"
<litemr
<item xsi:type="nsl:|nstanceType">
<Name xsi:type="nsl:|nstanceNaneType"
<litemp
<item xsi:type="nsl:|nstanceType">
<Name xsi:type="nsl:|nstanceNameType"
</itemr

<item xsi:type="nsl:|nstanceType">
<Name xsi:type="nsl:|nstanceNanmeType"

<litemr

<item xsi:type="nsl:|nstanceType">
<Name xsi:type="nsl:|nstanceNanmeType"

</itemr

<item xsi:type="nsl:|nstanceType">
<Name xsi:type="nsl:|nstanceNameType"

<litemr

</ Arrayf | nst ance>
</ nsl: PerfnonLi stl nstanceResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

encodi ng/ ">

>i ni t </ Nane>

>m gration_0</ Nanme>

>ksof tirqd_0</ Nane>

>CTLPr ovi der </ Nanme>

>capf </ Nane>

>CCMDi r Sync</ Name>
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PerfmonPort Service: perfmonQueryCounterDescription Operation

Request Format

Response Format

The perfmonQueryCounterDescription operation returns the help text of a particular counter.

The perfmonQueryCounterDescription operation takes the Counter parameter. The name of the counter.
Type is CounterNameType, which is derived from xsd:string.

The following example shows the perfmonQueryCounterDescription request:

Example

<?xm version="1.0" encodi ng="utf-8" ?>
<soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_.Schema" >
<soap: Body soap: encodi ngStyl e="http://schemas. xnm soap. or g/ soap/ encodi ng/ ">
<qg1: Per f monQuer yCount er Descri pti on
xm ns: gql="http://schemas. ci sco. conf ast/soap/" >
<Counter xsi:type="xsd:string">\\nozom \Server\Files Open</Counter>
</ q1: Per f monQuer yCount er Descri pti on>
</ soap: Body>
</ soap: Envel ope>

The perfmonQueryCounterDescription operation returns an element that is named HelpText that is of
the xsd:string type. It contains the help text of the requested counter.

The following example shows the response to the request in the previous example.

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<SOAP- ENV: Envel ope SOAP- ENV: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: SOAP- ENV="ht t p: / / schemas. xnml soap. or g/ soap/ envel ope/"
xm ns: SOAP- ENC="ht t p: / / schemas. xm soap. or g/ soap/ encodi ng/ " >
<SOAP- ENV: Body>
<m Per f ronQuer yCount er Descri pti onResponse
xm ns: me"http://schenas. ci sco. com ast/ soap/ ">
<Hel pText >The nunber of files currently opened in the server. Indicates
current server
activity.
</ Hel pText >
</ m Per f nronQuer yCount er Descri pti onResponse>
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

[ oL-20944-01
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PerfmonPort Service: perfmonListCounter Operation

The perfmonListCounter operation returns the list of Perfmon objects and countersin a particular host.

Request Format

The perfmonListCounter operation takes the Host parameter. The typeisxsd:string. The Host parameter
contains the name or address of the target server from which the client wants to get the counter
information.

The following example shows a perfmonListCounter request:

<?xm version="1.0" encodi ng="utf-8" ?>
<soap: Envel ope xm ns: soap="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_Schema" >
<soap: Body soap: encodi ngStyl e="http://schemas. xnm soap. or g/ soap/ encodi ng/ ">
<ql: PerfnonLi st Counter xm ns:qgl="http://schemas. ci sco.conf ast/soap/">
<Host xsi:type="xsd:string">nozon </ Host >
</ q1: Per f monLi st Count er >
</ soap: Body>
</ soap: Envel ope>

Response Format

The perfmonListCounter operation returns information that describes the hierarchical structure of
Perfmon objects and counters. The body entry includes an ArrayOfObjectinfo element. The following
fragments from the Serviceability XML APIsWSDL file describe the types that this response uses:

<conpl exType nane=' ArrayCf Obj ect | nfoType' >
<conpl exCont ent >
<restriction base=' SOAP- ENC: Array' >
<sequence>
<el ement nane=' bj ectlnfo
type='tns: Obj ectl nfoType' mi nCccurs="1" maxCccurs="'unbounded' />
</ sequence>
</restriction>
</ conpl exCont ent >
</ conpl exType>

The ArrayOf Objectinfo element comprises an array of Objectinfo elementsthat have the following type:

<conpl exType nane=' Obj ect | nf oType' >
<sequence>
<el enent nane=' Nane' type='tns: Object NameType'/>
<el ement nane=' Mul til nstance' type='xsd: bool ean'/>
<el ement nane=' ArrayCf Counter' type='tns: ArrayOf Counter Type' />
</ sequence>
</ conpl exType>

<si npl eType name=' Cbj ect NaneType' >
<restriction base='string' />
</ si npl eType>
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The Name element, whose type is derived from string, describes the name of the object. Multilnstance
element indicates whether the object has more than one instance. The ArrayOfCounter element acts as
acontainer for an array of Counter elements that have the following types:

<conpl exType nane=' Count er Type' >
<sequence>
<el ement nane=' Nane' type='tns: Count er NaneType'/>
</ sequence>
</ conpl exType>
<si npl eType nane=' Count er NaneType' >
<restriction base='string' />
</ si npl eType>

The Name element, whose type is derived from xsd:string, describes the name of the counter.

Example

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<SOAP- ENV: Envel ope
SOAP- ENV: encodi ngStyl e="htt p:// schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: SOAP- ENV="ht t p: / / schemas. xm soap. or g/ soap/ envel ope/"
xm ns: SOAP- ENC="ht t p: / / schemas. xm soap. or g/ soap/ encodi ng/ " >
<SOAP- ENV: Body>
<m Per f nonLi st Count er Response xnml ns: m"http://schenas. ci sco. conf ast/soap/ ">
<ArrayOf Obj ect I nfo SOAP- ENC: arrayType="m Obj ect | nfoType[]" >
<Cbj ect | nf o>
<Narme>. NET CLR Menory</ Nane>
<Mul ti | nstance>true</Mil til nstance>
<ArrayOf Count er SOAP- ENC: arrayType="m Count er Type[]">
<Count er >
<Nanme># Gen 0 Col | ecti ons</ Nane>
</ Count er >
<Count er >
<Nanme># Gen 1 Col | ecti ons</ Nane>
</ Count er >

</ ArrayOf Count er >
</ Qbj ect | nf 0>
<oj ect | nf 0>
<Nanme>. NET CLR LocksAndThr eads</ Nane>
<Mul til nstance>true</Miltilnstance>
<ArrayO Count er SOAP- ENC: arrayType="m Count er Type[] ">
<Count er >
<Nanme>Tot al # of Contentions</Nanme>
</ Count er >
<Count er >
<Nanme>Cont enti on Rate / sec</ Nane>
</ Count er >
<Count er >
<Name>Current Queue Length</ Nane>
</ Count er >

</ ArrayOf Count er >
</ Obj ect | nf o>

</ ArrayOf Qbj ect | nf o>
</ m Per f nonLi st Count er Response>
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

[ oL-20944-01
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PerfmonPort Service: perfmonCollectCounterData Operation

Request Format

Response Format

The perfmonCollectCounterData operation returns the perfmon data for all counters that belong to an
object in a particular host. Unlike the session-based perfmon data collection, this operation collects all
datain a single request/response transaction. |f the object represents multiple-instance object, this
operation always returns the most current instances of the object.

The perfmonCollectCounterData operation takes the following parameters:

¢ Host—Thetypeisxsd:string. It containsthe address of the target server from which the client wants
to get the counter information.

¢ Object—ThetypeisObjectNameType, which isderived from xsd:string. It contains the name of the
perfmon object.

The following example shows a perfmonCollectCounterData request:

Example

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schena"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<ns1: Per f monCol | ect Count er Dat a
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Host xsi:type="xsd:string">10.77.31. 15</ Host >
<Cbj ect xsi:type="nsl: Obj ect NameType" ></ Obj ect >
</ nsl: Perf nonCol | ect Count er Dat a>
</ soapenv: Body>
</ soapenv: Envel ope>

The perfmonCollectCounterData operation returns an ArrayOf Counterlnfo element, which is an array
of Counterlnfo elements. CounterlnfoType specifies a structure with the following three element
members.

¢ Name—A CounterNameType, derived from xsd:string, that contains the name of the counter that
was previously added to the session handle.

e Value—A 64-bit signed integer (xsd:long) that contains the value of the counter.

e CStatus—Indicates whether the value of the counter was successfully retrieved. The type specifies
a 32-bit unsigned integer (xsd:unsignedint). First, check for the value of CStatus element before
reading the Value element. If the value of CStatus equalsto 0 or 1, the Value element contains agood
counter value. Otherwise, it indicates a failure in retrieving the counter value; ignore the Value
element.

The following example shows a perfmonCollectCounterData response:

Example

<?xm version="1.0" encodi ng="UTF-8"?>

<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schenma"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
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<soapenv: Body>
<ns1: Per f monCol | ect Count er Dat aResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<ArrayOf Counterl nfo soapenc: arrayType="nsl: Counterl nfoType[ 1995]"
Xsi :type="soapenc: Array" xmnl ns:soapenc="http://schemas. xnm soap. or g/ soap/ encodi ng/ ">
<item xsi:type="nsl: CounterlnfoType">
<Nanme xsi:type="nsl: Counter NameType">\\10. 77. 31. 15\ Process( CCMDi r Sync) \ % CPU
Ti me</ Nane>
<Val ue xsi:type="xsd: | ong">0</Val ue>
<CSt at us xsi :type="xsd: unsi gnedl nt">1</ CSt at us>
<litenpr
<item xsi:type="nsl: CounterlnfoType">
<Name xsi:type="nsl: Counter NameType">\\10. 77. 31. 15\ Process( CCVDi r Sync) \ % Menory
Usage</ Name>
<Val ue xsi:type="xsd: | ong">2</Val ue>
<CSt atus xsi:type="xsd: unsi gnedl nt">1</ CSt at us>
<litemr
<item xsi:type="nsl: CounterlnfoType">
<Name xsi:type="nsl: Counter NameType">\\10. 77. 31. 15\ Process( CCVDi r Sync) \ Dat a
Stack Si ze</ Nanme>
<Val ue xsi:type="xsd: | ong">344019</ Val ue>
<CSt at us xsi :type="xsd: unsi gnedl nt">1</ CSt at us>
</itenpr
<item xsi :type="nsl: CounterlnfoType">
<Nane
xsi :type="ns1l: Count er NaneType" >\\10. 77. 31. 15\ Process( CCMVDi r Sync) \ Ni ce</ Name>
<Val ue xsi:type="xsd: | ong">0</Val ue>
<CSt at us xsi :type="xsd: unsi gnedl nt">1</ CSt at us>
</itenpr
<item xsi :type="nsl: CounterlnfoType">
<Nane
xsi :type="ns1: Count er NaneType" >\\10. 77. 31. 15\ Process( CCMVDi r Sync) \ Pl D</ Nanme>
<Val ue xsi:type="xsd: | ong">9389</ Val ue>
<CSt at us xsi :type="xsd: unsi gnedl nt">1</ CSt at us>
</itenpr
<item xsi:type="nsl: CounterlnfoType">
<Nane xsi:type="nsl: Count er NameType">\\10. 77. 31. 15\ Process( CCMVDi r Sync) \ Page
Faul t Count </ Nane>
<Val ue xsi:type="xsd: | ong">1</Val ue>
<CSt at us xsi :type="xsd: unsi gnedl nt">1</ CSt at us>

<item xsi:type="nsl: CounterlnfoType">
<Nanme xsi:type="nsl: Count er NanmeType">\\10. 77. 31. 15\ Process(udevd)\ Total CPU Ti ne
Used</ Name>

<Val ue xsi:type="xsd: | ong">4</ Val ue>
<CSt at us xsi:type="xsd: unsi gnedl nt">1</ CSt at us>

<litemp

<item xsi:type="nsl: CounterlnfoType">
<Nanme xsi:type="nsl: Counter NameType">\\10. 77. 31. 15\ Process(udevd)\ UTi me</ Name>
<Val ue xsi:type="xsd: | ong">0</Val ue>
<CSt atus xsi:type="xsd: unsi gnedl nt">1</ CSt at us>

<litemr

<item xsi:type="nsl: CounterlnfoType">
<Narme xsi:type="nsl: Counter NameType">\\10. 77. 31. 15\ Process(udevd)\ VnDat a</ Name>
<Val ue xsi:type="xsd:|ong">240</ Val ue>
<CSt at us xsi:type="xsd: unsi gnedl nt">1</ CSt at us>

</itemr

<item xsi:type="nsl: CounterlnfoType">
<Nanme xsi:type="nsl: Counter NameType">\\10. 77. 31. 15\ Process(udevd) \ VRSS</ Name>
<Val ue xsi:type="xsd: | ong">692</ Val ue>
<CSt atus xsi:type="xsd: unsi gnedl nt">1</ CSt at us>
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<litenpr

<item xsi:type="nsl: CounterlnfoType">
<Nanme xsi:type="nsl: Counter NameType">\\10. 77. 31. 15\ Process(udevd)\ VnSi ze</ Name>
<Val ue xsi:type="xsd: | ong">3020</ Val ue>
<CSt at us xsi :type="xsd: unsi gnedl nt">1</ CSt at us>

</itenpr

</ ArrayCf Count er | nf o>
</ nsl: Per f mronCol | ect Count er Dat aResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

Cisco Unified Communications Manager XML Developers Guide
m. 0L-20944-01 |



| Chapter4 Serviceability XML Programming

ControlCenterServicesPort SOAP Service

ControlCenterServicesPort SOAP Service

The Control CenterServicesPort service allowsyou to do Service Deploy, Service UnDeploy, Get Service
List, and perform service starts and stops.

All Control CenterServicesPort operations work only on the local node, which is specified by the
NodeName element.

Table 4-6 provides a summary of the SOAP Control CenterServicesPort service operations.

Table 4-6

SOAP ControlCenterServicesPort Service Operations

Operation

Description

Reference

soapGetStaticServicelist

Allows clients to perform a query for all
services static specifications in Unified
CM

Control CenterServicesPort service:
soapGetStaticServicelList Operation,
page 4-83

soapGetServiceStatus

Allows clients to perform alist of
deployable and undeployabl e services
status query

Control CenterServicesPort service:
soapGetServiceStatus Operation,
page 4-86

soapDoServiceDeployment

Allows clientsto deploy or undeploy alist
of services

Control CenterServicesPort service:
soapDoServiceDeployment Operation,
page 4-96

soapDoControl Services

Allows clients to start or stop alist of
service

Control CenterServicesPort service:
soapDoControl Services Operation,
page 4-101

getProductInformationList

Provides information about the products
that are installed on a given server

Control CenterServicesPort service:
getProductinformationList Operation,
page 4-105

ControlCenterServicesPort service: soapGetStaticServiceList Operation

The soapGetStaticServicelist operation allows clients to perform a query for all services static

specifications in Unified CM. It returns the array of service static specification, which is composed of
service name, type (servlet or service), deployable or undeployable service, group name, and dependent

services.

Request Format

The HTTP header should have following SOAP action and envelop information:

<operation name="soapGCet St ati cServiceList">
<soap: operation

soapAction="http://schenmas. ci sco. conf ast/ soap/ acti on/ #Cont r ol Cent er Ser vi ces#soapGet Servi ce

List"/>
<i nput >

<soap: body use="encoded"

nanmespace="http://schemas. ci sco. conf ast/soap/"

encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >

</input >
<out put >

<soap: body use="encoded"

nanespace="http://schemas. ci sco. conf ast/soap/"

encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >

</ out put >
</ operation>

[ oL-20944-01
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The soapGetStaticServicel ist operation takes only one dummy string typed parameter.

Response Format

The response contains the ArrayOf ServiceSpecification information that is defined as follows:

<conpl exType nane="StaticServicelLi st">
<sequence>
<el ement nane="Servi ces" type="tns: ArrayCf Servi ceSpecification"/>
</ sequence>
</ conpl exType>

ArrayOf ServiceSpecification is an array of ServiceSpecification defined as follows:

<conpl exType nanme="ArrayCf Servi ceSpeci fication">
<conpl exCont ent >
<restriction base="SCOAP- ENC: Array">
<attribute ref="SOAP-ENC: arrayType"
wsdl : arrayType="t ns: Servi ceSpecification[]"/>
</restriction>
</ conpl exCont ent >
</ conpl exType>

ServiceSpecification contains information defined as follows:

<conpl exType nanme="Servi ceSpecification">
<sequence>
<el ement nane="Servi ceNane" type="xsd:string"/>
<el enent nane="Servi ceType" type="tns: Servi ceTypes"/>
<el ement nane="Depl oyabl e" type="bool ean"/>
<el ement nane="G oupNane" type="xsd:string"/>
<el enent nane="Dependent Servi ces" type="tns: ArrayXf Servi ces"/ >
</ sequence>
</ conpl exType>

where ServiceTypes defines the type of service, defined as follows:

<si npl eType nane="Servi ceTypes">
<restriction base="xsd:string">
<enuner ation val ue="Service"/>
<enuner ation value="Servlet"/>
</restriction>
</ si npl eType>

ArrayOf Servi ces defines the dependent services for the service, defined as an array
<conpl exType name="ArrayCf Servi ces">
<conpl exCont ent >
<restriction base="SOAP- ENC: Array" >
<attribute ref="SOAP-ENC: arrayType" wsdl:arrayType="xsd:string[]"/>
</restriction>
</ conpl exCont ent >
</ conpl exType>

Fault

Invalid Service Configuration Files
Static service specification comes from two service configuration xml files:

e /usr/local/cm/conf/ccmservice/ActivateConf.xml

e /usr/local/cm/conf/ccmservice/ServicesConf.xml
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If one of thefiles does not exist or hasaninvalid format, an empty list of static service specification will
appear in the response. For example:

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<nsl: Get St ati cServicelLi st Response
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<StaticServicelList xsi:type="ns2:StaticServicelList"
xm ns: ns2="http://cisco.com ccniserviceability/soap/ Control CenterServices/">
<Services xsi:type="soapenc: Array" soapenc:arrayType="ns2: Servi ceSpecification[0]"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</ StaticServicelList>
</ nsl: Get StaticServicelLi st Response>
</ soapenv: Body>
</ soapenv: Envel ope>

The following example shows arequest for getting a static service specification list:

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: soapGet St ati cServi celi st
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<Servi cel nformati onResponse xsi:type="xsd: string">test</Servicelnfornmati onResponse>
</ nsl:soapCet Stati cServicelLi st>
</ soapenv: Body>
</ soapenv: Envel ope>

Response Example

The following example shows aresponse for getting a static service specification list:

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<nsl: soapCet Stati cServi ceLi st Response
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<StaticServicelList xsi:type="ns2:StaticServicelList"
xm ns: ns2="http://cisco.conf ccniserviceability/soap/ Control CenterServices/">
<Servi ces soapenc: arrayType="ns2: Servi ceSpecification[58]"
Xsi :type="soapenc: Array" xml ns:soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<item xsi:type="ns2: ServiceSpecification">

<Servi ceName xsi:type="xsd:string">C sco AXL Wb Servi ce</ Servi ceNanme>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<GroupNane xsi:type="xsd: string">Database and Admi n Servi ces</ G oupName>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>

</litenp
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<item xsi :type="ns2: Servi ceSpecification">
<Servi ceNanme xsi:type="xsd:string">C sco Serviceability Reporter</Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">Performance and Monitoring

Ser vi ces</ G oupNanme>

<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>

<litenpr

</ Servi ces>
</ StaticServicelList>
</ nsl:soapCet Stati cServi celLi st Response>
</ soapenv: Body>
</ soapenv: Envel ope>

ControlCenterServicesPort service: soapGetServiceStatus Operation

The soapGetServiceStatus operation allows clients to perform alist of deployable and undeployable
services status query. It returns the service status response information for the services that have been
queried. It also allows getting all of the services current status by providing an empty list of services.

Request Format

The HTTP header should have following SOAP action and envelop information:

<operation nanme="soapGet Servi ceSt at us">
<soap: oper ati on
soapActi on="http://schenmas. ci sco. conf ast/ soap/ acti on/ #Cont r ol Cent er Ser vi ces#soapGet Servi ce
Status"/>
<i nput >
<soap: body use="encoded" nanmespace="http://schemas. cisco.conf ast/soap/"
encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</input >
<out put >
<soap: body use="encoded" nanmespace="http://schemas. cisco.conf ast/soap/"
encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</ out put >
</ operati on>

The soapGetServiceStatus operation takes one array of service names for which their statuses are
queried.

<Get Servi ceSt at usLi st xsi:type="soapenc: Array" soapenc: arrayType="xsd: string[1]"
xm ns: ns2="http://cisco.com ccniserviceability/soap/ Control CenterServices/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<itenpservi ce nanme</iten>
</ Get Servi ceSt at usLi st >

If the array of service namesis empty in the request, the response will contain service statusinformation
for all servicesin the system.
Response Format

The response contains the performed query information that is defined as follows:

<conpl exType nanme="Servi cel nf or nat i onResponse" >
<sequence>
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<el ement nane="Ret urnCode" type="tns: ReturnCode"/>
<el ement nane="ReasonCode" type="xsd:integer"/>
<el enent nane="ReasonString" type="xsd:string"/>
<el ement nane="Servi cel nfoList" type="tns: ArrayCf Servicelnformation"/>
</ sequence>
</ conpl exType>

where ReturnCode is a string format of return code:

<si npl eType nane="Ret ur nCode" >
<restriction base="xsd:string"/>
</ si npl eType>

ArrayOfServicelnformation is an array of Servicel nformation that defines service name, service status,
reason code, reason string, service start time, and service up time.

<conpl exType nane="ArrayCf Servi cel nformati on">
<conpl exCont ent >
<restriction base="SOAP- ENC: Array" >
<attribute ref="SOAP- ENC: arrayType" wsdl:arrayType="tns: Servicelnformation[ ]"/>
</restriction>
</ conpl exCont ent >
</ conpl exType>
<conpl exType nane="Servi cel nformation">
<sequence>
<el enent nane="Servi ceNane" type="xsd:string"/>
<el enent nane="ServiceStatus" type="tns: ServiceStatus"/>
<el ement nane="ReasonCode" type="xsd:integer"/>
<el enent nane="ReasonCodeString" type="xsd:string"/>
<el enent nane="StartTi me" type="xsd:string"/>
<el ement name="UpTi ne" type="xsd:integer"/>
</ sequence>
</ conpl exType>

ServiceStatus defines the enumerated status for the service, as follows:

<si npl eType nane="Servi ceSt at us" >
<restriction base="xsd:string">
<enuneration value="Started"/>
<enuner ati on val ue="St opped"/ >
<enuneration value="Starting"/>
<enuner ati on val ue="St oppi ng"/ >
<enuner ati on val ue="Unknown"/ >
</restriction>
</ si npl eType>

The following details apply about ServiceStatus, ReasonCode, and ReasonCodeString.

e ServiceStatusis either Started or Stopped. If Started, StartTime gives the time that the serviceis
started in atime string format; UpTime gives the time in seconds since the service was started.

¢ The ReasonCode and ReasonCodeString explain the reason that the service is Stopped:

- If adeployable service is activated and stopped by an administrator, its status is Stopped, the
ReasonCode equals -1019, and the corresponding ReasonCodeString specifies “Component is
not running”.

- If adeployable service is deactivated, its status is Stopped, the ReasonCode equal s -1068, and
the corresponding ReasonCodeString specifies “ Service Not Activated”.

- If anondeployable item is stopped by an administrator, its status could be Stopped with
ReasonCode -1019, and the corresponding ReasonCodeString “Component is not running.”

The complete listing of ReasonCode and ReasonCodeString follows:

-1000: "Conponent already initialized"

[ oL-20944-01
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-1001:
-1002:
-1003:
-1004:
-1005:
-1006:
-1007:
-1008:
-1009:
-1010:
-1011:
-1012:
-1013:
-1014:
-1015:
-1016:
-1017:
-1018:
-1019:
-1020:
-1021:
-1022:
-1023:
-1024:
-1025:
-1026:
-1027:
-1028:
-1029:
-1030:
-1031:
-1032:
-1033:
-1034:
-1035:
-1036:
-1037:
-1038:
-1039:
-1040:
-1041:
-1042:
-1043:
-1044:
-1045:
-1046:
-1047:
-1048:
-1049:
-1050:
-1051:
-1052:
-1053:
-1054:
- 1055:
- 1056:
-1057:
-1058:
-1059:
-1060:
-1061:
-1062:

-1063:

"Entry repl aced"

"Conponent not initialized"

" Conponent is running"

"Entry not found"

"Unabl e to process event"
"Regi stration already present”
"Unsuccessful conpletion”
"Regi stration not found"

"M ssing or invalid environment variable"

"No such service"

"Conponent is reserved for platfornt
"Bad argunents"

“Internal error"

"Entry was al ready present”
"Error opening | PC'

"No |icense avail abl e"

"Error opening file"

"Error reading file"

" Conponent is not running"

" Signal ignored"

"Notification ignored"

"Buffer overflow'

"Cannot parse record or entry"
"Qut of nenory"

"Not connected"

" Conponent al ready exists"
"Message was truncated"
"Conponent is enpty"

"Qperation is pending"
"Transacti on does not exist"
"QOperation tinmed-out"

"File is | ocked"

"Feature is not inplenmented yet"
"Al arm was al ready set"

"Alarm was al ready clear"
"Dependency is in active state"
"Dependency is not in active state"
"Circul ar dependenci es detected"
" Conponent al ready started"

" Conponent al ready stopped"
"Dependenci es still pending"

"Request ed process state transition not allowed"

"No changes"

"Boundary violation for data structure"
"QOperation not supported"

"Process recovery in progress"
"Qperation pending on scheduled restart"”

"QOperation pending on active dependenci es"

"Qperation pending on active dependents”
"Shutdown is in progress”

“lInvalid Tabl e Handl e"

"Data Base not initialized"

"Data Directory"

"Table Ful "

"Del et ed Data"

"No Such Record"

"Conponent already in specified state"
"Qut of range"

"Cannot create object”

"MSO refused, standby system not ready."
"MSO refused, standby state update still

Verify configuration on standby."

"MSO refused, Warmstart-up in progress.”

in progress. Try again later."
"MSO refused, standby state update failed.
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-1064: "MSO refused, Warmstart-up Failed."
-1065: "MSO refused, Systemis not in active state"
-1066: "MSO refused, Detected standal one Fl ag"
-1067: "lnvalid Token presented in reques"
-1068: "Service Not Activated"

-1069: "Conmmanded Qut of Service"

-1070: "Multiple Mdules have error"

-1071: "Encountered exception"

-1072: "Invalid context path was specified"
-1073: "No context exists"

-1074: "No context path was specified"

-1075: "Application already exists"

Invalid Service: Non-existing Service

If the request for getting the service statusis for an invalid service name, such as a nonexistent service
name, the ReasonCode -1010 and the ReasonCodeString “ No such service” will appear in the response.
The following request and response example applies for getting service status for “Cisco
WrongService.”

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://wwmw. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<nsl: Get Servi ceSt at us soapenv: encodi ngStyl e="http://schenmas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. conf ast/soap/">
<Cet Servi ceSt at usLi st xsi:type="soapenc: Array" soapenc:arrayType="xsd:string[1]"
xm ns: ns2="http://cisco.conf ccniserviceability/soap/ Control CenterServices/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ " >
<itemrCi sco WongService</itenp
</ Get Servi ceSt at usLi st >
</ nsl: Get Servi ceSt at us>
</ soapenv: Body>
</ soapenv: Envel ope>

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<nsl: Get Servi ceSt at usResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<Servi cel nformati onResponse xsi :type="ns2: Servi cel nformati onResponse”
xm ns: ns2="http://cisco.com ccniserviceability/soap/Control CenterServices/">
<Ret urnCode xsi:type="ns2: Ret ur nCode" >0</ Ret ur nCode>
<ReasonCode xsi:type="xsd:integer">-1010</ ReasonCode>
<ReasonString xsi:type="xsd:string">No such servi ce</ReasonString>
<Servi cel nfoLi st xsi:type="ns2: Servicelnfornation" xsi:nil="true"/>
</ Servi cel nf or mati onResponse>
</ nsl: Get Servi ceSt at usResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

Request Example Cisco Tftp Service Status

The following request example for getting “ Cisco Tftp” service status applies:

[ oL-20944-01

Cisco Unified Communications Manager XML Developers Guide
4-89



Chapter4  Serviceability XML Programming |

I ControlCenterServicesPort SOAP Service

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Scherne- i nst ance" >
<soapenv: Body>
<nsl: Get Servi ceSt at us
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Get Servi ceSt at usLi st xsi:type="soapenc: Array" soapenc: arrayType="xsd:string[1]"
xm ns: ns2="http://cisco.com ccniserviceability/soap/ Control CenterServices/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<itenrCi sco Tftp</itenr
</ Get Servi ceSt at usLi st >
</ nsl: Get Servi ceSt at us>
</ soapenv: Body>
</ soapenv: Envel ope>

Response Example for Cisco Tftp Service Status

The following response example for getting “Cisco Tftp” service status applies:

<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schere- i nst ance" >
<soapenv: Body>
<nsl: Get Servi ceSt at usResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. con ast/soap/">
<Servi cel nformati onResponse xsi:type="ns2: Servi cel nformati onResponse”
xm ns: ns2="http://cisco.com ccniserviceability/soap/ Control CenterServices/">
<Ret urnCode xsi:type="ns2: Ret ur nCode" >0</ Ret ur nCode>
<ReasonCode xsi:type="xsd:integer">-1</ReasonCode>
<ReasonString xsi:type="xsd:string" xsi:nil="true"/>
<Servi cel nf oLi st xsi:type="soapenc: Array"
soapenc: arrayType="ns2: Servi cel nformation[ 1] "
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<itene
<Servi ceNanme xsi:type="xsd:string">C sco Tftp</Servi ceNane>
<ServiceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string">
</ ReasonCodeStri ng>
<StartTime xsi:type="xsd:string">Tue Sep 14 14:29: 43 2004</ StartTi me>
<UpTi ne xsi:type="xsd:integer">11800</ UpTi ne>
<litenr
</ Servi cel nfoLi st>
</ Servi cel nf or mati onResponse>
</ nsl: Get Servi ceSt at usResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

Request Example for Empty Array of Service Names

The following request example for getting service status when providing an empty array of service
names applies:

<?xm version="1.0" encodi ng="UTF-8"?>

<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
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<soapenv: Body>
<nsl: Get Servi ceSt at us soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<Cet Servi ceSt at usLi st xsi:type="soapenc: Array" soapenc:arrayType="xsd:string[0]"
xm ns: ns2="http://cisco.com ccniserviceability/soap/ Control CenterServices/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</ nsl: Get Servi ceSt at us>
</ soapenv: Body>
</ soapenv: Envel ope>

Response Example for Empty Array of Service Names

The response for the preceding request gets the current status for all services as follows:

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Get Servi ceSt at usResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<Servi cel nf or mat i onResponse xsi :type="ns2: Servi cel nf or mati onResponse"
xm ns: ns2="http://cisco.conf ccniserviceability/soap/ Control CenterServices/">
<Ret urnCode xsi:type="ns2: Ret ur nCode" >0</ Ret ur nCode>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonString xsi:type="xsd:string" xsi:nil="true"/>
<Servi cel nfoLi st xsi:type="soapenc: Array"
soapenc: arrayType="ns2: Servi cel nformation[43]"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<itemp
<Servi ceName xsi:type="xsd:string">A Red Hat DB</ Servi ceNane>
<Servi ceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeStri ng>
<StartTime xsi:type="xsd:string">Mon Dec 6 10:49: 14 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">186704</ UpTi ne>
</itemp
<itenmp
<Servi ceName xsi:type="xsd:string">C sco AMC Servi ce</ Servi ceName>
<Servi ceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Mn Dec 6 17:51:26 2004</StartTi me>
<UpTi me xsi:type="xsd:integer">161372</ UpTi ne>
<litemp
<itemp
<Servi ceName xsi:type="xsd:string">C sco AXL Web Servi ce</ Servi ceNanme>
<Servi ceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ ReasonCodeStri ng>
<StartTime xsi:type="xsd:string">Tue Dec 7 18:13:04 2004</StartTi me>
<UpTi me xsi:type="xsd:integer">73674</ UpTi me>
<litemp
<itemp
<Servi ceName xsi:type="xsd:string">C scoUnified CM SNVP Servi ce</ Servi ceName>
<ServiceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Mn Dec 6 10:49:19 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">186699</ UpTi ne>
<litemp
<itemp
<Servi ceNanme xsi:type="xsd:string">C sco CDP</ Servi ceNane>
<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ ServiceSt atus>
<ReasonCode xsi:type="xsd:integer">-1</ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeString>
<StartTine xsi:type="xsd:string">Mn Dec 6 10:49:19 2004</ StartTi ne>
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<UpTi ne xsi:type="xsd:integer">186699</ UpTi ne>

<litemp

<itemp
<Servi ceName xsi:type="xsd:string">C sco CDP Agent </ Servi ceNanme>
<Servi ceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ ReasonCodeStri ng>
<StartTime xsi:type="xsd:string">Mon Dec 6 10:49:19 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">186699</ UpTi ne>

</itemp

<itenmp
<Servi ceName xsi:type="xsd:string">C sco CDR Agent </ Servi ceNanme>
<Servi ceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Mn Dec 6 10:50:38 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">186620</ UpTi ne>

</itemp

<itemp
<Servi ceName xsi:type="xsd:string">C sco CTI Manager </ Ser vi ceName>
<Servi ceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Mn Dec 6 10:49:20 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">186698</ UpTi ne>

<litemp

<itemp
<Servi ceName xsi:type="xsd:string">C sco CTL Provider</Servi ceNane>
<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Mn Dec 6 10:49:20 2004</StartTi me>
<UpTi me xsi:type="xsd:integer">186698</ UpTi me>

<litemp

<itemp
<Servi ceNanme xsi:type="xsd:string">Unified CW/ Servi ceNane>
<Servi ceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ ReasonCodeStri ng>
<StartTine xsi:type="xsd:string">Mon Dec 6 12:43:07 2004</StartTi ne>
<UpTi ne xsi:type="xsd:integer">179871</ UpTi ne>

<litemp

<itemp
<Servi ceNanme xsi:type="xsd:string">Unified CM Adm n</ Servi ceNanme>
<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Tue Dec 7 18:13:01 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">73677</ UpTi ne>

</itemr

<itemp
<Servi ceName xsi:type="xsd:string">C sco Unified Conmuni cations Manager Attendant

Consol e
Server </ Servi ceNane>

<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeString>
<StartTinme xsi:type="xsd:string">Mn Dec 6 10:49:20 2004</StartTi me>
<UpTi nme xsi:type="xsd:integer">186698</ UpTi ne>

</itemr

<itenmpm
<Servi ceName xsi:type="xsd:string">Unified CM Personal Directory

</ Servi ceName>

<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeString>
<StartTinme xsi:type="xsd:string">Tue Dec 7 18:13:02 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">73676</ UpTi ne>

<litemp

<itenmp
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<Servi ceNanme xsi:type="xsd:string">Unified CM Serviceability<
/ Ser vi ceName>

<ServiceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ ReasonCodeStri ng>
<StartTime xsi:type="xsd:string">Tue Dec 7 18:13:13 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">73665</ UpTi me>

</litemp

<itenmpm
<Servi ceName xsi:type="xsd:string">Unified CM Serviceability RTMI

</ Servi ceNanme>

<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeString>
<StartTinme xsi:type="xsd:string">Tue Dec 7 18:13:03 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">73675</ UpTi ne>

</itemr

<itenmp
<Servi ceNane xsi:type="xsd:string">Ci sco DRF Local </ Servi ceNane>
<ServiceStatus xsi:type="ns2: ServiceStatus">St opped</ Servi ceSt at us>
<ReasonCode xsi:type="xsd:integer">-1019</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string">Conmponent is not running</RReasonCodeStri ng>

<StartTinme xsi:type="xsd:string" xsi:nil="true"/>
<UpTi ne xsi:type="xsd:integer">- 1</ UpTi ne>
</itenpr
<itenmp

<Servi ceName xsi:type="xsd:string">C sco Database Layer Monitor</Servi ceNanme>
<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Mon Dec 6 10:49:20 2004</StartTi me>
<UpTi nme xsi:type="xsd:integer">186698</ UpTi ne>

</litemp

<itemp
<Servi ceName xsi:type="xsd:string">C sco DirSync</Servi ceNane>
<ServiceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeStri ng xsi:type="xsd:string"> </ReasonCodeString>
<StartTime xsi:type="xsd:string">Mon Dec 6 10:49:20 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">186698</ UpTi ne>

<litemp

<itemp
<Servi ceName xsi:type="xsd:string">Ci sco Electronic Notification</ServiceName>
<ServiceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Mon Dec 6 10:49:20 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">186698</ UpTi ne>

</itemp

<itenmp
<Servi ceName xsi:type="xsd:string">C sco Extended Functions</ Servi ceName>
<Servi ceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Mon Dec 6 10:49:20 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">186698</ UpTi ne>

</litemp

<itenmp
<Servi ceName xsi:type="xsd:string">C sco Extension Mbility</ServiceName>
<Servi ceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeString>
<StartTinme xsi:type="xsd:string">Tue Dec 7 18:12:57 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">73681</ UpTi ne>

</itemr

<itemp
<Servi ceNane xsi:type="xsd:string">Ci sco Extension Mbility Application

</ Servi ceNane>

<Servi ceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeStri ng>

[ oL-20944-01

Cisco Unified Communications Manager XML Developers Guide



Chapter4  Serviceability XML Programming |

I ControlCenterServicesPort SOAP Service

<StartTine xsi:type="xsd:string">Tue Dec 7 18:12:39 2004</StartTi ne>
<UpTi ne xsi:type="xsd:integer">73699</ UpTi ne>
<litemp
<itemp
<Servi ceName xsi:type="xsd:string">Ci sco | P Voice Media Streamnm ng App</ Servi ceNanme>
<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeString>
<StartTinme xsi:type="xsd:string">Mn Dec 6 12:30:51 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">180607</ UpTi ne>
</itemr
<itemp
<Servi ceName xsi:type="xsd:string">C sco Log Partition Mnitoring Tool </ Servi ceName>
<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeString>
<StartTinme xsi:type="xsd:string">Mon Dec 6 10:49:20 2004</ StartTi me>
<UpTi nme xsi:type="xsd:integer">186698</ UpTi ne>
</itemr
<itenmp
<Servi ceName xsi:type="xsd:string">C sco Messagi ng |Interface</Servi ceNane>
<ServiceStatus xsi:type="ns2: Servi ceStatus">St opped</ Servi ceSt at us>
<ReasonCode xsi:type="xsd:integer">-1019</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string">Conponent is not running</ReasonCodeString>

<StartTinme xsi:type="xsd:string" xsi:nil="true"/>
<UpTi ne xsi:type="xsd:integer">-1</UpTi ne>
</itenr
<itemp

<Servi ceName xsi:type="xsd:string">Ci sco RIS Data Col | ector</ Servi ceName>
<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeString>
<StartTime xsi:type="xsd:string">Mon Dec 6 16:25:25 2004</StartTi ne>
<UpTi ne xsi:type="xsd:integer">166533</ UpTi ne>

<litemr

<itemp
<Servi ceName xsi:type="xsd:string">C sco RTMI Reporter Servlet</Servi ceNanme>
<ServiceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ ReasonCodeString>
<StartTime xsi:type="xsd:string">Tue Dec 7 18:12:56 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">73682</ UpTi me>

<litemp

<itemp
<Servi ceName xsi:type="xsd:string">C sco SOAP -Log Col |l ection APIs</Servi ceNane>
<Servi ceStatus xsi:type="ns2: ServiceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Tue Dec 7 18:12:56 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">73682</ UpTi ne>

</itemp

<itenmp
<Servi ceName xsi:type="xsd:string">C sco SOAP - Performance Mnitoring APls

</ Servi ceNanme>

<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeString>
<StartTinme xsi:type="xsd:string">Tue Dec 7 18:12:58 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">73680</ UpTi ne>

</itemr

<itenmp
<Servi ceName xsi:type="xsd:string">C sco SOAP -Real -Time Service APl s</Servi ceNanme>
<Servi ceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Tue Dec 7 18:12:59 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">73679</ UpTi ne>

</litemp

<itemp
<Servi ceName xsi:type="xsd:string">C sco Serviceability Reporter</ServiceName>
<Servi ceStatus xsi:type="ns2: ServiceStatus">Started</ ServiceSt at us>
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<ReasonCode xsi:type="xsd:integer">-1</ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeStri ng>
<StartTine xsi:type="xsd:string">Mn Dec 6 10:49:21 2004</ StartTi ne>
<UpTi ne xsi:type="xsd:integer">186697</ UpTi ne>

<litenr

<itemp
<Servi ceNanme xsi:type="xsd:string">C sco Sysl og Agent </ Servi ceNane>
<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Mn Dec 6 10:49:21 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">186697</ UpTi ne>

<litemr

<itemp
<Servi ceNane xsi:type="xsd:string">Cisco Tftp</Servi ceNane>
<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeString>
<StartTinme xsi:type="xsd:string">Mon Dec 6 17:51:20 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">161378</ UpTi ne>

</item

<itenmp
<Servi ceNane xsi:type="xsd:string">Ci sco Tontat </ Servi ceNane>
<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Tue Dec 7 18:12:35 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">73703</ UpTi ne>

<litemr

<itemp
<Servi ceName xsi:type="xsd:string">C sco WebDi al er Wb Servi ce</ Servi ceNanme>
<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Tue Dec 7 18:13:00 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">73678</ UpTi me>

<litemr

<itemp
<Servi ceName xsi:type="xsd:string">Host Resources Agent</Servi ceName>
<ServiceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeStri ng xsi:type="xsd:string"> </ReasonCodeString>
<StartTime xsi:type="xsd:string">Mon Dec 6 10:49:56 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">186662</ UpTi ne>

<litemp

<itemp
<Servi ceName xsi:type="xsd:string">M B2 Agent </ Servi ceNane>
<Servi ceStatus xsi:type="ns2: Servi ceStatus">Started</ ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Mon Dec 6 10:49:58 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">186660</ UpTi ne>

</itemp

<itenmp
<Servi ceName xsi:type="xsd:string">Native Agent Adaptor</Servi ceNanme>
<Servi ceStatus xsi:type="ns2: Servi ceStatus">Started</ServiceSt at us>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ ReasonCodeStri ng>
<StartTinme xsi:type="xsd:string">Mn Dec 6 10:49:59 2004</StartTi me>
<UpTi ne xsi:type="xsd:integer">186659</ UpTi ne>

</itemr

<itenmp
<Servi ceName xsi:type="xsd:string">SNVMP Master Agent </ Servi ceName>
<ServiceStatus xsi:type="ns2: ServiceStatus">St opped</ Servi ceSt at us>
<ReasonCode xsi:type="xsd:integer">-1019</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string">Conponent is not running</ReasonCodeString>

<StartTinme xsi:type="xsd:string" xsi:nil="true"/>
<UpTi ne xsi:type="xsd:integer">-1</UpTi ne>
</itenpr
<itenp

<Servi ceName xsi:type="xsd:string">C sco CAR Schedul er </ Servi ceNane>
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<ServiceStatus xsi:type="ns2: Servi ceStatus">St opped</ Servi ceSt at us>
<ReasonCode xsi:type="xsd:integer">-1068</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string">Service Not Activated </ ReasonCodeStri ng>

<StartTinme xsi:type="xsd:string" xsi:nil="true"/>
<UpTi ne xsi:type="xsd:integer">- 1</ UpTi ne>
</litemp
<itenp

<Servi ceName xsi:type="xsd:string">C sco CAR Wb Servi ce</ Servi ceNanme>

<Servi ceStatus xsi:type="ns2: Servi ceSt at us">St opped</ Servi ceSt at us>

<ReasonCode xsi:type="xsd:integer">-1068</ ReasonCode>

<ReasonCodeString xsi:type="xsd:string">Service Not Activated </ ReasonCodeString>

<StartTinme xsi:type="xsd:string" xsi:nil="true"/>
<UpTi me xsi:type="xsd:integer">-1</ UpTi ne>
<litemp
<itenmp

<Servi ceName xsi:type="xsd:string">C sco CDR Repository Manager </ Servi ceNanme>
<Servi ceStatus xsi:type="ns2: Servi ceSt at us">St opped</ Servi ceSt at us>

<ReasonCode xsi:type="xsd:integer">-1068</ ReasonCode>

<ReasonCodeString xsi:type="xsd:string">Service Not Activated </ ReasonCodeString>

<StartTinme xsi:type="xsd:string" xsi:nil="true"/>
<UpTi ne xsi:type="xsd:integer">- 1</ UpTi ne>
</itemp
<itemp

<Servi ceName xsi:type="xsd:string">C sco SOAP - CDRonDermand Servi ce</ Servi ceNane>
<Servi ceStatus xsi:type="ns2: Servi ceStat us">St opped</ Servi ceSt at us>

<ReasonCode xsi:type="xsd:integer">-1068</ ReasonCode>

<ReasonCodeString xsi:type="xsd:string">Service Not Activated </ ReasonCodeString>

<StartTinme xsi:type="xsd:string" xsi:nil="true"/>
<UpTi me xsi:type="xsd:integer">-1</ UpTi me>
<litemp

</ Servi cel nfoLi st >
</ Servi cel nfor mati onResponse>
</ nsl: Get Servi ceSt at usResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

ControlCenterServicesPort service: soapDoServiceDeployment Operation

The soapDoServiceDeployment operation allows clients to deploy or undeploy alist of services. It
returns the services response information for the services that are requested to be deployed or
undeployed. You can use this API only to deploy or undeploy a deployable service, a service with the
Deployable attribute set to True in the response from getting the static service specification. The API
does not allow clients to deploy or undeploy an empty list of services.

This API only activates services the node that is specified by the NodeName element. NodeName must
specify the local node.

Request Format

The HTTP header should have following SOAP action and envelop information:

<operati on nanme="soapDoServi ceDepl oynent" >
<soap: operati on
soapActi on="http://schenmas. ci sco. conf ast/ soap/ acti on/ #Cont r ol Cent er Ser vi ces#soapDoSer vi ceD
epl oyment"/ >
<i nput >
<soap: body use="encoded" nanmespace="http://schemas. cisco.conf ast/soap/"
encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</input >
<out put >
<soap: body use="encoded" nanespace="http://schemas. ci sco.coni ast/soap/"
encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</ out put >
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</ operation>

The soapDoServiceDeployment operation takes one array of service names for which their services are
either deployed or undeployed:

<soapenv: Body>
<ns1: DoSer vi ceDepl oynment
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. con ast/soap/">
<Depl oynent Ser vi ceRequest href ="#i d0"/>
</ nsl: DoServi ceDepl oynent >
<mul ti Ref id="id0" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xsi :type="ns2: Depl oynent Ser vi ceRequest "
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns2="http://cisco.com ccniserviceability/soap/ Control CenterServices/">
<NodeNane xsi:type="xsd:string">172.19. 240. 61</ NodeNane>
<Depl oyType href ="#i d1"/>
<Servi ceLi st xsi:type="soapenc: Array" soapenc: arrayType="xsd:string[1]">
<i tenpservice nane</itenp
</ Servi ceLi st>
</ mul ti Ref>
<mul ti Ref id="idl" soapenc:root="0"
soapenv: encodi ngStyl e="htt p://schemas. xm soap. or g/ soap/ encodi ng/ "
xsi :type="ns3: Depl oyType"
xm ns: ns3="http://cisco.conf ccniserviceability/soap/Control CenterServices/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ " >Depl oy</ mul ti Ref >
</ soapenv: Body>

The response contains the performed query information as defined in the previous “ Response Format”
section on page 4-86.

Invalid Service: Nonexisting Service

If the request to activate or deactivate a serviceis for an invalid service name, such as a nonexistent
service name, the ReasonCode -1010 and the ReasonCodeString “No such service” will appear in the
response.

The following request and response example applies for activating the service “ Cisco WrongService.”

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<ns1: DoSer vi ceDepl oynment
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<Depl oynent Ser vi ceRequest xsi:type="ns2: Depl oynent Servi ceRequest "
xm ns: ns2="http://cisco.conf ccniserviceability/soap/ Control CenterServices/">
<NodeNane xsi:type="xsd:string">172.19. 240. 99</ NodeNane>
<Depl oyType xsi:type="ns2: Depl oyType" >Depl oy</ Depl oyType>
<Servi celLi st xsi:type="soapenc: Array" soapenc:arrayType="xsd:string[1]"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<itemrCi sco WongService</itenmp
</ Servi ceLi st>
</ Depl oynent Ser vi ceRequest >
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</ nsl: DoServi ceDepl oynent >
</ soapenv: Body>
</ soapenv: Envel ope>

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<ns1: DoSer vi ceDepl oynent Response
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. conf ast/soap/">
<Servi cel nformati onResponse xsi :type="ns2: Servi cel nformati onResponse”
xm ns: ns2="http://cisco.conf ccniserviceability/soap/ Control CenterServices/">
<Ret urnCode xsi:type="ns2: Ret ur nCode" >0</ Ret ur nCode>
<ReasonCode xsi:type="xsd:integer">-1010</ ReasonCode>
<ReasonString xsi:type="xsd:string">No such service</ReasonString>
<Servicel nfoLi st xsi:type="ns2: Servicelnformation" xsi:nil="true"/>
</ Servi cel nf or mati onResponse>
</ nsl: DoServi ceDepl oyment Response>
</ soapenv: Body>
</ soapenv: Envel ope>

Invalid Service: Nondeployable Service

If the request to activate or deactivate a service is for a nondeployable service, a service with the
Deployable attribute set to False in the response for getting the static service specification, such as
service “SNMP Master Agent,” the ReasonCode -1045 and the ReasonCodeString “ Operation not
supported” will appear in the response.

The following request and response example applies for activating the service “SNMP Master Agent.”

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schere- i nst ance" >
<soapenv: Body>
<ns1: DoSer vi ceDepl oynent
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. con ast/soap/">
<Depl oynent Ser vi ceRequest xsi:type="ns2: Depl oynent Servi ceRequest "

xm ns: ns2="http://cisco.com ccniserviceability/soap/ Control CenterServices/">

<NodeNane xsi:type="xsd:string">172.19. 240. 99</ NodeNane>

<Depl oyType xsi:type="ns2: Depl oyType" >Depl oy</ Depl oyType>

<Servi ceLi st xsi:type="soapenc: Array" soapenc:arrayType="xsd:string[1]"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">

<i tem>SNMP Master Agent</itenp
</ Servi celLi st>
</ Depl oynent Ser vi ceRequest >
</ nsl: DoServi ceDepl oynent >
</ soapenv: Body>

</ soapenv: Envel ope>

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Scherne- i nst ance" >
<soapenv: Body>
<ns1: DoSer vi ceDepl oynent Response
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<Servi cel nformati onResponse xsi :type="ns2: Servi cel nformati onResponse”
xm ns: ns2="http://cisco.com ccniserviceability/soap/ Control CenterServices/">
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<Ret urnCode xsi:type="ns2: Ret ur nCode" >0</ Ret ur nCode>
<ReasonCode xsi:type="xsd:integer">-1045</ ReasonCode>
<ReasonString xsi:type="xsd:string">Cperation not supported</ReasonString>
<Servicel nfoLi st xsi:type="ns2: Servicelnformation" xsi:nil="true"/>
</ Servi cel nf or mati onResponse>
</ nsl: DoServi ceDepl oyment Response>
</ soapenv: Body>
</ soapenv: Envel ope>

Invalid Service: Empty List of Services

If the request to activate or deactivate a service provides an empty list of services, the ReasonCode -1045
and the ReasonCodeString “ Operation not supported” will appear in the response.

The following request and response example applies for activating the service without providing any
service name:

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<ns1: DoSer vi ceDepl oynment
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. con ast/soap/">
<Depl oynent Ser vi ceRequest xsi:type="ns2: Depl oynent Servi ceRequest "
xm ns: ns2="http://cisco.com ccniserviceability/soap/ Control CenterServices/">
<NodeNane xsi:type="xsd:string">172.19. 240. 99</ NodeNane>
<Depl oyType xsi:type="ns2: Depl oyType" >Depl oy</ Depl oyType>
<Servi ceLi st xsi:type="soapenc: Array" soapenc:arrayType="xsd:string[0]"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</ Depl oynent Ser vi ceRequest >
</ nsl: DoServi ceDepl oynent >
</ soapenv: Body>
</ soapenv: Envel ope>

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<ns1: DoSer vi ceDepl oynent Response
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Servi cel nformati onResponse xsi :type="ns2: Servi cel nformati onResponse”
xm ns: ns2="http://cisco.conf ccniserviceability/soap/ Control CenterServices/">
<Ret urnCode xsi:type="ns2: Ret ur nCode" >0</ Ret ur nCode>
<ReasonCode xsi:type="xsd:integer">-1045</ ReasonCode>
<ReasonString xsi:type="xsd:string">Cperation not supported</ReasonString>
<Servicel nfoLi st xsi:type="ns2: Servicelnformation" xsi:nil="true"/>
</ Servi cel nf or mati onResponse>
</ nsl: DoServi ceDepl oyment Response>
</ soapenv: Body>
</ soapenv: Envel ope>

The request example for deploying “ Cisco Tftp” service follows:

<?xm version="1.0" encodi ng="UTF-8"?>

<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
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<soapenv: Body>
<ns1: DoSer vi ceDepl oynment
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. conf ast/soap/">
<Depl oynent Ser vi ceRequest href ="#i d0"/>
</ nsl: DoServi ceDepl oynent >
<mul ti Ref id="id0" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xsi :type="ns2: Depl oynent Ser vi ceRequest "
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns2="http://cisco.com ccniserviceability/soap/Control CenterServices/">
<NodeNane xsi:type="xsd:string">172.19. 240. 61</ NodeNane>
<Depl oyType href="#i d1"/>
<Servi ceLi st xsi:type="soapenc: Array" soapenc: arrayType="xsd:string[1]">
<itenrCi sco Tftp</itenr
</ Servi ceLi st>
</mul ti Ref >
<mul ti Ref id="idl" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xsi :type="ns3: Depl oyType"
xm ns: ns3="http://cisco.conf ccniserviceability/soap/Control CenterServices/"
xm ns: soapenc="http://schenmas. xm soap. or g/ soap/ encodi ng/ " >Depl oy</ mul ti Ref >
</ soapenv: Body>
</ soapenv: Envel ope>

Response Example

The response example for deploying “ Cisco Tftp” service follows:

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Scherne- i nst ance" >
<soapenv: Body>
<nsl: DoSer vi ceDepl oynment Response
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<Servi cel nf or mati onResponse xsi :type="ns2: Servi cel nf or mati onResponse"
xm ns: ns2="http://cisco.com ccniserviceability/soap/ Control CenterServices/">
<Ret urnCode xsi:type="ns2: Ret ur nCode" >0</ Ret ur nCode>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonString xsi:type="xsd:string" xsi:nil="true"/>
<Servi cel nfoLi st xsi:type="soapenc: Array"
soapenc: arrayType="ns2: Servi cel nfornation[1]"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<itemp
<Servi ceName xsi:type="xsd:string">C sco Tftp</ServiceNane>
<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string"> </ReasonCodeStri ng>
<StartTime xsi:type="xsd:string">Wed Sep 15 13:59: 28 2004</ Start Ti me>
<UpTi ne xsi:type="xsd:integer">6</UpTi ne>
<litemr
</ Servi cel nf oLi st >
</ Servi cel nf or mat i onResponse>
</ nsl: DoServi ceDepl oyment Response>
</ soapenv: Body>
</ soapenv: Envel ope>
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ControlCenterServicesPort service: soapDoControlServices Operation

The soapDoControl Services operation allows clients to start or stop alist of service. It returns the
services response information for the services that are requested to get started or stopped. The API does
not allow clients to stop the following non-stop services:

e A CiscoDB
¢ Cisco Tomcat

The API also does not allow clients to provide an empty list of services when trying to start or stop the
services.

Request Format

HTTP header should have following SOAP action and envelop information:

<operati on name="soapDoControl Servi ces">
<soap: operati on
soapAction="http://schenmas. ci sco. com ast/ soap/ acti on/ #Cont rol Cent er Servi ces#soapDoCont
rol Servi ces"/ >
<i nput >
<soap: body use="encoded" nanespace="http://schemas. ci sco.conf ast/soap/"
encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</i nput >
<out put >
<soap: body use="encoded" nanmespace="http://schemas. cisco.conf ast/soap/"
encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</ out put >
</ operati on>

The soapDoControl Services operation takes one array of service names for which their services are
either started or stopped.

<mul ti Ref id="id0" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
Xsi :type="ns2: Control Servi ceRequest "
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns2="http://cisco.conf ccniserviceability/soap/ Control CenterServices/">
<NodeNane xsi:type="xsd:string" xsi:nil="true"/>
<Control Type href="#i d1"/>
<Servi celi st xsi:type="soapenc: Array" soapenc:arrayType="xsd:string[1]">
<i tenpservice nane</itenp
</ Servi ceLi st>
</ mul tiRef>
<mul ti Ref id="idl" soapenc:root="0"
soapenv: encodi ngStyl e="htt p://schemas. xm soap. or g/ soap/ encodi ng/ "
xsi :type="ns3: Control Type"
xm ns: ns3="http://cisco.com ccniserviceability/soap/ Control CenterServices/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">Start </ nmul ti Ref >

Response Format

The response contains the performed query information as defined in the previous “ Response Format”
section on page 4-86.
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Fault

Invalid Service: Nonexisting Service

If the request of start/stop service for an invalid service name, such as a nonexisting service name, the
ReasonCode -1010 and the ReasonCodeString “No such service” will be the response. The following
request and response example applies for starting the service “ Cisco WrongService.”

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<nsl: DoControl Servi ces soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. conf ast/soap/">
<Control Servi ceRequest xsi:type="ns2: Control Servi ceRequest"
xm ns: ns2="http://cisco.conf ccniserviceability/soap/ Control CenterServices/">
<NodeNane xsi:type="xsd:string" xsi:nil="true"/>
<Control Type xsi:type="ns2: Control Type">Start </ Control Type>
<Servi celLi st xsi:type="soapenc: Array" soapenc:arrayType="xsd:string[1]"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<itemrCi sco WongService</itenmp
</ Servi celLi st >
</ Cont r ol Servi ceRequest >
</ nsl: DoControl Servi ces>
</ soapenv: Body>
</ soapenv: Envel ope>

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<nsl: DoContr ol Servi cesResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Servi cel nf or mat i onResponse xsi:type="ns2: Servi cel nf or mati onResponse"
xm ns: ns2="http://cisco.com ccniserviceability/soap/Control CenterServices/">
<Ret urnCode xsi:type="ns2: Ret ur nCode" >0</ Ret ur nCode>
<ReasonCode xsi:type="xsd:integer">-1010</ ReasonCode>
<ReasonString xsi:type="xsd:string">No such servi ce</ReasonString>
<Servicel nfoLi st xsi:type="ns2: Servicelnformation" xsi:nil="true"/>
</ Servi cel nfor mati onResponse>
</ nsl: DoControl Servi cesResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

Invalid Service: Nonstop Service

If the request of stop service for a nonstop service, such as service “ Cisco Tomcat”, the ReasonCode
-1045 and the ReasonCodeString “ Operation not supported” will be the response. The following request
and response example applies for stopping the service “Cisco Tomcat.”

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Scherne- i nst ance" >

<soapenv: Body>

<nsl: DoControl Servi ces soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">

<Control Servi ceRequest xsi:type="ns2: Control Servi ceRequest"”
xm ns: ns2="http://cisco.conf ccniserviceability/soap/ Control CenterServices/">
<NodeNane xsi:type="xsd:string" xsi:nil="true"/>
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<Control Type xsi:type="ns2: Control Type">St op</ Control Type>
<Servi ceLi st xsi:type="soapenc: Array" soapenc:arrayType="xsd:string[1]"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<itenpCisco Toncat</itenr
</ Servi celLi st>
</ Cont r ol Servi ceRequest >
</ nsl: DoControl Servi ces>
</ soapenv: Body>
</ soapenv: Envel ope>

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Scherne- i nst ance" >
<soapenv: Body>
<ns1: DoContr ol Servi cesResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<Servi cel nformati onResponse xsi :type="ns2: Servi cel nfornmati onResponse”
xm ns: ns2="http://cisco.com ccniserviceability/soap/Control CenterServices/">
<Ret urnCode xsi:type="ns2: Ret ur nCode" >0</ Ret ur nCode>
<ReasonCode xsi:type="xsd:integer">-1045</ ReasonCode>
<ReasonString xsi:type="xsd:string">Cperation not supported</ReasonString>
<Servi cel nfoLi st xsi:type="ns2: Servicelnfornation" xsi:nil="true"/>
</ Servi cel nf or mati onResponse>
</ nsl: DoControl Servi cesResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

Invalid Service: Empty List of Services

If the request of start or stop service iswith an empty list of services, the ReasonCode -1045 and the
ReasonCodeString “ Operation not supported” will be the response. The following request and response
example applies for stopping the service without providing any service name.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://wwmw. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<nsl: DoControl Servi ces soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Control Servi ceRequest xsi:type="ns2: Control Servi ceRequest"”
xm ns: ns2="http://cisco.conf ccniserviceability/soap/ Control CenterServices/">
<NodeNane xsi:type="xsd:string" xsi:nil="true"/>
<Control Type xsi:type="ns2: Control Type">St op</ Control Type>
<Servi celLi st xsi:type="soapenc: Array" soapenc:arrayType="xsd:string[O0]"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >
</ Cont r ol Servi ceRequest >
</ nsl: DoControl Servi ces>
</ soapenv: Body>
</ soapenv: Envel ope>

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://wwmw. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<nsl: DoContr ol Servi cesResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<Servi cel nf or mat i onResponse xsi :type="ns2: Servi cel nf or mati onResponse"
xm ns: ns2="http://cisco.com ccniserviceability/soap/Control CenterServices/">
<Ret urnCode xsi:type="ns2: Ret ur nCode" >0</ Ret ur nCode>
<ReasonCode xsi:type="xsd:integer">-1045</ ReasonCode>
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<ReasonString xsi:type="xsd:string">Cperation not supported</ReasonString>
<Servicel nfoLi st xsi:type="ns2: Servicelnformation" xsi:nil="true"/>
</ Servi cel nfor mati onResponse>
</ nsl: DoControl Servi cesResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

Invalid Service: Service with Stopping Status

If the request isto stop a service, and the service status is Stopping, the ReasonCode -1045 and the
ReasonCodeString “Operation not supported” will be the response. The request and response example
appears very similar to the preceding example.

Request Example

The request example for starting “Cisco Tftp” serviceis:

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<ns1: DoControl Services
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.conf ast/soap/">
<Control Servi ceRequest href="#i d0"/>
</ nsl: DoContr ol Servi ces>
<mul ti Ref id="id0" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
Xsi :type="ns2: Control Servi ceRequest "
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns2="http://cisco.conf ccniserviceability/soap/ Control CenterServices/">
<NodeNane xsi:type="xsd:string" xsi:nil="true"/>
<Control Type href="#i d1"/>
<Servi celi st xsi:type="soapenc: Array" soapenc:arrayType="xsd:string[1]">
<itenpCisco Tftp</itenr
</ Servi ceLi st>
</mul tiRef>
<mul ti Ref id="idl" soapenc:root="0"
soapenv: encodi ngStyl e="htt p://schemas. xn soap. or g/ soap/ encodi ng/ "
xsi :type="ns3: Control Type"
xm ns: ns3="http://cisco.comccniserviceability/soap/Control CenterServices/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">Start </ mul ti Ref >
</ soapenv: Body>
</ soapenv: Envel ope>

Response Example

The response example for starting “ Cisco Tftp” service follows:

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: DoContr ol Servi cesResponse

soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schemas. ci sco. conf ast/soap/">

<Servi cel nf or mat i onResponse xsi :type="ns2: Servi cel nf or mati onResponse"
xm ns: ns2="http://cisco.conf ccniserviceability/soap/ Control CenterServices/">

<Ret urnCode xsi:type="ns2: Ret ur nCode" >0</ Ret ur nCode>
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<ReasonCode xsi:type="xsd:integer">-1</ReasonCode>
<ReasonString xsi:type="xsd:string" xsi:nil="true"/>
<Servi cel nfoLi st xsi:type="soapenc: Array"
soapenc: arrayType="ns2: Servi cel nformation[ 1] "
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ " >
<itene
<Servi ceNanme xsi:type="xsd:string">C sco Tftp</Servi ceNane>
<ServiceStatus xsi:type="ns2: ServiceStatus">Started</ ServiceStatus>
<ReasonCode xsi:type="xsd:integer">-1</ ReasonCode>
<ReasonCodeString xsi:type="xsd:string">
</ ReasonCodeStri ng>
<StartTime xsi:type="xsd:string">Tue Sep 14 19: 36: 08 2004</ Start Ti me>
<UpTi ne xsi:type="xsd:integer">6</UpTi ne>
<litenpr
</ Servi cel nfoLi st>
</ Servi cel nf or mat i onResponse>
</ nsl: DoControl Servi cesResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

ControlCenterServicesPort service: getProductinformationList Operation

The getProductinformationList operation provides information about the products that are installed on
agiven server. Thisinformation includes;

¢ Active Server Version
e Primary Node name
¢ SecondaryNode name (if any)
e Array Of Installed Products
Each installed product provides the following information:
— ProductName
— Product Version
— Product Description
- Product ID
— Short Name for the product
e Array Of Product Service Specification
Each Product Service Specification provides the following information:
— Service Name
- Service Type
- Deployable value
- GroupName
- ProductID
— Array of DependentServices (if any).

For each server in the cluster, clients are expected to send one request to get all thisinformation. The
system requires clients to send this request only once during initialization.

Request Format

<?xm version="1.0" encodi ng="utf-8"?>
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<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Get Product | nf or mati onLi st
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Servi cel nf or mat i onResponse
Xsi :type="xsd: string">get Product </ Servi cel nf or mati onResponse>
</ nsl: Get Product | nf or mati onLi st >
</ soapenv: Body>
</ soapenv: Envel ope>

Response Format

<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Get Product | nformati onLi st Response
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<Cet Product | nfor mati onLi st Response xsi:type="ns2: Get Product | nf ormati onLi st Response"
xm ns: ns2="http://cisco.conf ccniserviceability/soap/ Control CenterServices/">
<Acti veServer Version xsi:type="xsd:string">6.0.0.9381-5</Acti veServer Versi on>
<Pri maryNode xsi:type="xsd:string">irv3-ccmi</PrimaryNode>
<Secondar yNode xsi:type="xsd:string">
</ Secondar yNode>
<Products soapenc: arrayType="ns2: I nstall edProduct[3]" xsi:type="soapenc: Array"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<item xsi:type="ns2:|nstall edProduct">
<Product Nanme xsi:type="xsd:string">C sco Unified Call Manager </ Product Nanme>
<Product Ver si on xsi:type="xsd: string">6.0.0.9381-5</Product Versi on>
<Product Descri ption xsi:type="xsd:string">Call Manager tenporary
descri pti on</ Product Descri pti on>
<Product | D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Short Nanme xsi:type="xsd: string">CCM/ Short Nane>
</litenp
<item xsi:type="ns2:|nstall edProduct">
<Pr oduct Name xsi:type="xsd:string">Ci sco Unity Connecti on</Product Name>
<Product Ver si on xsi:type="xsd:string">6.0.0.9381-5</Product Versi on>
<Product Descri ption xsi:type="xsd:string">Unity Connection tenporary
descri ption</ Product Descri pti on>
<Product | D xsi:type="xsd: string">UnityConnecti on</Product| D>
<Short Nanme xsi:type="xsd: string">CUC</ Short Nane>
</itenpr
<item xsi:type="ns2: I nstall edProduct">
<Product Name xsi:type="xsd: string">Comon Servi ces</Product Name>
<Pr oduct Ver si on xsi:type="xsd: string">6.0.0.9381-5</Product Versi on>
<Product Descri ption xsi:type="xsd: string">Comon Services for all
Pr oduct s</ Product Descri pti on>
<Product | D xsi :type="xsd: string">Conmmon</ Product | D>
<Short Nane xsi:type="xsd: string">SYS</ Short Nanme>
</itenpr
</ Product s>
<Servi ces soapenc: arrayType="ns2: Product Servi ceSpeci fication[58]"
Xsi :type="soapenc: Array" xml ns:soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceNanme xsi:type="xsd:string">C sco Cal | Manager </ Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t r ue</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">CM Services</ G oupNane>
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<Product | D xsi:type="xsd: string">Cal | Manager </ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenr
<item xsi :type="ns2: Product Servi ceSpeci fication">
<Servi ceNanme xsi:type="xsd:string">C sco Tftp</Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">CM Services</ G oupNane>
<Product| D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
<litenpr

</ Servi ces>
</ Get Product | nf or mati onLi st Response>
</ nsl: Get Product | nf or mati onLi st Response>
</ soapenv: Body>
</ soapenv: Envel ope>

The system issues a standard SOAP fault in the event of afailure.

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Get Product | nf or mati onLi st
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Servi cel nf or mati onResponse xsi:type="xsd: string">test</Servicel nformati onResponse>
</ nsl: Get Product | nf or mati onLi st >
</ soapenv: Body>
</ soapenv: Envel ope>

Response Example

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<nsl: Get Product | nf or mati onLi st Response
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Get Product I nformat i onLi st Response xsi :type="ns2: Get Product | nf or nati onLi st Response”
xm ns: ns2="http://cisco.com ccniserviceability/soap/Control CenterServices/">
<ActiveServerVersion xsi:type="xsd:string">7.0.0.39700-8</ ActiveServer Versi on>
<Pri maryNode xsi:type="xsd: string">Cl SCART15</ Pri nar yNode>
<Secondar yNode xsi:type="xsd:string">
</ Secondar yNode>
<Products soapenc: arrayType="ns2: | nstall edProduct[2]" xsi:type="soapenc: Array"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<item xsi:type="ns2: I nstall edProduct">
<Product Name xsi:type="xsd:string">C sco Unified Comunications
Manager </ Pr oduct Nanme>
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<Product Ver si on xsi:type="xsd:string">7.0.0.39700-8</ Product Ver si on>
<Product Descri pti on xsi:type="xsd:string">Stand Al one Ci sco Unified
Communi cati ons Manager </ Product Descri pti on>
<Product | D xsi:type="xsd: string">Cal | Manager </ Product | D>
<Short Nane xsi:type="xsd: string">CCM</ Short Nanme>
</itenp
<item xsi:type="ns2: I nstall edProduct">
<Product Nane xsi:type="xsd: string">Comobn Servi ces</Product Name>
<Pr oduct Ver si on xsi:type="xsd: string">7.0.0.39700-8</ Product Ver si on>
<Product Descri ption xsi:type="xsd: string">Common Services for all
Pr oduct s</ Pr oduct Descri pti on>
<Product | D xsi :type="xsd: st ring">Conmmon</ Product | D>
<Short Nane xsi:type="xsd: string">SYS</ Short Nanme>
<litenpr
</ Product s>
<Servi ces soapenc: arrayType="ns2: Product Servi ceSpeci fication[58]"
Xsi :type="soapenc: Array" xm ns:soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceNanme xsi:type="xsd:string">C sco AXL Web Servi ce</ Servi ceNane>
<ServiceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t r ue</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">Database and Adnmi n Servi ces</ G oupNane>
<Product | D xsi:type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
<litenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceNane xsi:type="xsd:string">Cisco Serviceability Reporter</ServiceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">Performance and NMonitoring
Servi ces</ G oupNanme>
<Product | D xsi:type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi :type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco DirSync</Servi ceNane>
<ServiceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">Directory Services</ G oupNanme>
<Product| D xsi :type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenr
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco Cal | Manager </ Ser vi ceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<GroupName xsi:type="xsd:string">CM Servi ces</ G oupNane>
<Product | D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco Tftp</ServiceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t r ue</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">CM Servi ces</ G oupNanme>
<Product| D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenpr
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceNane xsi:type="xsd:string">Ci sco Messagi ng | nterface</ ServiceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t r ue</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">CM Servi ces</ G oupNanme>
<Product | D xsi :type="xsd: string">Cal | Manager </ Pr oduct | D>
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<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenpr
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceNanme xsi:type="xsd:string">C sco Unified Mbile Voice Access
Servi ce</ Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">CM Services</ G oupNane>
<Product| D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco |P Voice Media Streamn ng
App</ Ser vi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">CM Services</ G oupNane>
<Product| D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco CTlI Manager </ Ser vi ceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t r ue</ Depl oyabl e>
<GroupName xsi:type="xsd:string">CM Servi ces</ G oupNanme>
<Product| D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces soapenc: arrayType="xsd: string[1]" xsi:type="soapenc: Array">
<item xsi:type="xsd:string">C sco Call Manager</iten>
</ Dependent Ser vi ces>
</itenr
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco Cal | Manager Attendant Consol e
Server </ Servi ceNanme>
<ServiceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">CTl Services</ G oupNanme>
<Product | D xsi:type="xsd: string">Cal | Manager </ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenpr
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco Extension Mbility</ServiceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<GroupName xsi:type="xsd:string">CM Servi ces</ G oupNanme>
<Product | D xsi :type="xsd: string">Cal | Manager </ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco | P Manager Assi stant </ Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t r ue</ Depl oyabl e>
<GroupName xsi:type="xsd:string">CTl Services</G oupNanme>
<Product | D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenr
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceNane xsi:type="xsd:string">C sco SOAP - CDRonDenand
Servi ce</ Servi ceNanme>
<ServiceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t r ue</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">CDR Servi ces</ G oupNanme>
<Product | D xsi:type="xsd: string">Cal | Manager </ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
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<item xsi :type="ns2: Product Servi ceSpeci fication">
<Servi ceNanme xsi:type="xsd:string">C sco CTL Provider</Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">Security Services</ G oupNane>
<Product| D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco Extended Functions</ Servi ceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t r ue</ Depl oyabl e>
<GroupName xsi:type="xsd:string">Voice Quality Reporter Services</G oupNanme>
<Product | D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceNane xsi:type="xsd:string">Ci sco WebDi al er Web Servi ce</ Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">CTl Services</ G oupNanme>
<Product | D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenmp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">Ci sco Certificate Authority Proxy

Functi on</ Ser vi ceNane>

<ServiceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">Security Services</G oupNane>
<Product | D xsi:type="xsd: string">Cal | Manager </ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenpr
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco CAR Wb Servi ce</ Servi ceNanme>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<GroupName xsi:type="xsd:string">CDR Servi ces</ G oupNanme>
<Product | D xsi :type="xsd: string">Cal | Manager </ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco Cal |l Manager SNW

Servi ce</ Servi ceNane>

<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">Performance and Monitoring

Ser vi ces</ G oupNane>

<Product | D xsi:type="xsd: string">Cal | Manager </ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenpr
<item xsi :type="ns2: Product Servi ceSpeci fication">
<Servi ceNanme xsi:type="xsd:string">C sco Bul k Provisioning

Ser vi ce</ Ser vi ceNane>

<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">Database and Admi n Servi ces</ G oupName>
<Product| D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco Dialed Nunber Anal yzer</Servi ceNanme>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t r ue</ Depl oyabl e>
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<G oupNane xsi:type="xsd:string">CM Services</ G oupNane>
<Product | D xsi:type="xsd: string">Cal | Manager </ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenp
<item xsi :type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco DHCP Mnitor Service</ Servi ceNane>
<ServiceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t rue</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">CM Servi ces</ G oupNanme>
<Product | D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces soapenc: arrayType="xsd:string[1]" xsi:type="soapenc: Array">
<item xsi:type="xsd: string">Ci sco Database Layer Mnitor</itenr
</ Dependent Ser vi ces>
<litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco TAPS Servi ce</ Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >t r ue</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">Database and Adni n Servi ces</ G oupName>
<Product | D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco Call Manager Serviceability
RTMT</ Ser vi ceNane>
<ServiceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">Performance and Monitoring</ G oupNanme>
<Product | D xsi:type="xsd: string">Conmron</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco DRF Master</ Servi ceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">Backup and Restore Services</ G oupName>
<Product| D xsi :type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenr
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco Cal | Manager
Servi ceabi | i ty</ Servi ceNanme>
<ServiceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">System Services</ G oupName>
<Product | D xsi:type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenr
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">A Ci sco DB</ ServiceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">Platform Services</G oupNane>
<Product | D xsi :type="xsd: string">Comon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
<litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceNane xsi:type="xsd:string">A Cisco DB Replicator</Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">Platform Services</ G oupNane>
<Product| D xsi :type="xsd: string">Conmmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itemr
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<item xsi :type="ns2: Product Servi ceSpeci fication">
<Servi ceNanme xsi:type="xsd:string">C sco Tontat </ Servi ceNanme>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">Pl atform Services</ G oupNane>
<Product | D xsi :type="xsd: string">Conmmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">SNMP Master Agent</Servi ceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">Platform Servi ces</ G oupNane>
<Product | D xsi :type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco Database Layer Nonitor</Servi ceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">DB Servi ces</ G oupNanme>
<Product | D xsi :type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenmp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">M B2 Agent </ Servi ceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">Platform Services</ G oupNane>
<Product | D xsi :type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">Host Resources Agent</Servi ceNanme>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">Platform Services</ G oupNane>
<Product | D xsi:type="xsd: string">Conmmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceNanme xsi:type="xsd:string">Native Agent Adapter</Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">Pl atform Services</ G oupNane>
<Product | D xsi :type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">System Application Agent</Servi ceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">Platform Services</ G oupNane>
<Product| D xsi :type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenr
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco CDP Agent </ Servi ceNanme>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">Platform Servi ces</ G oupNane>
<Product | D xsi :type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenp
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<item xsi :type="ns2: Product Servi ceSpeci fication">
<Servi ceNanme xsi:type="xsd:string">C sco Syslog Agent</ Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">Pl atform Services</ G oupNane>
<Product | D xsi :type="xsd: string">Conmmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco RTMI Reporter Servlet</Servi ceNanme>
<Servi ceType xsi:type="ns2: ServiceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<GroupName xsi:type="xsd:string">Performance and Monitoring</ G oupName>
<Product| D xsi :type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco Log Partition Monitoring

Tool </ Servi ceNanme>

<ServiceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">Performance and Monitoring</ G oupNane>
<Product | D xsi:type="xsd: string">Comron</ Product | D>
<Dependent Servi ces soapenc: arrayType="xsd:string[1]" xsi:type="soapenc: Array">
<item xsi:type="xsd: string">C sco Database Layer Mnitor</itenm>
</ Dependent Ser vi ces>
</litenr
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco CDP</ Servi ceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">System Services</ G oupName>
<Product | D xsi :type="xsd: string">Common</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
<litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">SOAP -Real -Time Service APl s</Servi ceNanme>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">SOAP Servi ces</ G oupName>
<Product | D xsi :type="xsd: string">Comon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceNanme xsi:type="xsd:string">SOAP - Performance Mnitoring

APl s</ Ser vi ceNanme>

<ServiceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">SOAP Servi ces</ G oupNanme>
<Product | D xsi:type="xsd: string">Conmron</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">SOAP -Log Col | ection APIs</ Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">SOAP Servi ces</ G oupName>
<Product | D xsi :type="xsd: string">Comon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenr
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco DRF Local </ Servi ceNanme>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
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<G oupNane xsi:type="xsd:string">Backup and Restore Services</ G oupNane>
<Product I D xsi:type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenp
<item xsi :type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">Ci sco Certificate Expiry
Moni t or </ Ser vi ceName>
<ServiceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">Pl atform Services</ G oupNane>
<Product | D xsi:type="xsd: string">Conmron</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco Trace Col |l ection
Ser vl et </ Servi ceNane>
<ServiceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">System Servi ces</ G oupNane>
<Product | D xsi:type="xsd: string">Comron</ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco Trace Col |l ection
Ser vi ce</ Servi ceNane>
<ServiceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">System Servi ces</ G oupNane>
<Product | D xsi:type="xsd: string">Conmron</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco Tontat Stats Servl et</Servi ceNane>
<Servi ceType xsi:type="ns2: ServiceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">Performnce and Monitoring</ G oupName>
<Product| D xsi :type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenr
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">Ci sco RIS Data Col | ect or </ Servi ceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<GroupName xsi:type="xsd:string">Performance and Monitoring</ G oupName>
<Product | D xsi :type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco AMC Servi ce</ Servi ceName>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">Performance and Monitoring</ G oupName>
<Product | D xsi :type="xsd: string">Conmon</ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenr
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco Cal | Manager Personal
Di rect ory</ Ser vi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">CM Servi ces</ G oupName>
<Product | D xsi:type="xsd: string">Cal | Manager </ Product | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenpr

Cisco Unified Communications Manager XML Developers Guide
m. 0L-20944-01



| Chapter4 Serviceability XML Programming

ControlCenterServicesPort SOAP Service 1l

<item xsi :type="ns2: Product Servi ceSpeci fication">
<Servi ceNanme xsi:type="xsd:string">C sco CDR Repository Mnager </ Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">CDR Servi ces</ G oupNane>
<Product| D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces soapenc: arrayType="xsd: string[2]" xsi:type="soapenc: Array">
<item xsi:type="xsd: string">C sco Database Layer Mnitor</itenm>
<item xsi:type="xsd:string">A Ci sco DB</itenr
</ Dependent Ser vi ces>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco Cal |l Manager Admi n</ Servi ceName>
<Servi ceType xsi:type="ns2: ServiceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<GroupNane xsi:type="xsd:string">Adnm n Services</ G oupName>
<Product| D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</itenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco License Manager </ Servi ceNanme>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">Platform Servi ces</ G oupNane>
<Product | D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
<litenmr
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco CDR Agent </ Servi ceNanme>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">CDR Servi ces</ G oupNanme>
<Product | D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces soapenc: arrayType="xsd:string[2]" xsi:type="soapenc: Array">
<item xsi:type="xsd:string">C sco Database Layer Mnitor</itenr
<item xsi:type="xsd:string">A Cisco DB</itenr
</ Dependent Ser vi ces>
</itenp
<item xsi:type="ns2: Product Servi ceSpeci fi cation">
<Servi ceName xsi:type="xsd:string">C sco Extension Mbility
Appl i cati on</ Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">CM Services</ G oupNane>
<Product| D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco Call Manager Cisco |P Phone
Servi ces</ Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servl et </ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean">f al se</ Depl oyabl e>
<G oupNane xsi:type="xsd:string">CM Services</ G oupNane>
<Product| D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces xsi:type="xsd:string" xsi:nil="true"/>
</litenp
<item xsi:type="ns2: Product Servi ceSpeci fication">
<Servi ceName xsi:type="xsd:string">C sco CAR Schedul er </ Servi ceNane>
<Servi ceType xsi:type="ns2: Servi ceTypes">Servi ce</ Servi ceType>
<Depl oyabl e xsi:type="xsd: bool ean" >f al se</ Depl oyabl e>
<GroupNanme xsi:type="xsd:string">CDR Servi ces</ G oupNanme>
<Product| D xsi:type="xsd: string">Cal | Manager </ Pr oduct | D>
<Dependent Servi ces soapenc: arrayType="xsd: string[2]" xsi:type="soapenc: Array">
<item xsi:type="xsd: string">Ci sco Database Layer Mnitor</itenr
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<item xsi:type="xsd:string">A Cisco DB</itenpr
</ Dependent Ser vi ces>

</itenr

</ Servi ces>

</ Get Product I nf or mati onLi st Response>
</ nsl: Get Product | nf or mati onLi st Response>

</ soapenv: Body>

</ soapenv: Envel ope>

LogCollectionPort SOAP Service

This section describes the operations for the LogCollectionPort service, which provides operations for
searching for and collecting log files for a set of services.

Table 4-7 provides a summary of the SOAP LogCollectionPort service operations.

Table 4-7 SOAP LogCollectionPort Service Operations
Operation Description Reference
listNodeServicel ogs Returns the location of their log filesfor |LogCollectionPort service:
each service listNodeServicel ogs Operation,
page 4-116

selectLogFiles

Takes FileSelectionCriteria object asan  |LogCollectionPort Service:
input parameter and returns the file names | selectL ogFiles Operation, page 4-119
and location for that object

LogCollectionPort service: listNodeServiceLogs Operation

Request Format

The listNodeServicel. ogs operation returns the location of their log files for each service. This
information includes the node names in the cluster and the lists of service names and system log names.

Theinput is a dummy ListRequest Handle.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Li st NodeServi ceLogs
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">
<Li st Request href="#i d0"/>
</ nsl:Li st NodeServi ceLogs>
<mul ti Ref id="id0" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
Xsi:type="ns2: Li st Request"” xnl ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns2="http://cisco.conf ccniserviceability/soap/LogCollection/">handl e</nulti Ref>
</ soapenv: Body>
</ soapenv: Envel ope>
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The response is an array of NodeServicelL ogL.ist.

message="i npl : | i st NodeSer vi ceLogsResponse" nane="|i st NodeSer vi ceLogsResponse" />

String namne;
String[] servicelLog;
String[] systemn og;

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Li st NodeSer vi ceLogsResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Li st NodeSer vi ceLogs xsi:type="soapenc: Array"
soapenc: arrayType="ns2: NodeSer vi ceLogLi st[2]"
xm ns: ns2="http://cisco.com ccniserviceability/soap/LogCollection/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<itenp
<nanme Xsi:type="xsd:string">172.19. 240. 92</ nanme>
<Servi celLog xsi:type="soapenc: Array" soapenc:arrayType="xsd: string[40]">

<itemrCi sco
<itemrC sco
<itemrC sco
<item>Ci sco
<itemrC sco
<itemrC sco
<item>Ci sco
<itemrC sco
<itemrCi sco
<itemrCi sco
<itemrCi sco
<itemrCi sco
<itenpCi sco
<itemrCi sco
<itemrCi sco
<itenpCi sco
<itemrCi sco

Sysl og Agent</itenr

Unified CM SNWP Servi ce</itenp

CDP Agent</itemn>

CDP</iten>

Log Partition Mnitoring Tool </iten>
RIS Data Col l ector</itenp

AMC Service</itenr

Serviceability Reporter</itene
Unified CM Admin Wb Service</itenp
Unified CM Real m Wb Service</itenr
Unified CM Service Wb Service</itenr
SOAP Wb Service</itenr

RTMI' Wb Service</itenr

CAR Wb Service</itenp

Unified CM PD Wb Service</itenp
Unified CM DBL Web Library</itenp
Unified CM NCS Web Li brary</itenr

<itempUnified CW/itenp

<itemrCi sco
<itenrCi sco
<itenrCi sco
<itenrCi sco
<itenrC sco
<itenrC sco
<itenrCi sco
<itenrC sco
<itenrC sco
<i tenmrCi sco

Unified | P Phone Services</itenp

AXL Web Service</itenr

WebDi al er Web Service</itene

WebDi al er Redi rector Web Service</itenr
Ccnuser Web Service</itenp

Ext ended Functions</itenp

CDR Repository Manager</itens

CDR Agent</iten>

CAPF</itenr

CTLProvi der</itenp

<itenpUnified CW/itenr

<itenrC sco
<i tenrC sco

Di r Sync</itenp
CTI Manager</itenp

<itemrCisco TFTP</itenp

<itenpCi sco | p Voice Media Streamnm ng App</itenr
<itempCM </itenp

<itenpC sco Dat abase Layer Monitor</itens
<itempCisco Car Schedul er</iten

<itenpCisco | pma Services</itenp

<itenrCi sco Extension Mbility</itenr

<i t enpDat abase Layer (DBL) Logs</iten®
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<itemrProg Logs</itenr
<item>SQL DBMS Logs</itenp

</ Servi ceLog>

<System og xsi:type="soapenc: Array" soapenc:arrayType="xsd:string[5]">
<i temrEvent Vi ewer-Application Log</itenp
<itenplnstall Logs</iten>
<i temrEvent Vi ewer-System Log</itenp
<itempSecurity Logs</itenp
<itenpCisco Tontat</iten>

</ Syst em og>

</ Li st NodeSer vi ceLogs>
</ nsl: Li st NodeSer vi ceLogsResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

If the database is not up and running or no node exists in the database, it will return aremote exception,
“Query selectAllProcessNodes failed.”

If no service list or syslog list is returned from the preferences, the system returns a remote exception:
“No service found” or “No System Log found.”

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Li st NodeSer vi ceLogsResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">
<Li st NodeSer vi ceLogs xsi:type="soapenc: Array"
soapenc: arrayType="ns2: NodeServi ceLogLi st[2]"
xm ns: ns2="http://cisco.com ccniserviceability/soap/LogCollection/"
xm ns: soapenc="http://schenmas. xm soap. or g/ soap/ encodi ng/ " >
<itenmp
<nanme Xxsi:type="xsd:string">172.19. 240. 92</ nanme>
<Servi ceLog xsi:type="soapenc: Array" soapenc:arrayType="xsd: string[40]">

<itemrCi sco
<itemrC sco
<itemrC sco
<item>Ci sco
<itemrC sco
<itemrC sco
<item>Ci sco
<itemrC sco
<itemrCi sco
<item>Ci sco
<item>Ci sco
<itemrCi sco
<itenpCi sco
<itenpCi sco
<itemrCi sco
<itenpCi sco
<itenpCi sco

Sysl og Agent</itenr

Unified CM SNWP Service</itenp

CDP Agent</itemn>

CDP</iten>

Log Partition Mnitoring Tool </iten>
RIS Data Col l ector</itenp

AMC Service</itenr

Serviceability Reporter</itenr
Unified CM Admin Wb Service</itenp
Unified CM Real m Wb Service</itenr
Unified CM Service Wb Service</itens
SOAP Wb Service</itenp

RTMI' Wb Service</itenr

CAR Wb Service</itens

Unified CM PD Wb Service</itenp
Unified CM DBL Web Library</itenr
Unified CM NCS Wb Library</itenr

<itempUnified CM Cisco Unified I P Phone Services</itenp

<i tenmrCi sco
<i tenrCi sco
<itenrC sco

AXL Web Service</iten>
WebDi al er Web Service</itenr
WebDi al er Redi rector Web Service</itenr
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<itenrCisco Ccrmuser Web Service</iten>
<itenrCi sco Extended Functions</iten>
<itenrCisco CDR Repository Manager</itenr
<itemrCi sco CDR Agent</itenp
<itenpCi sco CAPF</itenr
<itenpCi sco CTLProvider</itenr
<itenpUnified CW/itenr
<itemrCi sco DirSync</itenp
<itenrCisco CTl Manager</itenr
<itenpCisco TFTP</itenp
<itenpCisco Ip Voice Media Stream ng App</itenr
<itemrCM </itenr
<itenpCi sco Dat abase Layer Monitor</itenpr
<itenpCisco Car Schedul er</itenr
<itenrCisco | pma Services</itenr
<itenpCisco Extension Mbility</itenmr
<i t enpDat abase Layer (DBL) Logs</iten>
<itenpProg Logs</itenr
<i tenrSQL DBMS Logs</itenr

</ Servi ceLog>

<Systenl og xsi:type="soapenc: Array" soapenc:arrayType="xsd:string[5]">
<i tenrEvent Viewer-Application Log</itenp
<itenplnstall Logs</iten>
<i tenpEvent Vi ewer-System Log</itenr
<itenpSecurity Logs</itenr
<itenrCi sco Tontat</itenpr

</ Syst em og>

</ Li st NodeSer vi ceLogs>
</ nsl:Li st NodeServi ceLogsResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

LogCollectionPort Service: selectLogFiles Operation

Description
The selectL ogFiles operation retrieves log files based on a selection criteria. This API takes
FileSelectionCriteria object as an input parameter and returns the file name and location for that object.
The LogCollectionService URL is
http://hostname/ | ogcol | ectionservice/services/LogCol |l ecti onPort

Parameters
The selectL ogFiles operation includes the following elements:

e ServiceLogs—Array of strings. The available service options depends on the services that are
activated on the Cisco Unified CM. The actual available options are as those returned by the
listNodeServicel ogs operation at run time. For example:

- Cisco Syslog Agent
— Cisco Unified CM SNMP Service
- Cisco CDP Agent
e SystemLogs—Array of strings.
Cisco Unified Communications Manager XML Developers Guide
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~

Note SystemL ogs element is not available in Cisco Unified CM release 7.1.3, and therefore should be
empty.

¢ JobType—The collection type. The available options are:
— DownloadtoClient
— PushtoSFTPServer
If you select PushtoSFTPServer, then the following elements are also required:
e |PAddress
e UserName
e Password
e Port
¢ Remote Download Folder
e SearchStr—A non-null string.
¢ Frequency—The frequency of log collection. The available options are:
OnDemand

Daily
Weekly
Monthly

~

Note = Only OnDemand option is currently supported for Frequency element. The other options (Daily,
Weekly, and Monthly) are applicable for schedule collection that is currently not supported.

e ToDate—The end date for file collection. Format is mm/yy/dd hh:mm AM/PM. The ToDate
element isrequired if you use absolute time range.
File collection time range can be absoulte or relative. If you prefer relative time range, then the
following elements are required:

e RelText
e RelTime
If you prefer absolute time range, then the following elements are required:
e ToDate
e FromDate

e FromDate—The start datefor file collection. Format is mm/yy/dd hh:mm AM/PM. The FromDate
element isrequired if you use absolute time range.

¢ RelText—The file collection time range. The available options are;
- Week
- Day
- Month
- Hours
- Minutes
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RelTime—The file collection time value. Gives all files from the specified time up to present. The
available rangeis 1 to 100.

For example, if the Rel Text is“Day” and RelTimeis 1, then we get all files modified in the previous
one day.

TimeZone—The time zone value. The format is Client: (GMT +n) Name of the time zone
where, n is the offset time of the specified time zone and GMT. For example:

- Client: (GMT-0:0) Greenwich Mean Time
- Client: (GMT-8:0) Pacific Standard Time
Port—The port number of the node.
IPAddress—The | P address of the node.
UserName—T he service administrator username for the node.
Password—T he service administrator password for the node.

Ziplnfo—Indicates whether to compress the files during collection. This element is applicable only
for PushtoSFTPServer option. The avilable options are:

— True—Thefiles are compressed.
- False—Thefiles are not compressed.

RemoteFolder—The remote folder where the files are to be uploaded. Thisoptionisused only if you
choose to upload trace files to SFTP or FTP server.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: Sel ect LogFi | es soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco.con ast/soap/">

<Fil eSel ectionCriteria href="4#id0"/>

</ nsl: Sel ect LogFi | es>
<mul ti Ref id="id0" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
Xsi:type="ns2: SchemaFi | eSel ectionCriteria"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns2="http://cisco.com ccniserviceability/soap/LogCollection/">

<Servi celLogs xsi:type="soapenc: Array" soapenc: arrayType="xsd:string[45]">
<itenrCisco Syslog Agent</iten>
<i temrEvent Vi ewer-Application Log</itenp
<itemplnstall Logs</itenp
<itenrEvent Vi ewer-System Log</itenr
<itenpSecurity Logs</itenr
</ Servi ceLogs>

<Systenlogs xsi:type="xsd:string" xsi:nil="true"/>

<JobType href="#i d2"/>

<SearchStr xsi:type="xsd:string"/>

<Frequency href="#id1"/>

<ToDate xsi:type="xsd:string" xsi:nil="true"/>

<FronDate xsi:type="xsd:string" xsi:nil="true"/>

<Ti meZone xsi:type="xsd:string">Cient:(GMVr-8:0)Pacific Standard Ti me</ Ti meZone>
<Rel Text href="#id3"/>

<Rel Ti me xsi:type="xsd: byt e">5</Rel Ti ne>

<Port xsi:type="xsd: byte">0</Port>
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<| PAddr ess xsi:type="xsd: string">MCS- SD4</ | PAddr ess>
<User Nanme xsi:type="xsd:string" xsi:nil="true"/>
<Password xsi:type="xsd:string" xsi:nil="true"/>
<Zi pl nfo xsi:type="xsd: bool ean">f al se</ Zi pl nf 0>
</mul ti Ref >
<mul ti Ref id="idl" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ " xsi : type="ns4: Frequency"
xm ns: ns4="http://cisco.com ccniserviceability/soap/LogCollection/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ " >OnDemand</ mul ti Ref >
<mul ti Ref id="id2" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/" xsi:type="ns3: JobType"
xm ns: ns3="http://cisco.conf ccniserviceability/soap/LogCollection/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ " >Downl oadt oCl i ent </ mul ti Ref >
<mul ti Ref id="id3" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xnm soap. or g/ soap/ encodi ng/" xsi :type="ns4: Rel Text"
xm ns: ns4="http://cisco.com ccniserviceability/soap/LogCollection/"
xm ns: soapenc="http://schenmas. xm soap. or g/ soap/ encodi ng/ " >Hour s</ nul t i Ref >
</ soapenv: Body>
</ soapenv: Envel ope>

Response Example

The response returns a FileSel ectionResult object, which contains the list of matching file names and
their location in the server.

<?xm version="1.0" encodi ng="UTF-8"?>

<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"

xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >

<soapenv: Body>

<nsl: Sel ect LogFi | esResponse

soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "

xm ns: ns1l="http://schenas. ci sco. conf ast/soap/">

<Fi | eSel ectionResult xsi:type="ns2: SchenaFil eSel ecti onResult"

xm ns: ns2="http://cisco.com ccniserviceability/soap/LogCollection/">

<Node xsi:type="ns2: Node" >

<name Xxsi:type="xsd: string">MCS- SD4</ nane>

<Servi ceLi st soapenc: arrayType="ns2: Servi ceLogs[1]" xsi:type="soapenc: Array"

xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ ">

<item xsi:type="ns2: Servi ceLogs" >

<nanme xsi:type="xsd:string" xsi:nil="true"/>

<Set O Fi | es soapenc: arrayType="ns2:file[5]" xsi:type="soapenc: Array">

<item xsi:type="ns2:file">

<nanme xsi:type="xsd:string">sysl ogm b00000305. t xt </ name>

<absol ut epat h
xsi:type="xsd:string">/var/log/activel/cnmtrace/sysl ogm b/sdi/sysl ogm b00000305. t xt </ absol u
t epat h>

<filesize xsi:type="xsd:string">2097082</fil esize>

<nodi fi edDat e xsi:type="xsd:string">Thu Jan 29 04: 14: 05 PST 2009</ nodi fi edDat e>
<litemp

<item xsi:type="ns2:file">

<name Xxsi:type="xsd:string">sysl ogm b00000306. t xt </ nane>

<absol ut epat h

xsi:type="xsd: string">/var/log/activel/cm trace/sysl ogm b/ sdi/sysl ogm b00000306. t xt </ absol u
t epat h>

<filesize xsi:type="xsd:string">2097083</fil esize>

<nmodi fi edDat e xsi:type="xsd:string">Thu Jan 29 05:41: 26 PST 2009</ nodi fi edDat e>
<litemp

<item xsi:type="ns2:file">

<nanme xsi:type="xsd:string">sysl ognm b00000307.t xt </ name>

<absol ut epat h

xsi:type="xsd: string">/var/log/activel/cm trace/sysl ogm b/ sdi/sysl ogm b00000307.t xt </ absol u
t epat h>

<filesize xsi:type="xsd:string">2096868</fil esize>
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<nmodi fi edDat e xsi:type="xsd:string">Thu Jan 29 07:08: 56 PST 2009</ nodi fi edDat e>
<litenpr

<item xsi:type="ns2:file">

<name Xxsi:type="xsd:string">sysl ogm b00000308. t xt </ nane>

<absol ut epat h

xsi:type="xsd: string">/var/log/activel/cm trace/sysl ogm b/ sdi/sysl ogm b00000308. t xt </ absol u
t epat h>

<filesize xsi:type="xsd:string">2096838</filesize>

<nmodi fi edDat e xsi:type="xsd:string">Thu Jan 29 08:36: 17 PST 2009</ nodi fi edDat e>
</litenpr

<item xsi:type="ns2:file">

<nanme xsi:type="xsd:string">sysl ognm b00000309. t xt </ nanme>

<absol ut epat h

xsi:type="xsd: string">/var/log/activel/cmtrace/sysl ogm b/ sdi/sysl ogm b00000309. t xt </ absol u
t epat h>

<filesize xsi:type="xsd:string">100657</fil esize>

<nodi fi edDat e xsi:type="xsd:string">Thu Jan 29 08: 40: 20 PST 2009</ nodi fi edDat e>
<litenpr

</SetOF Fil es>

<litenpr

</ Servi celLi st >

</ Node>

</ Fil eSel ecti onResul t >

<Schedul eLi st soapenc: arrayType="ns3: Schedul e[ 0] " xsi:type="soapenc: Array"

xm ns: ns3="http://cisco.com ccniserviceability/soap/LogCollection/"

xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "/ >

</ nsl: Sel ect LogFi | esResponse>

</ soapenv: Body>

</ soapenv: Envel ope>

If the specified frequency is null, it will throw aremote exception, “LogCollection frequency isnull.” If
the array of ServiceLogs and System Logsis null, it throws aremote exception, “No Service/Syslog are
provided for the collection.” If amatching fileis not found, it throws aremote exception, “The File
Vector from the server is null.”

CDRonDemand SOAP Service

The CDRonDemand SOAP service comprises a public SOAP/HTTPS interface that is exposed to
third-party billing applications or customers to allow them to query the Unified CM CDR Repository
Node to retrieve CDR/CMR files on demand through the use of two new API calls, get file list and
get file.

In previous rel eases, the CDR database stored CDR records, and third-party applications could query the
database directly for the CDR records. In this release, CDRs no longer get stored in the CDR database,
but as flat files.

The CDR On-Demand Service allows applications to obtain CDR files in a two-step process. First, the
application requests CDR file lists based on a specific time interval; then, it can request specific CDR
files from those lists that are returned via as (S)FTP session.

The billing application can acquire alist of CDR filesthat match a specified timeinterval (get_file list),
with the maximum time span being 1 hour. If the application needs to retrieve CDR files that span an
interval over 1 hour, multiple get_file_list requests must be made to the servlet.

After thelist of filesis retrieved, the third-party application can then request a specific file (get_file).
Upon receiving the request, the servlet initiates a (S)FTP session and sends the requested file to the
application. Only one file per request is allowed, to avoid timeouts and other potential complications.
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Step 1
Step 2
Step 3
Step 4

Step 5

The CDR Repository node normally transfers CDR files to the billing servers once on a preconfigured
schedule, then del etes them per the Unified CM configuration and other criteria. If for some reason the
billing servers do not receive the CDR files, or want to have them sent again, they can do so using the
SOAP/HTTPS CDR On-Demand APIs. After CDR files are deleted, you cannot retrieve them.

The CDR On-Demand Service provides the following features:
e API toget alist of filesthat match a specified time interval (get_file list)
¢ API torequest a specific file that matches a specified filename (get_file)
e Limit of 1300 file names get returned from the get_file list API
e Specified time range cannot span over 1 hour
e Service not available during CDR repository file maintenance window
¢ CDR filesare sent via standard FTP or (S)FTP, which is user configurable
¢ API to request specific file (get_file) can return only one file per request
e Servlet needs to be activated through Service Activation Page

Before an application can access the CDR files, you must follow these steps to ensure that the SOAP
APIs are activated from the Service Activation window on the CDR Repository Node where the CDR
Repository Manager is activated:

Go to http://<IP Address of Unified CM node>:8080/ccmservice
Choose Tools > Service Activation.
Select the server where the CDR Repository Manager resides.
Under the CDR Services section, start the following services:
¢ Cisco SOAP - CDRonDemandService
¢ CDR Repository Manager
The CDR On-Demand Service depends on the CDR Repository Manager, so both must be activated.
Click Update and wait until the page refreshes.

Table 4-8 provides a summary of the SOAP CDRonDemand service operations.

Table 4-8 SOAP CDRonDemandService Operations

Operation Description Reference

get_file_list Allows an application to query the CDR |CDRonDemand Service: get_file list
Repository Node for alist of all thefiles |Operation, page 4-126
that match a specified time interval

get_file Allows customers to request a specific CDRonDemand Service: get_file

CDR file that matches the specified Operation, page 4-128
filename

Jo

Tp.

The On-Demand Service will not function during the mai ntenance window, which occurs every hour by

default (this setting is configurable). The maintenance window generally runs from 10 seconds to a few
minutes. Applications should submit requests outside of the maintenance window.
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The following section provides the WSDL definition of the SOAP CDRonDemand serviece APIs;

<?xm version="1.0" encodi ng="UTF-8" ?>
<wsdl : definitions target Namespace="http://schenmas. ci sco.com ast/soap/"
xm ns: apachesoap="http://xmnl . apache. or g/ xnl - soap"
xm ns:inpl="http://schemas. ci sco. conl ast/soap/"
xm ns:intf="http://schemas. ci sco. conf ast/soap/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns:wsdl ="http://schemas. xm soap. org/ wsdl /"
xm ns: wsdl soap="http://schemas. xm soap. or g/ wsdl / soap/ "
xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_.Schema" >
<l--
WSDL created by Apache Axis version: 1.2RC3
Built on Feb 28, 2005 (10:15:14 EST)
-->
<wsdl : types>
<schenmn t arget Namespace="http://schemas. ci sco. conf ast/soap/"

xm ns="http://ww.w3. org/ 2001/ XM_-Schema" >

<i nport namespace="http://schemas. xm soap. or g/ soap/ encodi ng/" />

<conpl exType name="Arrayf Fi | eNane" >

<sequence>
<el ement nane="Fil eNane" type="xsd:string" m nCccurs="0"
maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ schema>

</ wsdl : types>

<wsdl : mressage nanme="get_fil eResponse" />

<wsdl : mressage nanme="get _file_listResponse">
<wsdl : part name="get _file_listReturn" type="inpl:ArrayOXFil eName" />
</ wsdl : mressage>

<wsdl : mressage nanme="get _file_listRequest">
<wsdl : part name="in0" type="xsd:string" />
<wsdl : part nanme="inl" type="xsd:string" />
<wsdl : part name="in2" type="xsd: bool ean" />
</ wsdl : mressage>

<wsdl : message nanme="get _fil eRequest">
<wsdl : part name="in0" type="xsd:string" />
<wsdl : part name="inl" type="xsd:string" />
<wsdl : part nanme="in2" type="xsd:string" />
<wsdl : part name="in3" type="xsd:string" />
<wsdl : part name="in4" type="xsd:string" />
<wsdl : part name="in5" type="xsd: bool ean" />

</ wsdl : mressage>

<wsdl : port Type nane="CDRonDenmand" >
<wsdl : operation nane="get _file_list" parameterOrder="in0 inl in2">
<wsdl ;i nput nessage="inpl:get_file_listRequest" nane="get_file_listRequest" />
<wsdl : out put message="inpl:get_file_listResponse" nane="get file_listResponse" />
</ wsdl : operati on>
<wsdl : operation nane="get _file" parameterOrder="in0 inl in2 in3 in4 in5">
<wsdl ;i nput nessage="inpl:get_fil eRequest” nane="get fil eRequest" />
<wsdl : out put nmessage="inpl:get_fil eResponse” nanme="get_fil eResponse" />
</ wsdl : operation>
</ wsdl : port Type>

<wsdl : bi ndi ng name=" CDRonDemandSoapBi ndi ng" type="i npl : CORonDemand" >
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<wsdl soap: bi nding style="rpc" transport="http://schenmas. xm soap. org/ soap/ http" />
<wsdl : operation nane="get file_list">
<wsdl soap: operati on
soapAction="http://schenas. ci sco. com ast/soap/ acti on/ #CDRonDemand#get _file_list" />
<wsdl : i nput nane="get _file_listRequest">
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
nanespace="http://schemas. ci sco. conf ast/soap/" use="encoded" />
</ wsdl : i nput >
<wsdl : out put name="get_file_listResponse">
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/"
nanespace="http://schemas. ci sco. conf ast/soap/" use="encoded" />
</ wsdl : out put >
</ wsdl : operati on>

<wsdl : operation nane="get _file">
<wsdl soap: operati on
soapAction="http://schenmas. ci sco. com ast/ soap/ acti on/ #CDRonDemand#get _file" />
<wsdl :i nput name="get_fil eRequest">
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/"
nanespace="ur n: CORonDemand" use="encoded" />
</ wsdl : i nput >
<wsdl : out put nane="get fil eResponse">
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
namespace="http://schemas. ci sco. conf ast/soap/" use="encoded" />
</ wsdl : out put >
</ wsdl : operati on>
</ wsdl : bi ndi ng>

<wsdl : servi ce name="CDRonDemandServi ce" >
<wsdl : port bi ndi ng="i npl : CDRonDenandSoapBi ndi ng" nane=" CDRonDemand" >
<wsdl soap: addr ess
| ocati on="htt ps:// SERVERNAME/ CDRonDermandSer vi ce/ servi ces/ CDRonDemand" />
</ wsdl : port>
</ wsdl : servi ce>
</ wsdl : definitions>

Security Considerations for CDRonDemand Service

You can use standard FTP or SFTP to deliver the CDR files. Refer to RFC959 and RFC2228 for further
details about these applications.

The CDR On-Demand Service will create either a standard FTP or SFTP session with the billing server
each time that a CDR fileis to be sent. Exceptions get thrown whenever an error occurs on the Servlet
side. In addition, all errors will get written into log files.

On the billing application side, Cisco recommends that billing applications implement code to catch
these exceptions and display the exception string for detailed error conditions.

CDRonDemand Service: get_file_list Operation

The get_file_list operation allows an application to query the CDR Repository Node for alist of all the
filesthat match a specified timeinterval. The timeinterval of the request cannot exceed one hour. If you
want alist of filesthat span more than the one hour timeinterval that is allowed, you must make multiple
requests to the servlet to acquire multiple lists of filenames.
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The get_file list API returns an array of strings that contain the list of all the filenames that match the
specified time interval. If no filenames exist that match the time range, the value that is returned from
the API call is simply null. If any time errors are encountered, exceptions get thrown. In addition, logs
will be kept detailing the errors. Find these log files in the /var/log/active/tomcat/logs/soap/l0g4j
directory.

A limit of 1300 file names can be returned to the application as aresult of aget_file_list API call. If the
filelist that is returned contains 1300 file names, but does not span the entire requested time interval,
you should make additional requests with the start time of the subsequent requests as the time of the last
file name that was returned in the previous request.

Parameters
The get_file list API expects the following parameters:
e Start Time—Mandatory parameter that specifies the starting time for the search interval. The
format isastring: YYYYMMDDHHMM. No default value exists.
¢ End Time—Mandatory parameter that specifies the ending time for the search interval. The format
isastring: YYYYMMDDHHMM. No default value exists.
>
Note  The time span between Start Time and End Time must constitute avalid interval, but be not longer than
1 hour.
¢ Whereto get the files from— Mandatory parameter that tells the servlet whether to include those
files that were successfully sent to the third-party billing servers. The format is boolean.
— True = Include both files that were sent successfully and files that failed to be sent.
- False=Send only thefilesthat failed to be sent. Do not include files that were sent successfully.
Request
<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schena"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<nsl:get_file_list soapenv:encodi ngStyle="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. conf ast/soap/">
<in0 xsi:type="xsd:string">200511161000</i n0>
<inl xsi:type="xsd:string">200511161059</i nl>
<in2 href="#ido"/>
</nsl:get file_list>
<mul ti Ref id="id0" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/" xsi :type="xsd: bool ean"
xm ns: soapenc="http://schenmas. xm soap. or g/ soap/ encodi ng/ ">t rue</ mul ti Ref >
</ soapenv: Body>
</ soapenv: Envel ope>
Response
<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
Cisco Unified Communications Manager XML Developers Guide
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<soapenv: Body>
<nsl:get _file_listResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl="http://schenas. ci sco. conf ast/soap/">
<get _file_listReturn xsi:type="nsl: ArrayCf Fi |l eNanme" >
<Fi | eNanme
Xsi:type="xsd: string">cdr_StandAl oneC uster_01_200807081000_50</ Fi | eNanme>
<Fi | eName
xsi:type="xsd: string">cdr_StandAl oned uster_01_200807081001_51</ Fi | eNane>
<Fi | eName
xsi:type="xsd: string">cdr_StandAl oneC uster_01 _200807081002_52</ Fi | eNane>
</get_file_listReturn>
</nsl:get _file_listResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

CDRonDemand Service: get_file Operation

The get_file operation allows customers to request a specific CDR file that matches the specified
filename. The resulting CDR file then gets sent to the customer via standard FTP or secure FTP,
depending on the third-party billing application preference. The only constraint provides that the servlet
can only process one file per request.

Theget_file API returns normally with no value to indicate that the file has been successfully sent to the
third-party billing server. If the transfer fails for any reason, exceptions get thrown. In addition, logs
detailing the errors get saved in the /var/log/active/tomcat/logs/soap/log4j directory.

Parameters
The get_file API expects the following parameters:
¢ Host Name—Mandatory parameter (string) that specifies the hostname of the third-party billing
application server, information that the servlet needs to connect to the billing server to deliver the
CDR files.
e User Name—Mandatory parameter (string) that specifies the username for the third-party billing
application server, information that the servlet needs to connect to the billing server to deliver the
CDR files.
e Password—Mandatory parameter (string) that specifies the password for the third-party billing
application server, information that the servlet needs to connect to the billing server to deliver the
CDR files.
¢ Remote Directory—Mandatory parameter (string) that specifies the remote directory on the
third-party billing application server to that the CDR servlet is to send the CDR files.
¢ File Name—Mandatory parameter (string) that specifies the filename of the CDR file that the
third-party billing application wants delivered from the CDR On-Demand Service.
e Secure FTP—Mandatory parameter (Boolean) that specifies whether to use standard FTP or secure
SFTPto deliver the CDR files. This depends on the third-party billing application configuration and
preferences.
Request

<?xm version="1.0" encodi ng="utf-8"?>
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<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl:get_file soapenv:encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1="ur n: CDRonDenmand" >
<in0 xsi:type="xsd:string">citadel </in0>
<inl xsi:type="xsd:string">root</inl>
<in2 xsi:type="xsd:string">citadel root</in2>
<in3 xsi:type="xsd:string">/tnp/</in3>
<in4 xsi:type="xsd:string">cdr_clusterl cnl_200511161018_9</i n4>
<in5 href="#i d0"/>
</nsl:get file>
<mul ti Ref id="id0" soapenc:root="0"
soapenv: encodi ngStyl e="htt p://schemas. xnm soap. or g/ soap/ encodi ng/" xsi :type="xsd: bool ean"
xm ns: soapenc="http://schenmas. xm soap. or g/ soap/ encodi ng/ " >t rue</ mul ti Ref >
</ soapenv: Body>
</ soapenv: Envel ope>

Response
<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<soapenv: Body>
<nsl: get_fil eResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1="urn: CORonDenand"/ >
</ soapenv: Body>
</ soapenv: Envel ope>
Fault
The CDR On-Demand Service throws exceptions when certain error conditions are met:
e The servlet gets used during the maintenance period.
e The values that are entered for starting and ending time do not reflect the correct length —
12 bytesin theformat YYYYMMDDHHMM is the correct length.
e The starting and ending time spans an interval of more than 1 hour.
e The starting time is greater than or equal to the ending time (invalid interval).
¢ Nofilesexist in the CDR Repository.
e The (S)FTP connection to the remote node did not get established.
e The (s)FTP application failed to send the files that the third-party billing application requested.
The exception string describes the error condition that the billing application can print with the
toString() function.
Cisco Unified Communications Manager XML Developers Guide
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DimeGetFileService SOAP Service

The DimeGetFileService service provides for obtaining log files through the standard Direct Internet
Message Encapsulation (DIME) protocol.

DimeGetFileService SOAP Service: getOneFile Operation

Request Format

Response Format

Fault

Example

The getOneFile operation takes as an input parameter the absolute file name of the file that you want to
collect from the server.

The return value specifies the file name, but the file name will have an AXIS-specific name. After the
file is downloaded, you must replace it with the actual file name that you got from the server.

This APISisin adifferent service, and the service name is DimeGetFileService. The URL is:
https://host:8443/logcoll ectionservice/services/DimeGetFileService.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Scherne- i nst ance" >
<soapenv: Body>
<nsl: Get OneFi |l e soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns1="Di meCet Fi | eServi ce">
<Fi |l eNanme xsi:type="xsd:string">/var/log/activel/sysl og/ messages</Fil eNanme>
</ nsl: Get OneFi | e>
</ soapenv: Body>
</ soapenv: Envel ope>

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xnml ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance" >
<soapenv: Body>
<nsl: Get OneFi | eResponse
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: nsl1="Di meCet Fi | eServi ce">
<Dat aHandl er href="ci d: 967B4FFES5D1E6F693815D4CA118E91D0" / >
</ nsl: Get OneFi | eResponse>
</ soapenv: Body>
</ soapenv: Envel ope>

None.

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ env<soapenv: Body>"
<soapenv: Body>
<nsl: Get OneFi |l e soapenv: encodi ngStyl e="http://schenas. xm soap. or g/
<Fi |l eNarme xsi:type="xsd:string”>/var/log/active/cmtrace/ris/sdi/

Cisco Unified Communications Manager XML Developers Guide
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</ nsl: Get OneFi |l e>
</ soapenv: Body>
</ soapenv: Envel ope>

Authentication

The following sections describe the authentication for the Serviceability XML API.

N

Note To improve performance, the SOAP server uses a timed finite cache of authentication and authorization
information for up to 100 users. Cached information persists for up to 2 minutes.

Basic
Basic authentication uses base64 to encode and decode the credential information. Because base64 is a
two-way function, which requires no key, this protocol represents an insecure clear-text authentication.
Many platforms implement Basic authentication and most HTTP client agents support it. Basic
authentication can be secure if encryption, such as SSL, is used.
Secure
When you install/upgrade Unified CM, the HTTPS self-signed certificate, httpscert.cer, automatically
installs on the default website that hosts the Unified CM virtual directories.
Hypertext Transfer Protocol over Secure Sockets Layer (SSL), which secures communication between
the browser client and the server, uses a certificate and a public key to encrypt the datathat istransferred
over the internet. HTTPS also ensures that the user login password transports securely via the web.
The following Unified CM applications support HTTPS, which ensures the identity of the server:
¢ Cisco Unified Communications Manager Administration
¢ Unified CM Serviceability
e Cisco Unified IP Phone User Option Pages
e Unified CM Bulk Administration
¢ Cisco Unified Communications Manager Auto-Register Phone Tool
¢ Cisco Unified Communications Manager CDR Analysis and Reporting
¢ Unified CM Trace Collection Tool
¢ Unified CM Real Time Monitoring Tool
For moreinformation, refer to the Cisco Unified Communications Manager Security Guide, Release 7.0.
Authorization

Each L DAP user gets checked against an MLA configuration for permissions. If the LDAP user in basic
authentication does not have permission to “Read and Execute” and does not have the “ Standard CCM
Admin Users’ role, the access to SOAP APIs gets denied.

Cisco Unified Communications Manager XML Developers Guide
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Developer Tools

Each of the following Web Services includes a separate JSP page that can be referenced during
development as devel oper support:

¢ Real-time Service—https:.//<server>:8443/realtimeservice

¢ Performance Service—nhttps://<server>:8443/perfmonservice

¢ ControlCenter Service—https://<server>:8443/controlcenterservice

¢ Log Collection Service—https://<server>:8443/logcollectionservice

e CDR On-Demand Service—https://<server>:8443/CDRonDemandService

~

Note  You must enter the name of each Web Service exactly as shown above.

Each Web Service JSP page offers these options:
¢ View Deployed Web Services
¢ View <Web Service> WSDL
e SOAP Monitor

View Deployed Web Services

This option displays awindow that is similar to Figure 4-1 for each Web Service. The (wsdl) links
display the code for the item(s) that are listed. For more information about viewing the web services, see
the Unified CM Administration Guide.

Figure 4-1 Deployed Web Services Window

And now... Some Services

+ AdminService (wsdl)
o AdminService
* Version (wsdl)
o getVersion
+ SOAPMonitorService (wsdl)
o publishMessage
+ RisPort fwsdl)
selectCmDevice
selectCtiltem
executeCCMSQL Statement
getServerInfo
selectCmDeviceSIP

o o D D 9

201546
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View <Web Service> WSDL

This option displays a window similar to Figure 4-2, which displays the WSDL code for the selected
web service.

Figure 4-2 Web Service WSDL Window

— <definitions name="RISService" targetNamespace="http://schemas. cisco.com/ast/soap/">

— {:_'__
<
< XML, Schemas
<
PE———————————
-
— <fypes>

— <schema elementFormDefault="qualified" targetNamespace="http://schemas.cisco.com/ast/soap/">
— <simpleType name="RisReturnCode">
— <restriction base="string">
<enumeration value="0k"/>
<enumeration value="NotFound"/>
<enumeration valne="TnvalidRequest"/>
<enumeration value="InternalError"/>
<enumeration value="NodeNotResponding"/>
<enumeration value="InvalidNodeName"/>
</restriction>
</simpleType>
— <simpleType name="CmSelectBy">
— <restriction base="string">
<enumeration valne="Name"/>
<enumeration value="TpAddress"/>
<enumeration value="DirNumber"/>
<enumeration valae="Description"/>
</restriction>
</simpleType>

201547
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SOAP Monitor

This option displays the SOAP Monitor Window, as shown in Figure 4-3. The SOAP Monitor window
helps you look at the request and response messages during the development cycle.

Figure 4-3 SOAP Monitor Window
WOUFCEMSEryver |
Tirne Target Service Skatus
Remaye | Remove all | Filker ... |
Tirne: Targek Service: Skatus:
SOAP Request SOAP Response

[~ Reflow XML text Swibch Layout |

Stark | Stop | CopyReguest | CopyResponse | ‘ The SOAP Manitor is started.

201545

Password Expiration and Lockout

If aCredential Policy isdefined for SOAP accountsto lock out with a count of login failures, the SOAP
services returns “ http 401 Unauthorized.”

If aCredential Policy is defined for SOAP accounts to expire, SOAP services returns “http 403
Forbidden.”

If aCredential Policy isdefined for SOAP accountsto change the password, SOAP servicesreturns“ http
403 Forbidden.”

Application Customization for Cisco Unity Connection Servers

Be aware that some Serviceability SOAP operations are only available when the server runs the Unified
CM software. Applications that support multiple server configurations (servers that run the Unified CM
software, or the Cisco Unity Connection software, or both) must use the getProductl nformation()
interface to determine whether the operation they want to perform is available.

Cisco Unified Communications Manager XML Developers Guide
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The following Serviceability SOAP operations are not available when only the Cisco Unity Connection
software resides on the server:

Port or Service Unavailable Operations
PerfmonPort SelectCmDevice
CDROnDemand All operations

The following Serviceability SOAP operations may provide different sets of target objects, depending
on which software resides on the server:

Port or Service Operations with Different Sets of Target Objects
PerfmonPort perfmonAddCounter
perfmonRemoveCounter

perfmonCaollectSessionData
perfmonL.istinstance
perfmonQueryCounterDescription
perfmonListCounter
perfmonCollectCounterData

ControlCenterServices soapGetStaticServicelist
soapGetServiceStatus
soapDoServiceDeployment
soapDoControl Services

L ogCollectionPort listNodeServicel ogs
selectLogFiles
DimeGetOneFile

SOAP Service Tracing

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

SOAP Servicetracing is configurable through the Serviceability pagein the Cisco Unified Serviceability
application.

To configure debugging for the Cisco SOAP web service and the Cisco SOAPM essage service, follow
these steps:

From Cisco Unified Serviceability administration, choose Trace > Configuration.
From the Server drop-down list, choose a server in your network.

From the Service Group drop-down list, choose Soap Services.

From the Service drop-down list, choose the service that you want to configure.

If you want debugging to apply to all nodes, check the Apply to All Nodes check box.
Make sure that the Trace On check box is checked.

[ oL-20944-01
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Step7  From the Debug Trace Level drop-down list, choose Debug.
Step8  Click Save.
Step9  Repeat this steps as needed to configure debugging for another service.

The traces can also be configured to debug level in Cisco Unified Serviceability administration. To do
so, Trace > Troubleshooting Trace Settings, check the Cisco SOAP Web Service and Cisco SOAP
M essage Ser vice check boxes, then click Save.

You can collect SOAP servicelogsfor the Cisco SOAP web service and the Cisco SOA PM essage service
by using the Unified CM Real Time Monitoring Tool (RTMT). For detailed instructions, refer to the
RTMT on-line help.

Serviceability XML API Authentication Security

The HTTP transport that is used for the Serviceability XML API uses the following methods for
authentication:

¢ Basic authentication—Uses base64 and SSL to encode and decode user name and password
information. Because base64 is a two-way function and requires no key, this method is not secure.
Basic authentication has the advantage of being widely implemented by many platforms and most
HTTP client agents support it. Basic authentication is used with SSL to ensure a secure connection.

¢ Secure—When you install or upgrade Unified CM, HTTPS certificates are installed. Hypertext
Transfer Protocol over SSL, which secures communication between the browser client and the
server, uses a certificate and a public key to encrypt datathat istransferred over theinternet. HTTPS
also ensures that the user log in password transports securely via the web.

Rate Control Mechanism

The Serviceability XML interface includes a request rate control mechanism that monitors the request
rates for each server. If the request rate for a server is more than supported, a SOAP Fault is sent by the
SOAP service on that server to the client and the additional requests are blocked. This rate control is
enabled for Real-time Data Requests and Perfmon Data Requests. Rates are controlled through the
enterprise parameters that are described in Table 4-9.

Table 4-9 Enterprise Parameters for Rate Control
Enterprise Parameter Description
Allowed Performance Queries Per Minute Specifiesthe maximum number of AXL performance

counter queries that are allowed per minute for each
server. Clients such as Voice Health Monitoring and
Gateway Statistic Utility (GSU) receive a slow
response if applications send more queries than the
limit that is imposed by this parameter.

Default value: 50
Minimum value: 1

Maximum value: 80
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Table 4-9 Enterprise Parameters for Rate Control (continued)
Enterprise Parameter Description
Allowed Device Queries Per Minute Specifies the maximum number of AXL device

queries that are allowed per minute for each server.
Clients such as Voice Health Monitoring and
Gateway Statistic Utility (GSU) receive a slow
response if applications send more queries than the
limit that is imposed by this parameter.

Default value: 15
Minimum value: 1
Maximum value: 18

Maximum Performance Counters Per Session | Specifies the maximum number of performance
countersthat are allowed in a session-based request.

Default value: 100
Minimum value: 0

Maximum value: 1000

Allowed CDRonDemand get_file Queries Per | Specifies the maximum number of CDRonDemand
Minute get_file queriesthat are allowed per minute for each
server.

Default value: 10
Minimum value: 1

Maximum value: 20

Allowed CDRonDemand get_file list Queries | Specifies the maximum number of CDRonDemand
Per Minute get_file list queries that are allowed per minute for
the each server.

Default value: 20
Minimum value: 1

Maximum value: 40

SOAP Fault Error Codes

Unified CM sends the AxisFaults to soap clients.

For general information about SOAP AxisFaults, refer to information provided by Apache for Apache
Axis 1.4.

Cisco Unified Communications Manager XML Developers Guide
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Fault Strings

The SOAP FaultString element contains the error string from Unified CM. Table 4-10 describes these

error messages.

Table 4-10

Fault Strings in the SOAP FaultString Element

Error Message Description Error Location
Exceeded allowed rate for Realtime Client has exceeded the configured limit |Client
information. Current allowed rate for for real-time SOAP requests that is

realtime informationis" + configured for the rate control

maxcountperminute " requests per mechanism.

minute.” +SOAPaction For related information, see the “Rate
Control Mechanism” section on
page 4-136 section on page 2-97.

"Exceeded allowed rate for Client has exceeded the configured limit |Client

CDRonDemand get_file_list. Current for CDR on demand SOAP requests that

alowed rateis" is configured for the rate control

+maxCdrGetFileListCountPerMinute +" | mechanism.

requests per minute.” + SOAPaction For related information, see the “Rate
Control Mechanism” section on
page 4-136 section on page 2-97.

ERROR not able to resolve local host Serviceability XML soap server unable | Server
able to resolve localhost. Thisthereis
configuration error in Unified CM.

ERROR the cmSelectionCriteriais null | Selection criteria specified in the request |Client
cannot be null. SOAP clients must specify
the selection criteriain the request.

RISBEAN COULD NOT BE Connection between servlet and RIS data |Server

INSTANCIATED collector could not be established.

ERROR: Invalid Class " + classStr Class criteria specified in the request is | Client
not a valid device class.

ERROR: Invalid Status " + statusStr Status criteria specified in the request is |Client
not a valid registration status

ERROR: Invalid node " + node2search Node specified in the request is not Client
reachable

ERROR: Invalid node " + node2search + |Error message provides a description. Client

" Host "

ERROR: SelectBy is null" SelectBy criteriahasnot been specifiedin |Client
the request.

ERROR: Invalid DeviceDownloadStatus |Download status specified in the request |Client
is not valid.

ERROR: Invalid ip address IP addressis not in the valid format. Client

ERROR ctiSelectionCriteriais null Selection criteria specified in the request |Client
cannot be null. SOAP clients must specify
the selection criteriain the request.
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Table 4-10 Fault Strings in the SOAP FaultString Element (continued)

Error Message Description Error Location

ERROR: Invalid empty Cti Class CtiMgrClass criteria specified in the Client
request cannot be empty.

ERROR: Invalid SelectAppByYy SelectAppBY criteria specified in the Client
request has an invalid string.

ERROR: Invalid Cti Class" + cticlasshere |Error message provides a description. Client

ERROR: Invalid Cti Status" + Error message provides a description. Client

ctistatushere

ERROR: Invalid node " + node2search + |Error message provides a description. Client

" Host " + myHost

Error Context is null Error message provides a description. Server

Failure trying to get the Call object" Error message provides a description. Server

Server.Unauthorized Error message provides a description. Client

DB access to NodeNames failed Error message provides a description. Client

-> soap getFileDirectoryList IO Error message provides a description. Server

exception->

GetOneFile response message context Error message provides a description. Server

null

FileNameis NULL Error message provides a description. Client

Error found in Adding counters: Error="
+ error code + " ErrorMsg=" + Error
String

The perfmonAddCounter API fault
includes one of these ReturnCode values:

1: “Not Found” client error

2: “Invalid Request” client error

3: “Internal Error” server error

9: ‘Invalid Node Name” client error

10: “Not Ready” server error

11: “Remote RisDC Down” server error

12: “Remote RisDC Not Ready” server
error

13: “Collection Disabled”; server error
14: “No Collector Available” server error

50: “Handle Not Found In Cache” client
error

100: “Perfmon Error” client error
101: “Add Counter Error” client error

102: “Invalid Request For All Instance
Sessison” client error

103: “Invalid Counter Format” client
error

127: “Unknown Error” client/server error

[ oL-20944-01
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Table 4-10 Fault Strings in the SOAP FaultString Element (continued)

Error Message Description Error Location
Error found in Removing counters" + The perfmonRemoveCounter API fault |—
errorString includes one of these ReturnCode val ues:

1: “Not Found” client error

2: “Invalid Request” client error

3: “Internal Error” server error

9: ‘Invalid Node Name” client error

10: “Not Ready” server error

11: “Remote RisDC Down” server error

12: “Remote RisDC Not Ready” server
error

13: “Collection Disabled”; server error
14: “No Collector Available” server error

50: “Handle Not Found In Cache” client
error

100: “Perfmon Error” client error
101: “Add Counter Error” client error

102: “Invalid Request For All Instance
Sessison” client error

103: “Invalid Counter Format” client
error

127: “Unknown Error” client/server error
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Table 4-10 Fault Strings in the SOAP FaultString Element (continued)

Error Message Description Error Location

Query counter failed. Error=" + Error The perfmonCollectSessionData, —
code + " ErrorMsg=" + Error String perfmonL istinstance,
perfmonListCounter, or
perfmonCollectCounterData API
includes one of these ReturnCode values:

1: “Not Found” client error

2: “Invalid Request’ client error

3: “Internal Error” server error

9: “Invalid Node Name” client error

10: “Not Ready” server error

11: “Remote RisDC Down” server error

12: “Remote RisDC Not Ready” server
error

13: “Collection Disabled”; server error
14: “No Collector Available” server error

50: “Handle Not Found In Cache” client
error

100: “Perfmon Error” client error

ERROR: The ctiSelectionCriteriais null |Selection criteria specified in the request |Client
cannot be null. Soap Clients needs to
specify thisin the request.

ERROR: Invalid SelectAppByYy SelectAppBY criteria specified in the Client
request has an invalid string.

ERROR: Invalid ip address IP Addressis not in the valid format. Client

ERROR: Invalid DeviceDownloadStatus |DownloadStatus specified in the request |Client
is not valid.

Sample SOAP Fault or AXIS Fault

The following example shows the format of a SOAP or AXIS fault.

<?xm version="1.0" encodi ng="UTF-8" ?> - <soapenv: Envel ope
xm ns: soapenv="{*}http://schemas. xm soap. or g/ soap/ envel ope/ * "
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_.Schena- i nst ance ">- <soapenv: Body>- <soapenv: Faul t >
<f aul t code>soapenv: Server . gener al Excepti on</faul t code>
<faultstring>{*}Error found in Adding counters: Error=101 ErrorMsg=\\suri-|ab3\ Menory%
Mem UUU; *</faul tstring> - <detail >
<nsl:stackTrace xm ns:nsl="{*}http://xm .apache.org/axis/* ">{*}Error found in Adding
counters: Error=101 ErrorMsg=\\suri-I|ab3\ Menory% Mem UUU, at
com ci sco.ccm servi ceability. soap. perfport. PerfnmonBi ndi ngl npl . per f ronAddCount er ( Unknown
Sour ce) at
com ci sco. ccm servi ceability. soap. perfport. PerfnonBi ndi ngSkel et on. per f ronAddCount er ( Unknow
n Source) at sun.reflect.NativeMethodAccessorl npl.invokeO(Native Method) at
sun. refl ect. Nati veMet hodAccessor | npl . i nvoke(Nati veMet hodAccessorl npl.java: 39) at
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sun. refl ect. Del egati ngMet hodAccessor | npl . i nvoke( Del egati ngMet hodAccessor | npl . j ava: 25) at
java.lang.refl ect. Method. i nvoke( Met hod. j ava: 324) at
org. apache. axi s. provi ders. j ava. RPCProvi der . i nvokeMet hod( RPCPr ovi der. j ava: 384) at
or g. apache. axi s. provi ders. j ava. RPCProvi der . processMessage( RPCPr ovi der . j ava: 281) at
or g. apache. axi s. provi ders. j ava. JavaProvi der. i nvoke(JavaProvi der.java: 319) at
org. apache. axi s. strategi es. I nvocati onStrategy.visit(lnvocationStrategy.java: 32) at
or g. apache. axi s. Si npl eChai n. doVi si ti ng( Si npl eChai n. java: 118) at
or g. apache. axi s. Si npl eChai n. i nvoke( Si npl eChai n.java: 83) at
org. apache. axi s. handl ers. soap. SOAPSer vi ce. i nvoke( SOAPSer vi ce. j ava: 454) at
org. apache. axi s. server. Axi sServer.invoke( Axi sServer.java: 281) at
org. apache. axi s.transport. http. Axi sServl et. doPost (Axi sServl et.java: 697) at
javax.servlet.http. Ht pServlet.service(HttpServlet.java: 709) at
org. apache. axi s.transport. http. Axi sServl et Base. servi ce( Axi sServl et Base. j ava: 327) at
javax.servlet.http. HtpServlet.service(HttpServlet.java: 802) at
sun. refl ect. Gener at edMet hodAccessor 190. i nvoke( Unknown Source) at
sun. refl ect. Del egati ngMet hodAccessor | npl . i nvoke( Del egati ngMet hodAccessor | npl . j ava: 25) at
java.lang.refl ect. Met hod. i nvoke(Met hod. j ava: 324) at
org. apache. catalina.security. SecurityUil$1l.run(SecurityUil.java:239) at
java. security. AccessControl |l er.doPrivileged(Native Method) at
javax. security. aut h. Subj ect. doAsPri vi |l eged( Subj ect.java: 500) at
org.apache. catalina.security.SecurityUtil.execute(SecurityUil.java:268) at
org. apache. catalina.security.SecurityUtil.doAsPrivilege(SecurityUtil.java:157) at
org. apache. catal ina. core. ApplicationFilterChain.internal DoFilter(ApplicationFilterChain.ja
va: 231) at
org. apache. catal i na. core. ApplicationFilterChain.access$000( ApplicationFilterChain.java: 50)
at org.apache. catalina.core. ApplicationFilterChai n$l. run(ApplicationFilterChain.java: 140)
at java.security.AccessController.doPrivileged(Native Method) at
org. apache. catal i na. core. ApplicationFilterChain.doFilter(ApplicationFiltercChain.java: 136)
at org. apache. catal i na. core. Standar dW apper Val ve. i nvoke( St andar dW apper Val ve. j ava: 214) at
org. apache. catal i na. core. St andar dVal veCont ext . i nvokeNext ( St andar dVal veCont ext . j ava: 104) at
org. apache. catal i na. core. St andar dPi pel i ne. i nvoke( St andar dPi pel i ne. java: 520) at
org. apache. catal i na. core. St andar dCont ext Val ve. i nvokel nt er nal ( St andar dCont ext Val ve. j ava: 198
) at org.apache. catalina. core. Standar dCont ext Val ve. i nvoke( St andar dCont ext Val ve. j ava: 152)
at org. apache. cat al i na. cor e. St andar dVal veCont ext . i nvokeNext ( St andar dVal veCont ext . j ava: 104)
at org. apache. catal i na. aut henti cator. Aut henti cat or Base. i nvoke( Aut henti cat or Base. j ava: 540)
at org. apache. catal i na. core. St andar dVal veCont ext . i nvokeNext ( St andar dVal veCont ext . j ava: 102)
at org. apache. catal i na. core. St andar dPi pel i ne. i nvoke( St andar dPi pel i ne. j ava: 520) at
org. apache. catal i na. core. St andar dHost Val ve. i nvoke( St andar dHost Val ve. j ava: 137) at
org. apache. catal i na. core. St andar dVal veCont ext . i nvokeNext ( St andar dVal veCont ext . j ava: 104) at
org. apache. catal i na. val ves. Error Report Val ve. i nvoke( Error Report Val ve. j ava: 118) at
org. apache. catal i na. core. St andar dVal veCont ext . i nvokeNext ( St andar dVal veCont ext . j ava: 102) at
or g. apache. cat al i na. val ves. AccessLogVal ve. i nvoke( AccessLogVal ve. j ava: 535) at
org. apache. catal i na. core. St andar dVal veCont ext . i nvokeNext ( St andar dVal veCont ext . j ava: 102) at
org. apache. catal i na. aut henti cat or. Si ngl eSi gnOn. i nvoke( Si ngl eSi gnOn. j ava: 417) at
or g. apache. cat al i na. core. St andar dval veCont ext . i nvokeNext ( St andar dval veCont ext . j ava: 102) at
org. apache. catal i na. core. St andar dPi pel i ne. i nvoke( St andar dPi pel i ne. java: 520) at
org. apache. catal i na. core. St andar dEngi neVal ve. i nvoke( St andar dEngi neVal ve. j ava: 109) at
or g. apache. cat al i na. core. St andar dval veCont ext . i nvokeNext ( St andar dval veCont ext . j ava: 104) at
org. apache. catal i na. core. St andar dPi pel i ne. i nvoke( St andar dPi pel i ne. j ava: 520) at
org. apache. catal i na. core. Cont ai ner Base. i nvoke( Cont ai ner Base. j ava: 929) at
org. apache. coyot e. t ontat 5. Coyot eAdapt er . servi ce( Coyot eAdapt er. j ava: 160) at
org. apache. coyote. httpll. H t pl1Processor. process(H t pl1Processor.java: 799) at
org. apache. coyote. httpll. Hit p11Pr ot ocol $Ht t pl1Connecti onHandl er. processConnecti on(Htt p11Pr
otocol . java: 705) at
org. apache.tontat. util.net. TcpWr ker Thread. runl t (Pool TcpEndpoi nt.java: 577) at
org.apache.tontat. util.threads. ThreadPool $Cont r ol Runnabl e. run( Thr eadPool . j ava: 683) at
java. |l ang. Thread. run(Thread. j ava: 534) *</ ns1: st ackTr ace>

<ns2: host nane xm ns: ns2="{*}http://xm . apache. org/ axi s/ *
">suri-| ab3. ci sco. conk/ ns2: host nanme>

</detail >

</ soapenv: Faul t >

</ soapenv: Body>

S
S
S
S
S
S
S
S
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Serviceability XML Application Design Guidelines and Best
Practices

The following sections provide guidelines and best practices for designing Serviceability XML
applications.

Maintain HTTPs sessions and Connection Timeouts

All SOAP clients need to maintain an HTTPS session. The SOAP server normally sends a set-cookiein
response to an authentication request. The client must maintain and HTTPS session by sending cookies
in subsequent SOAP requests as described in RFC 2109.

Clients should handle the connection timeouts and read timeouts. This approach helps release the
connections and helps the web server to reuse the connection thread for another request.

Send Perfmon Close Session

It is the responsibility of the application to send the PerfmonCloseSession SOAP API.
The client program can use the following operations from the Serviceability XML APIs:
¢ Perfmon Open Session
e Perfmon Add Counter
e Perfmon Remove Counter
e Perfmon Collect Session Data
e Perfmon Close Session

A session handle is needed by the client to perform the session-based perfmonListCounter operation.
The session handle is a universally unique identifier and is used only once. Ensure that there are no
duplicate handles. The server stores the open handles in its cache. Session handles are removed by a
Unified CM server when any of the following conditions occur:

e Session has been idle time out is reached
e Service/Server gets restarted
e Server resource istight

An application should issue and PerfmonCloseSession APl when a session completes. This API releases
the memory on server side.

Cisco Unified Communications Manager XML Developers Guide
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Device Query Support for Large Clusters

The following guidelines apply for device queries in large Unified CM clusters:

The selectCmDevice operation includes Statel nfo as part of the response. The Statelnfo string must
bein a CDATA element and indicatesthe state of the Device server. Clients must provide string from
the first request to the next request for the same selection criteria. Clients receive the response with
the NoChange element set to “true” as part of CmNode, which indicates that the server information
state has not changed from the previous state. If NoChange in the response set to “false,” the server
information has changed. In this case, clients must obtain real-time information from the server and
update the client information on the devices.

The following example shows the schema of the Statelnfo within the SelectCmDevice operation:

<!-- SOAP AST Header -->

<message nane="Ast Header"><part nane="Ast Header" type="tns: Ast Header"/ ></ message>
<!-- Rl. SelectCnDevice -->

<nmessage nane="Sel ect CmDevi cel nput " ><part nane="Stat el nfo" type="xsd:string"/><part
nane="Cntel ectionCriteria" type="tns: CnBel ectionCriteria"/>

</ nmessage>

<message nane="Sel ect CmDevi ceCut put " ><part nanme="Sel ect CnDevi ceResul t"

type="tns: Sel ect CnDevi ceResul t "/ ><part nane="St at el nfo" type="xsd:string"/>

</ nessage>

<conpl exType nane="Sel ect CmDevi ceResul t ">

<sequence><el enent nane="Tot al Devi cesFound" type="xsd: unsi gnedl nt"/><el ement
name="CmNodes" type="tns: ChrNodes"/ >

</ sequence>

</ conpl exType>

<conpl exType nane="CnmNodes" >

<conpl exCont ent ><restricti on base="SOAP- ENC: Array"><attri bute ref="soapenc: arrayType"
wsdl : arrayType="t ns: CniNode[] "/ >

</restriction>

</ conpl exCont ent >

</ conpl exType>

<conpl exType nanme="CnNode" >

<sequence>

<el ement nane="Ret urnCode" type="tns: Ri sReturnCode"/><el ement nane="Nane"
type="xsd: string"/><el ement name="NoChange" type="xsd: bool ean"/>

<el ement nane="CnDevi ces" type="tns: CnDevi ces"/>

</ sequence>

</ conpl exType>

The response provides a maximum of 200 devices, as shown in the following response schema:

<conpl exType nanme="CnDevi ces" ><conpl exCont ent >

<restriction base="SOAP- ENC: Array" >

<sequence><el enent nane="CnDevi ce" type="tns: CnDevice" m nCccurs="0"
maxQccur s=" 200"/ ></ sequence>

</restriction>

</ conpl exCont ent >

</ conpl exType>

This approach limits the response buffer to the first 200 devices that are returned. To obtain
information about all configured devices, clients must embed the device information obtained from
the AXL-DB method “ Selectltems” into the serviceability method “CmSelectionCriteria.”

The following example shows this approach:

<?xm version="1.0" encodi ng="utf-8"?>

<soapenv: Envel ope xnm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Scherne- i nst ance" >
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<soapenv: Body>
<nsl: Sel ect CnDevi ce soapenv: encodi ngStyl e="http://schemas. xm soap. or g/
soap/ encodi ng/" xm ns: nsl="http://schemas. ci sco.conlf ast/soap/">
<Statelnfo xsi:type="xsd:string"/>
<Cntel ectionCriteria href="#i d0"/>
</ nsl: Sel ect CnDevi ce>
<mul ti Ref id="id0" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
Xsi:type="ns2: Cntel ectionCriteria"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xm ns: ns2="http://schenas. ci sco. conf ast/ soap/ ">
<MaxRet ur nedDevi ces xsi:type="xsd: unsi gnedl nt ">200</ MaxRet ur nedDevi ces>
<Cl ass xsi:type="xsd: string">Phone</C ass>
<Mbdel xsi:type="xsd: unsi gnedl nt">255</ Model >
<Status xsi:type="xsd: string">Regi st ered</ Status>
<NodeNane xsi:type="xsd:string" xsi:nil="true"/>
<Sel ect By xsi:type="xsd:string">Nanme</ Sel ect By>
<Sel ectltens soapenc: arrayType="ns2: Sel ectlten{200]" xsi:type="soapenc: Array">
<item href="#id1"/>
</ Sel ectltens>
</mul ti Ref>
<mul ti Ref id="idl" soapenc:root="0"
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
xsi:type="ns3: Sel ectltent xm ns:ns3="http://schenmas. ci sco. conf ast/soap/"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ " >
<Item xsi :type="xsd: string">SEP0123456789ab</|ten

<Item xsi:type="xsd: string"> SEP0123456789%aa</|tenp
</ mul ti Ref>
</ soapenv: Body>
</ soapenv: Envel ope>

The most efficient way to obtain the list of devicesisto use “executeSQLQuery” in the AXL-DB
API.

You also can use the SQL equivalent to “ Select name from device where tkclass = 1” to obtain all
phones, then iterate through the list sending 200 at a time to the Serviceability XML API.

By default, device requests per minute can not exceed 15 per minute by default to the Unified CM
server. Client requests should be spaced so that they do not exceed this limit. If client requests
exceed thislimit, the server respondswith a SOAP fault. The SOAP client can then adjust the request
rate. These rates are expected to take less than 20% of CPU resource so that they do not affect the
performance of Unified CM.

Example of Stateinfo in a Response

The following example shows the Statelnfo String from a response that contains a CDATA[] section.
State ID for each Node is specified as an attribute Stateld="123456".

<Statelnfo xsi:type="xsd:string">

&l t; Statelnfo&gt; & t; Node Nanme=&quot ; sa- cnR- 1&quot ;

Subsyst entt art Ti me=&quot ; 1136458877&quot ; St at el d=&quot ; 2&quot ;

Tot al | t ensFound=&quot ; 0&quot ; Tot al | t ensRet ur ned=&quot ; 0&quot ; / &gt ; & t ; Node
Name=&quot ; sa- cnR- 2&quot ; Subsyst entt art Ti me=&quot ; 1136403259&quot ;

St at el d=&quot ; 33&quot; Tot al | t ensFound=&quot ; 15&quot ;

Tot al | t ensRet ur ned=&quot ; 15&quot ; / &gt ; & t ; Node Nane=&quot ; sa- cnR- 6&quot ;

Subsyst enfst art Ti me=&quot ; 1135982895&quot ; St at el d=&quot ; 387&quot ;

Tot al | t ensFound=&quot ; 1&quot ; Tot al | t ensRet ur ned=&quot ; 1&quot ; / &gt ; & t; / St at el nf 0&gt ;

</ St at el nf 0>
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Respond and React to SOAP Faults

It is the responsibility of the application to respond and react to SOAP faults.

SOAP faults are sent according to the SOAP standard. For additional information, see the “SOAP Fault
Error Codes” section on page 4-137.

Limit Request and Response Size in the Application Design

When an application uses a SOAP interface, the application must ensure that the size of the SOAP

request and response does not exceed the 1 MB limit. If thislimit is exceeded, review the application
design to determine another solution.

Usage notes for applications:

Web server level security filters are configured to deny requests that exceed limits that are
configured in your security applications.

e Tomcat Webserver 5.x and later provides a2 MB limit on request size.

¢ Number of Perfmon counters per sessionsis limited to 1,000.

Number of Nodes in the Cluster

In large cluster, configure your application to point SOAP clients to individual servers that have server
specific Perfmon counters.

SOAP Monitor Usage

The SOAP Monitoring Tool should not be used in a production system because this tool can affect

performance. User this tool only be used in development or unit testing and rely on SOAP logs for
troubleshooting production systems.
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Serviceability XML Operations by Release

Table 5-1 lists alphabetically the new, changed, and deprecated serviceability XML operations by

release. It also lists operations that are under consideration or review (UCR). Operation details can be

found in Chapter 4, “Serviceability XML Programming.”
Table legend:
. 9 Supported
« E3: Not supported
« ©: Modified

Operations By Release

Table 5-1 Serviceability XML Operations by Cisco Unified Communications Manager Releases
SOAP Service Operation 5.0 6.0 6.1 7.0 71 8.0(1) |[UCR
CDRonDemand get_file (V] (V] (V] (V] (V] (V] (V]
(All CDR APIs) —
get_file list (V] (V] (V] (V] & & &
ControlCenterServicesPort | getProductinformationList 3¢ & & & & & &
(All Service Control APIs) .
soapDoControl Services & & & & & & &
soapDoServiceDeployment (V] (V] (V] (V] (V] (V] (V]
soapGetServiceStatus (V] (V] (V] (V] (V] (V] (V]
soapGetStaticServicelist & & & & & & &
DimeGetFileService GetOneFile 4 4 4 4 4 p p
(Getting Single File) o o o o o @ @
L ogCollectionPort listNodeServicelL ogs & & & & & & &
(All Log Collection APIs) .
selectLogFiles & & & & & & &
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B Operations By Release

(Real Timelnformtion Port) . _ .
selectCmDevice ( ipv4 devices)

SelectCmDevice (includes ipv6
devices)

selectCtiltem (includes ipv6
devices)

Table 5-1 Serviceability XML Operations by Cisco Unified Communications Manager Releases (continued)
SOAP Service Operation 5.0 6.0 6.1 7.0 711 8.0(1) |[UCR
PerfmonPort perfmonAddCounter ] ] ] ] (V] (V] (V]
I(:’I?)ergormance Information perfmonCloseSession @ o @ ) ) ) @
perfmonCollectCounterData (V) (V) (V] (V] & & &
perfmonCollectSessionData & () () () (V] (/] )
perfmonListCounter () & (V) () (V] (V] (V]
perfmonListinstance () & & (V] V] & V]
perfmonOpenSession & () () & (V] V] v
gﬁrfmonQueryCOunterDescn pti & V) & & & () (V)
perfmonRemoveCounter (V] (V) (V] (V] v & V]
RisPort getServerinfo V] V] V] < V] o @
@ o 9 | 9 o o 9
B 0O B B8 o9 o 9
B B B 0 9 9| o
o & o | 9 o 9| o

selectCtiltem (ipv4 devices)
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Overview

CHAPTER6

Cisco Extension Mobility Service API

This chapter describes the Cisco Extension Mobility (Extension Mobility) service. It contains the
following sections:

e Overview, page 6-1

¢ New and Changed Information, page 6-2

¢ How Cisco Extension Mobility Works, page 6-2

e Using the Cisco Extension Mobility API, page 6-3

e Set Up and Configuration, page 6-4

* Message Examples, page 6-8

e Extension Mobility Service Response Codes, page 6-11

The Cisco Extension Mobility service, a feature of Cisco Unified Communications Manager (Unified
CM), allows a device, usually a Cisco Unified |P Phone, to temporarily embody a new device profile,
including lines, speed dials, and services. It enables users to temporarily access their individual Cisco
Unified IP Phone configuration, such as their line appearances, services, and speed dials, from other
Cisco Unified IP Phones. The Cisco Extension Mobhility service works by downloading a new
configuration file to the phone. Unified CM dynamically generates this new configuration file based on
information about the user who islogging in.

The system associates each Cisco Extension Mobility user with a device profile through configuration.
When auser logsin to aphone, the phone temporarily embodies the device profile for that user. The two
primary functions of the Cisco Extension Mobility feature comprise authenticating the user who is
logging in and generating the right configuration file from the user information.

You can view the device profile as a template for a physical device. The device profile defines the
attributes of a device, but it does not associate with a physical phone. A device profile includes
information such as the phone template, user locale, services to which the device is subscribed, and so
on. Because it does not associate with a physical phone, it does not have information such as MAC
address, location, and region. When a phone downloads a device profile, the phone retains its physical
attributes such as MAC address, device location information, device CSS, and so on.

[ oL-20944-01
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I New and Changed Information

The Unified CM support for the Cisco Extension Mobility service comprises the Cisco Extension
Mobility Application (EMApp) and the Cisco Extension Mobility Service (EM Service) modules. The
application and service modules, along with other Unified CM infrastructure such asthe Database Layer

(DBL), User directory (either internal or an external LDAP directory), and TFTP server, provide the
Cisco Extension Mobility feature.

You can use the XML -based EM Service APl with your applications, so they can take advantage of Cisco
Extension Mobility service functionality. For details about how to use the Cisco Extension Mobility
service API, see the “Using the Cisco Extension Mobility API” section on page 6-3.

To successfully develop an application that uses the Cisco Extension Mobility service, you need to
understand how the service operates and how your application fits into the Cisco Extension Mobility

service. This chapter includes the high-level concepts that are important in understanding the Cisco
Extension Mobility service

New and Changed Information

The following sections describe API updates made in Unified CM 8.0(1):
e New APIs, page 6-2
¢ Changed APIs, page 6-2

New APIs

Table 6-1describes new APIs added in Unified CM 8.0(1).

Table 6-1 New APIs in Cisco Unified Communication Manager 8.0 (1)

APls Description

L ogoutAll This API enables the administrator to log out all users who are currently
logged in.

DeviceProfileQuery This API getsinformation of all the device profiles of a user.

Changed APIs

There are no changes to existing APIsin Unified CM release 8.0(1).

How Cisco Extension Mobility Works

This section describes what happens when your application sends a message to the Extension Mobility
service to use its functionality.

Your login application submits an XML message to the EM Service servlet by using the Hypertext
Transfer Protocol (HTTP). The EM Service uses the LDAP directory to check the UserID and PIN in the
message from the login application. If the UserID and PIN are valid, the EM Service executes the request
by communicating with the database layer (DBL) through JNI. For more details about how the Extension
Mobility module works, see the Device Profiles section that follows.

Cisco Unified Communications Manager XML Developers Guide
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Using the Cisco Extension Mobility APl Tl

If the DBL changes the device profile for alogin or logout request, it tells the DBL Monitor, which
passes this information on to the CallProcessing and CT1 components. CallProcessing, in turn, tells the
Cisco Unified IP Phonethat it needs to restart itself to load the new device profile. For more information
about device profiles, see the Device Profiles, page 6-3.

The CTI layer notifies JTAPI and TAPI applications that are monitoring the device or the user that the
application control list has changed.

If the DBL completes a transaction successfully the information is passed to the EM Service. The
EM Service then sends an XML response that the transaction was successful to your login application by
using HTTP.

If the transaction is not successful, the EM Service sends your login application an appropriate error
message.

Device Profiles

Note

Device profiles act as the basic unit of transaction for the Cisco Extension Mobility service. A device
profile contains all the configuration information, such as line appearances, speed dials, and services,
for aparticular device. You can think of it asavirtual device. It has all the properties of a device except
physical characteristics such as a Media Access Control (MAC) address and a directory URL.

When a user logsin, the User device profile replaces the current device configuration. When a user 1ogs
out, the Logout device profile replaces the User device profile.

Cisco Extension Mobility requires a L ogout Device Profile for each configured device. Cisco Extension
Mobility uses the Logout Device Profile, which can be either the current device settings or the User
Device Profile, as the logged out configuration of the device.

Cisco Extension Mohility fully supports Cisco Unified | P Phone 7960 and Cisco Unified | P Phone 7940,
but not Cisco Unified IP Phone model 7910 and preceding devices.

Using the Cisco Extension Mobility API

The Cisco Extension Mobility service provides afairly rich API, which enables extension mobility on
Cisco Unified IP Phones and allows application control over authentication, scheduling, and availability.

An application that uses Cisco Extension Mobility service represents an |P phone service that allows a
user to enter auserlD and PIN at the phone itself and log in to the phone. The architecture and
implementation of Cisco Extension Mobility make many other applications possible; some examples
follow:

e An application that automatically activates phones for employees when they reserve a particular
desk for a particular time (the scheduling application)

¢ A lobby phone that does not have aline appearance until a user logsin

The Cisco Extension Mobility API gets exposed as an Extensible Markup Language (XML) interfacevia
HTTP The administrator of the system designates awebsite asthe entry point to the API, and all requests
and queries are made through those URLSs. This website also provides the document type definitions
(DTDs) that define the XML for requests, queries, and responses. This document includes the DTDs,
along with examples.

[ oL-20944-01
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I Set Up and Configuration

The XML input gets submitted viaan HTTP POST. A field named “xml” contains the XML string that
defines the request or query. The response to this HTTP POST represents a pure XML response with
either a success or failure indicator for a request or the response to a query.

Note  The Cisco Extension Mobil ity APl does not use the M-POST method as defined in the HTTP Extension
Framework.

This section includes the following topics:
e Set Up and Configuration, page 6-4
- Messages, page 6-5
— Message Document Type Definitions, page 6-6
- Message Examples, page 6-8
- Extension Mobility Service Response Codes, page 6-11

Set Up and Configuration

The Cisco Extension Mobility service application accompanies Unified CM. As such, all necessary
Cisco Extension Mobility service APl components are installed with the standard Unified CM
installation.

To use the Cisco Extension Mability service, create a device profile for the user who islogging in and
for the target device. Use the following steps to configure Cisco Extension Mobility service:

e Activate the service.

¢ Create Extension Mobility IP phone service.

¢ Create a user device profile.

e Assign the user device profile to a user.

¢ Assign authentication proxy rightsto a UserID.

e Assign UserlD to the Standard EM Authentication Proxy Rights user group.

¢ Enable Cisco Extension Mobility and configure the default device profile on the target device.
(You must enable Cisco Extension Mobility on a device-by-device basis.)

¢ Subscribe to Cisco Extension Mobility IP phone service on the target device and the device profile.
e Assign alogout device profile to atarget device.

¢ Configure the system parameters (the system uses defaults if parameters are not manually
configured).

Note  Technically, no need exists to assign a profile to a user. The device profile can be specified at login.

For details on how to configure the User Device Profile, refer to the Cisco Unified Communications
Manager Administration Guide or Cisco Unified Communications Manager Features and Services
Guide.
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Messages

Login Requests

Logout All

Set Up and Configuration W

You communicate between your login application and the Cisco Extension Mobility service by sending
and receiving XML messages. The XML messages that you send must follow the rules that are set by
the Message DTDs that are described in the Message Document Type Definitions, page 6-6.

The default URL for login and logout requests and system queriesis
http://<server>:8080/emservice/EM ServiceServlet

The application sends authentication information, including an Application ID and an Application
Certificate, at the start of message.

A password represents the only type of certificate that is currently supported. All messages must include
avalid applD and appPassword, or they do not get processed. For examples of valid Cisco Extension
Mobility messages, see the M essage Examples, page 6-8.

Login requests provide the cornerstone of this service, and currently they offer the most flexible and
complex message type. The information that is required to process a login request must include the
device that is to be logged in to and the UserI D of the user who islogging in to that device. If adevice
profile other than the default device profile that has been associated with the user isto be used, you can
specify that profile name. If the system is to automatically log the user out after a particular time, you
can also specify that. To log out, you only need to provide the device name in the message.

The LogoutAll API enables the administrator to logout all extension mobility users who are currently
logged in.

N,

Note  Useof Logout All APl may lead to generation of large number of database change notifications
which may impact system performance momentarily. The number of change notification will be
directly proportional to the number of userslogged in. Thusit is recommended not to use this
API in peak business hours.

Device-User Queries

A Device-User query represents a query wherein the login application specifies alist of one or more
devices, and the system returns the userID of the user who is currently logged on to each device.

User-Devices Queries

A User-Devices query represents a query in which the login application specifies alist of one or more
users, and the system returns the list of devices to which a particular user is currently logged in.

DeviceProfileQuery

The DeviceProfileQuery API gets information of all the device profiles associated to an user. The API
response providesinformation about all the associated device profilesfor anintracluster user, that isend
user in local DB, and also indicate if the profile is the default profile for the user.
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Message Document Type Definitions

Request DTD

A Message Document Type Definition (DTD) designates an XML list that specifies precisely which
€lements can appear in arequest, query, or response document. It also specifies the contents and
attributes of the elements.

You communicate between your login application and the Cisco Extension Mobility service by sending
and receiving XML documents. These XML documents must follow the rules that the Message DTDs
set. For examples of how Message DTDs are used, see the Message Examples, page 6-8.

The Request DTD defines the login and logout messages that your application can send to the Cisco
Exchange Mobility service.

<I-- login requests DID -->

<! ELEMENT request (applnfo, (login | logout | logoutAll))>

<! ELEMENT appl nfo (appl D, (appCertificate | appEncryptedCertificate))>
<! ELEMENT appl D (#PCDATA) >

<! ELEMENT appCertificate (#PCDATA) >

<! ELEMENT appEncryptedCertificate (#PCDATA)>

<l ELEMENT | ogi n (devi ceNanme, user|D, deviceProfile?, exclusiveDuration?, renotelPAddr?,
i sVi aHeader Set ?) >

<! ELEMENT | ogout (devi ceNane, renotel PAddr?, isViaHeader Set?)>

<! ELEMENT | ogout Al | (renotel PAddr?, isVi aHeader Set ?) >

<! ELEMENT devi ceNane (#PCDATA) >

<! ELEMENT user|D (#PCDATA) >

<! ELEMENT devi ceProfile (#PCDATA)>

<! ELEMENT r enot el PAddr (#PCDATA) >

<! ELEMENT i sVi aHeader Set (#PCDATA) >

<! ELEMENT excl usi veDuration (tine | indefinite)>

<! ELEMENT ti me (#PCDATA) >

<! ELEMENT i ndefinite EMPTY>

Login or Logout Response DTD

Note

Login or Logout Response DTD defines the messages that your application receives from the Cisco
Extension Mobility service when it sends a login or logout request message.

<!-- login response DID -->

<! ELEMENT response (success | failure)>
<! ELEMENT success EMPTY>

<! ELEMENT failure (error)>

<! ELEMENT error (#PCDATA) >

<I ATTLI ST error code NMIOKEN #REQUI RED>

e The Clear Call Log service parameter is set to true to clear the call logs. But the call log is cleared
only during the Extension Mobility manual logout process. If alogout occurs due to an automatic
logout or any occurrence other than a manual logout, the call logs do not get cleared.

e Toclear cal logs:

— Hard reset the device by setting the isHardReset parameter of the doDeviceReset AXL API to
true OR

— Send an Init:CallHistory uniform resource identifier (URI) viathe IP Phone XML service
interface
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Query DTD
The Query DTD defines the Device-User and User-Devices messages that your application sends the
Cisco Extension Mobility serviceto find out which user islogged in to adevice or to which devices users
are logged in.
<l-- login query DID -->
<! ELEMENT query (applnfo, (deviceUserQuery | userDevicesQuery | checkUser |
devi ceProfil eQuery))>
<! ELEMENT appl nfo (appl D, (appCertificate | appEncryptedCertificate))>
<! ELEMENT appl D (#PCDATA) >
<! ELEMENT appCertificate (#PCDATA) >
<! ELEMENT appEncryptedCertificate (#PCDATA)>
<! ELEMENT devi ceUser Query (devi ceNane+, renot el PAddr ?) >
<! ELEMENT user Devi cesQuery (user| D+, renot el PAddr ?) >
<! ELEMENT checkUser (userl| D+, renotel PAddr?, i sVi aHeader Set ?) >
<! ELEMENT devi ceProfileQuery (userl D+, renotel PAddr?, i sVi aHeader Set ?) >
<! ELEMENT devi ceNane (#PCDATA) >
<! ELEMENT user| D (#PCDATA) >
<! ELEMENT r enot el PAddr (#PCDATA) >
<! ELEMENT i sVi aHeader Set (#PCDATA) >
Query Response DTD
The Query Response DTD defines the messages that your application receives from the Cisco Extension
Mobility service when it sends the service a Device-User or User-Devices query.
<l-- login query results DID -->
<! ELEMENT response (deviceUserResults | userDevicesResults | deviceProfil eResults|
failure)>
<! ELEMENT devi ceUser Resul ts (device+)>
<! ELEMENT user Devi cesResults (user+)>
<! ELEMENT devi ceProfileResults (userlD+)>
<! ELEMENT device (userID | lastlogin | none | doesNot Exist)>
<! ATTLI ST devi ce
name NMTOKEN #REQUI RED>
<! ELEMENT user (deviceNane+ | none | doesNot Exi st)>
<! ATTLI ST user
i d NMIOKEN #REQUI RED>
<! ELEMENT user | D (#PCDATA) >
<! ELEMENT | ast| ogi n (#PCDATA) >
<! ELEMENT devi ceNane (#PCDATA) >
<! ELEMENT none EMPTY>
<! ELEMENT doesNot Exi st EMPTY>
<! ELEMENT failure (errorMessage)>
<! ELEMENT errorMessage (#PCDATA) >
Cisco Unified Communications Manager XML Developers Guide
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Message Examples

This section provides examples of various types of messages to aid in understanding how to use the
message DTDs to communicate between your login application and the Cisco Extension Mobility
service.

Login Operation
The Login operation logs in a single user using the specified device profile.

Sample Login Code

The following example logsin userlD “john” to device SEP003094C25B15 using the User Device
Profile UserDevProf:

<request >
<appl nf o>
<appl D>appi d</ appl D>
<appCertificat e>apppasswd</ appCertificate>
</ appl nf 0>
<l ogi n>
<devi ceNane>SEP003094C25B15</ devi ceNane>
<user | D>j ohn</ user| D>
<devi ceProfi |l e>User DevPr of </ devi ceProfil e>
<excl usi veDur ati on>
<ti me>60</ti me>
</ excl usi veDur ati on>
</l ogi n>
</ request >

Success Response

<r esponse>
<success/ >
</ response>

Failure Response

<response>
<failure>
<error code="3">Coul d not authenticate 'appid </error>
</failure>
</ response>

Logout Operation
The Logout operation logs out a single user from the specified device.

Sample Logout Code
The following example logs out a user who is logged into device SEP003094C25B15:

<r equest >
<appl nf o>
<appl D>appi d</ appl D>
<appCertificat e>apppasswd</ appCertificate>
</ appl nf 0>
<l ogout >
<devi ceNane>SEP003094C25B15</ devi ceNane>

Cisco Unified Communications Manager XML Developers Guide
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</ | ogout >
</ request >

Success Response

<r esponse>
<success/ >
</ response>

Failure Response

<response>
<failure>
<error code="3">Coul d not authenticate 'appid </error>
</failure>
</ response>

LogoutAll Operation

The LogoutAll operation logs out all the users from the device.

Sample LogoutAll Request

<request >
<appl! nf o>
<appl D>appi d</ appl D>
<appCertificat e>apppasswd</ appCertificate>
</ appl nf o>
<l ogout >
<devi ceNane>SEP003094C25B15</ devi ceNane>
</ | ogout >
</ request >

Sample LogoutALL Response

<r equest >
<appl nf o>
<appl D>appi d</ appl D>
<appCertificat e>apppasswd</ appCertificate>
</ appl nf 0>
<l ogout Al | >
</l ogout Al | >
</ request >

UserQuery Operation

The UserQuery operation returns the user ID that is logged in to the specified device.

Sample UserQuery Request

The following example finds the user who is logged in to the device SEP003094C25B15:

<query>
<appl nf o>
<appl D>appi d</ appl D>
<appCertificate>apppasswd</ appCertificate>
</ appl nf 0>
<devi ceUser Query>
<devi ceNane>SEP003094C25B15</ devi ceNane>
</ devi ceUser Query>
</ query>
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Sample UserQuery Response
If you log in to the phone for the first time, the responseis as follows:

<response>

<devi ceUser Resul t s>

<devi ce nanme="SEP00016CEA6616" >
<user | D>one</ user | D>

<none/ >

</ devi ce>

</ devi ceUser Resul t s>

</ response>

If you have previously logged in to the phone, the response is as follows:

<response>

<devi ceUser Resul t s>

<devi ce name="SEP...... ">
<user | D>one</ user | D>

<l ast| ogi n>one</| ast| ogi n>
</ devi ce>

</ devi ceUser Resul t s>

</ response>

DeviceQuery Operation
The DeviceQuery operation returns all device IDs (MAC addresses) for the specified user ID.

Sample DeviceQuery Request
The following example finds the devices that user ID “john” islogged in to:

<query>
<appl nf o>
<appl D>appi d</ appl D>
<appCertificat e>apppasswd</ appCertificate>
</ appl nf 0>
<user Devi cesQuery>
<user | D>j ohn</ user| D>
</ user Devi cesQuery>
</ query>

Sample DeviceQuery Response

<response>
<user Devi cesResul t s>
<user id="rknotts">
<devi ceName>SEP003094C25B15</ devi ceNane>
<devi ceName>SEP003094C25B49</ devi ceNane>
</ user>
<user id="fw agge">
<devi ceName>SEP003094C249A6</ devi ceNane>
</ user>
</ user Devi ceResul t s>

</ response>

Device Profile Query

The DeviceProfileQuery API gets information of all the device profiles associated to an user.

Cisco Unified Communications Manager XML Developers Guide
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Sample Device Profile Query Request
<query>
<appl nf o>
<appl D>appi d</ appl D>
<appCertificat e>apppasswd</ appCertificate>
</ appl nf 0>
<user Devi ceProfil eQuery>
<user | D>j ohn</ user | D>
</ user Devi ceProfil eQuery>
</ query>

Sample DeviceProfile Query Response

<resul ts>

<devi ceProfil eResul t s>
<user id="john">

<devi ceProf i | eName>UDP1</ devi cePr of i | eNane>

<devi ceProf i | eName>UDP2</ devi cePr of i | eNane>
</ user>

</ devi ceProfil eResul t s>

</resul ts>

Extension Mobility Service Response Codes

Table 6-2 describes the response codes and messages that can be returned by the Extension Mobility
service. A response contains a code and a response string, formatted as an XML string.

Table 6-2 Cisco Extension Mobility Service Response Codes
Response
Code Message Description
0 Unknown Error Generic error, which does not belong to the known error types.
1 Error on Parsing Invalid XML request. The XML passed does not conform to the
DTD.
2 Cannot auth. App user |Blank UserID or PIN
NULL_PARAM—Shows the user login page with error title.
3 Invalid App User The appid supplied in the XML isnot avalid user.
Policy Validation error |Does not conform to the policy set up for the user. For example,
multiple log in not allowed.
5 Dev. logon disabled Extension Mobility is not enabled on the device at the time of log
out.
6 Database Error Database is unable to process the Extension Mobility request.
Logout Request Error  |Could not set auto-logout duration during log in.
Could not remove the device from the auto-logout list after log
out.
8 Query type Unrecognized Query type. The query type provided in the XML
undetermined is not supported.
9 Dir. User Info Error Could not authenticate user. This error is afor various

authentication related failures.
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Table 6-2 Cisco Extension Mobility Service Response Codes (continued)

Response

Code Message Description

10 User lacks app proxy If auserID alsoisused asan appl D, the userl D should have proxy

rights

rights.

11

Device does not exist

Trying to perform an operation on a device that does not exist.

12

Dev. Profile not found

Trying to use a User Device Profile that does not exist.

18

Another user logged in

Another user islogged in to the device where login is being
performed.

19

No user logged in

Trying to perform log out on a device where no user is currently
logged in.

20

Hoteling flag error

Could not retrieve the Extension Mobility “Enabled” status for
the specified device (DB error).

21

Hoteling Status error

Could not verify the login status of the specified device (DB
error).

22

Dev. logon disabled

Extension Mobility is not enabled on the device.

23

User not found

Given user ID isinvalid.

25

User logged in
elsewhere

User istrying to log in to adevice, but is already logged in to
another device and multiple log inis not allowed.

26

Busy, please try again

The server currently is processing the maximum number of log
in/log out requests. Additional requests will be accepted after
pending ones are processes.

27

Change Password

Password must change on first use or password has expired. User
must change password from the User page in Unified CM
Administration.

28

Untrusted |P Error

Trying to log in or log out from an untrusted IP address.

29

ris down-contact admin

The RIS Data Collector service is down. An administrator must
turn it on.

30

Proxy not allowed

Log inor Log out using a proxy server is not allowed.
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Cisco Extension Mobility Operations By Release

Table 7-1 lists alphabetically the new, changed, and deprecated Cisco Extension Mobility operations by
release. It also lists operations that are under consideration or review (UCR). Operation details can be
found in Chapter 6, “Cisco Extension Mobility Service API.”

Table legend:
i '@ —Supported
i E —Not supported

Operations By Release

Table 7-1 Extension Mobility Operations by Cisco Unified Communications Manager Release
Operation 5.0(d) (5.1 5.1(2) (6.0 6.1 1.0 7.1(2) [7.1(3) |8.0(1) |UCR
DeviceProfileQuery E E E E E E E E @ @
e 0 00 0 9 9 0 0 0 0
oo © © © © o o o o o o
oo © © © © o o o o o o
ool DD oBpoBnoDae o
S © © % o o o o o oo
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Overview

CHAPTER8

Cisco Web Dialer APl Programming

This chapter describes the Simple Object Access Protocol (SOAP) and HTML over secure HTTP
(HTTPS) interfaces that are used to devel op customized click-to-dial applications for Cisco Web Dialer
(Web Dialer) for Cisco Unified Communications Manager (Unified CM) and contains the following
sections:

e Overview, page 8-1

¢ New and Changed Information, page 8-2

¢ Cisco Web Dialer Components, page 8-3

e Cisco Web Dialer Security Support, page 8-5

¢ Phone Support For Cisco Web Dialer, page 8-7
e Call Flows, page 8-9

¢ Interfaces, page 8-13

e Cisco Web Dialer WSDL, page 8-25

e Sample Code Snippet, page 8-29

Web Dialer is a service that can be activated on a Unified CM subscriber to enable custom devel oped
click-to-dial applicationstoissue MakeCall requests on behalf of auser. These applications can be server
based, such as aclick-to-dial enabled corporate directory, or desktop-based, such as an Outlook plug-in
that lets users click to dial contacts.

The two main components of Web Dialer are the Web Dialer servlet and the Redirector servlet.

Table 8-1 explains some terms that are used in this chapter.

Table 8-1 Web Dialer Terms

Cisco Web Dialer Service |A server-based component of Cisco Unified Communications Manager
that allows users to make calls from web and desktop applications.

Cisco Web Dialer A customer or partner created application that calls SOAP or HTTP
Application methods from the Web Dialer interface library.
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Table 8-1 Web Dialer Terms (continued)
Web Dialer Servlet A Java servlet that responds to SOAP or HTTP requests.
Redirector Servlet A Java servlet that finds the home Unified Communications M anager

cluster of a user and responds with one or more | P addresses of the Web
Dialer enabled subscribers within the home cluster.

New and Changed Information

The following sections describes the major changes in the Web Dialer API for Release 8.0(1) and for
previous rel eases:

¢ New Information for Cisco Unified Communications Manager 8.0(1), page 8-2
¢ New Information for Cisco Unified Communications Manager 7.1(2), page 8-2
¢ New Information for Cisco Unified Communications Manager 7.0, page 8-2
¢ New Information for Cisco Unified Communications Manager 6.0, page 8-2
¢ New Information for Cisco Unified Communications Manager 5.1, page 8-3

For information about new, changed, or deprecated Web Dialer APl methods from the interface library,
see Chapter 9, “Cisco Web Dialer Operations By Release.”

New Information for Cisco Unified Communications Manager 8.0(1)
A new service parameter, called Maximum Concurrent Call Requests, is added for modifying the throttle
value of Web Dialer requests. This value was previously hard-coded. The throttle limits the number of

CTI requests from Web Dialer. The minimum and maximum values for this throttle are one and six, and
the recommended values for 7825 and 7845 servers are three and six respectively.

For more information, see Maximum Concurrent Call Requests, page 8-7.

New Information for Cisco Unified Communications Manager 7.1(2)

There are no changes in Web Dialer for Unified CM 7.1(2).

New Information for Cisco Unified Communications Manager 7.0

The following SOAP API methods have been added for Web Dialer in Unified CM 7.0:
e getProfileDetail Soap
e getPrimaryLine

New Information for Cisco Unified Communications Manager 6.0

Unified CM 6.0 includes the following change to Web Dialer:

Cisco Unified Communications Manager XML Developers Guide
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¢ The getProfil Soap method returns only devices that are supported by Web Dialer. These devices are
derived from those that are supported by Cisco JTAPI. Devices that are not supported by Cisco
JTAPI are no longer returned. For additional information, refer to Cisco Unified Communications
Manager JTAPI Developers Guide for release 6.0(1), which is available at this URL:

http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/jtapi_dev/6_0_1/jtapi-dev.html
e Application Dial Rules support has been added for the SOAP API.

New Information for Cisco Unified Communications Manager 5.1

Unified CM 5.1 includes the following change to Web Dialer:
e Web Dialer and Redirector now require HTTPS.

Developers should format Redirector and Web Dialer requeststo use HTTPS. Unified CM requires
the secured protocol to prevent unauthorized applications from reading user data.

Refer to Cisco Unified CallManager Developers Guide for Release 5.0 for important changes to Web
Dialer API programming in the 5.0 release.

Cisco Web Dialer Components

The following sections provide information about Web Dialer Components:
e Cisco Web Dialer Servlet, page 8-3
¢ Redirector Servlet, page 8-3

Cisco Web Dialer Servlet

The Web Dialer servlet, a Java servlet, allows Cisco Unified Communications Manager usersin a
specific cluster to make and end calls, as well as to access their phone and line configuration.

Cisco Web Dialer applications interact with the Web Dialer servlet through two interfaces:

e SOAP over HTTPS—This interface, based on the Simple Object Access Protocol (SOAP), is used
to develop desktop applications such as a Microsoft Outlook Plug-in or a SameTime Client Plug-in.
Developers can use the isClusterUserSoap interface to design multicluster applications that require
functionality similar to a Redirector servlet.

e HTML over HTTPS—This interface, based on the HTTPS protocoal, is used to develop web-based
applications such as the Unified CM directory search page (directory.asp). Devel opers who use this
interface can use the Redirector servlet for designing multicluster applications.

Redirector Servlet

The Java-based Redirector servlet is responsible for distributing web (HTTP and HTTPS) MakeCall
requests to the home Web Dialer server of a user. Redirector generally is used in a multi-cluster
environments to instruct an application where to send MakeCall requests. When Redirector receives a
MakeCall request, it sends the IsClusterUser broadcast message to all configured Web Dialer serversin

Cisco Unified Communications Manager XML Developers Guide
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the Enterprise. When Redirector receives a positive response, it forwards the request to the appropriate
Web Dialer server. Redirector is available for HTTP and HTTPS applications only. SOAP-based
applications are responsible for sending the MakeCall request to the home Web Dialer server of a user.

Figure 8-1 illustrates how a Redirector servlet redirects a call in a multicluster environment.

Figure 8-1 Multiple Clusters

Redirector servlet
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1sanbal JasnJaisn|DsI

D-CM3
Dallas
SJ-CM3 cluster
San Jose
cluster

\

NY-CM1 & Y NY-CM2

Sk
NY-CM3

New York
cluster

91274

Example of Web Dialer Using the Redirector Servlet

For example, consider three clusters, each one in asingle city such as San Jose, Dallas, and New York.
Each cluster contains three Cisco Unified Communications Manager servers with Web Dialer servlets
that have been configured for Cisco Unified Communications Manager servers S-CM1, D-CM2, and

NY-CM3.

The system administrator configures the Web Dialer servlets on any Cisco Unified Communications
Manager server by entering the IP address of that specific Cisco Unified Communications Manager
server in the List of WebDialers service parameter.

For information about configuring Web Dialer and Redirector servlets, refer to the“Web Dialer” chapter
in the Cisco Unified Communications Manager Features and Services Guide, Release 5.0.

When a user who islocated in San Jose clicks atelephone number in the corporate directory search page
that is enabled by Web Dialer, the following actions happen:

1. TheCisco Unified Communications Manager server sendsaninitial makeCall HTTPS request to the
Redirector servlet.

2. If thisrequest isreceived for the first time, the Redirector servlet reads the Web Dialer server cookie
and finds it empty.

For arepeat request, the Redirector servlet reads the IP address of the Web Dialer server that
previously serviced the client and sends a isClusterUser HTTPS request only to that server.

Cisco Unified Communications Manager XML Developers Guide
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3. The Redirector servlet sends back aresponse that asks for information, which results in the
authentication dialog box opening for the user.

4. The user entersthe Cisco Unified Communications Manager user 1D and password and clicks the
Submit button.

5. The Redirector servlet reads only the user identification from this information and sends a
isClusterUser HTTPS request to each Web Dialer server that the system administrator configured.

Figure 8-1 illustrates how this request is sent to the Web Dialer servlets that have been configured
for SJ-CM1, D-CM2, and NY-CM 3. Depending on the geographical location of the calling party, the
Web Dialer servlet from that cluster responds positively to the Redirector servlet. The remaining
Web Dialer servletsthat were contacted return a negative response. The Web Dialer serviet S-CM1
responds positively to the request because the calling party is located in San Jose (SJ-CM).

The Redirector servlet redirects the original request from the user to SJ-CM 1 and sets a cookie on the
user browser for future use.

Cisco Web Dialer Security Support

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

Step 7
Step 8

Web Dialer supports secure connections to CTI (TLS connection). For this feature, Web Dialer uses the
security API that JTAPI provides. Refer to Unified CM JTAPI Devel opers Guide for the JTAPI API. Web
Dialer uses the Application User, “WD SecureSysUser”, for obtaining the CTI connection.

You must compl ete the following configuration before Web Dialer can be configured to open a CTI
connection in secure mode.

Activate the Cisco CTL Provider service in Cisco Unified Communications Manager Service
Administration.

Activate the Cisco Certificate Authority Proxy Function Service.
Download the Cisco CTL Client from the Application plug-in and install it on any machine.

Run the CTL Client, choose the option to “enable Cluster Security,” and follow the instructions that
display. This requires USB E-tokens.

To verify that cluster security isenabled, go to Cisco Unified Communications Manager Administration
and look at [ System-> Enterprise Parameter configuration]. Look at the Security Parameters; the cluster
security should be set to 1.

In Cisco Unified Communications Manager Administration, from the User Management drop-down
menu, select the Application User CAPF Profile option.

Click Add new Instancel D.

In the CAPF Profile configuration window, set up an Instancel D and CAPF profile for the Instancel D
for the Application User WD SecureSysUser.

a. Instancel D: Enter the value of instance ID; for example, 001.
b. Certificate Operation: Select Install/Upgrade from the drop-down menu.
Authentication Mode: Select By Authorization String from the drop-down menu.

/e 0

Authorization String: Enter the value of authorization string; for example, 12345.
e. Key Size: Select key size from drop-down menu; for example, 1024.

f. Operation Completes By: Enter the date and time in following format yyyy:mm:dd:hh:mn where
yyyy=year, mm=month, dd=date, hh=hour, mn=minutes, such as 2006:07:30:12:30.
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A

Note If this date and time has passed, the certificate update operation will fail.

Ignore the Packet Capture Mode, Packet Capture Duration, and Certificate fields.
Certificate Status: Select Operation pending from the drop-down menu.
If anything else is selected, the certificate update will fail.

Security Service Parameters

Web Dialer includes two mode-specific service parameters for CTI connection security.

CTI Manager Connection Security Flag—This required service parameter indicates whether
security for the Web Dialer service CTI Manager connection is enabled or disabled.

If enabled (true), Cisco Web Dialer will open a secure connection to CTI Manager by using the

Application CAPF profile that is configured for the instance ID (as configured in CTI Manager

Connection Instance ID service parameter) for Application user WD SecureSysUser. The default
value specifies false.

Application CAPF Profile Instance I D: This service parameter specifies the Instance ID of the
Application CAPF Profile for Application User WD SecureSysUser that this Web Dialer server will
use to open a secure connection to CTI Manager. You must configure this parameter if the CTI
Manager Connection Security Flag parameter is enabled (true).

Algorithm:
1. Read the service parameters.
2. Get the node IP/name of the nodes where TFTP and CAPF are activated.

3. For theinstancel D (input in service parameters), if the Certificate Operation is
‘Install/Upgrade’ or ‘Delete’, delete the current certificates, if any.

4. If the Certificate Operationisnot ‘Install/Upgrade’ or ‘ Delete’, and a current certificate exists,
use this certificate.

5. If nocertificateispresent, request one by using JTAPI API setSecurityPropertyForlnstance; this
will need username, instancel D, authCode, tftpServerName, tftpPort, capf ServerName,
capfPort, certPath, and securityFlag. This call will contact the TFTP server, download the
certificate, contact the CAPF server, verify the CTL file, and request the client and server
certificates.

6. If Step 5is successful, set the following items on the ICCNProvider and call
open().provider.setlnstancel D(instancel D);provider.setTFTPServer(tftpServerName);provider.
setCAPFServer(capf ServerName); provider.setCertifi catePath(certPath); provider.setSecurity O
ptions(securityFlag);

7. If Step 5 fails, throw initFailedException. You can see this in the Web Dialer traces.
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Maximum Concurrent Call Requests

The maximum concurrent call request parameter specifies the maximum number of concurrent Web
Dialer call requests per second supported by the Web Dialer service. This value was previously
hard-coded. The minimum and maximum values for this throttle are one and six, and the recommended
values for 7825 and 7845 servers are three and six respectively.

For example:

e MCS 7825H2 supports a maximum of two calls per second. Cisco recommends setting the
MaxConcurrentCallRequests value to three to allow callers to disconnect the call as needed.

e MCS 7845H2 supports a maximum of four calls per second. Cisco recommends setting the
MaxConcurrentCallRequests value to six to allow callers to disconnect the call as needed.

Enter alower value if RTMT alerts, alarms, or performance counters suggest that the hardware
associated with Web Dialer is over-utilized (for example, high CPU and/or memory usage). Enter a
higher value to allow more simultaneous WebDialer call requests. Higher values can add more load to
the CPU. The default value for this parameter is three.

Phone Support For Cisco Web Dialer

Web Dialer relies on Cisco JTAPI to place calls on the behalf of users. Table 8-2 provides information
about CTI supported devices.

Table legend:
. I@—Supported
o E3_Not supported

Table 8-2 CTI Supported Device Matrix

Device/Phone Model SCCP SIP Comments

Analog Phone You can find information on the limitations of this
) device in Cisco JTAPI Developer Guide for Cisco
/] (4] Unified CallManager 4.1(3) .

Cisco 3911 — — Not a CTI supported device

Cisco 6921 o

Cisco 6941 o

Cisco 6961 (]

Cisco 7902 (V] 3¢ End of Software Maintenance Release 2007

Cisco 7905 (V] 3¢ End of Software Maintenance Release 2007

Cisco 7906 o o

Cisco 7910 o B8 End of Software Maintenance Release 2007

Cisco 7911 o o

Cisco 7912 o B8 End of Software Maintenance Release 2007
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8-8

Table 8-2 CTI Supported Device Matrix (continued)

Device/Phone Model SCCP SIP Comments

Cisco 7914 Sidecar (V] B

Cisco 7915 Sidecar (V] (V]

Cisco 7916 Sidecar o o

Cisco 7920 (V] B8 End of Software Maintenance Release 2008

Cisco 7921 o B8

Cisco 7925 o B8

Cisco 7931 CTI supported only if rollover is disabled. Starting
withrelease 7.1 this device is supported when

& (% corresponding role is added to user.

Cisco 7935 o B8 End of Software Maintenance Release 2005

Cisco 7936 o B8

Cisco 7937 (] B8

Cisco 7940 (V] 3¢

Cisco 7941 (V] (V] End of software maintenance release 2010

Cisco 7941G-GE (V] (V] End of Software Maintenance Release 2009

Cisco 7942 o o

Cisco 7945 o o

Cisco 7960 o B8

Cisco 7961 (] (] End of software maintenance release 2010

Cisco 7961G-GE (] (] End of Software Maintenance Release 2009

Cisco 7962 (V] (V]

Cisco 7965 (V] (V]

Cisco 7970 o o End of Software Maintenance Release 2009

Cisco 7971 o o End of Software Maintenance Release 2009

Cisco 7975 o o

Cisco 7985 o B8

Cisco 8961 (] phoneSetDisplay() interface is not supported

Cisco 9951 (] phoneSetDisplay() interface is not supported

Cisco 9971 (V] phoneSetDisplay() interface is not supported
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Desktop-based Client Application Call Flow

callFlows W

Table 8-2 CTI Supported Device Matrix (continued)

Device/Phone Model SCCP SIP Comments

Cisco ATA 186 You can find information on the limitations of this
; device in Cisco JTAPI Developer Guide for Cisco
/] (4] Unified CallManager 4.1(3) .

Cisco IP Communicator | {5 (]

Cisco Unified Personal CTI support when running in desktop mode

Communicator (% (% depends on physical device.

Cisco VGC Phone o B8

VG224 — — Not a CTI supported device

VG248 You can find information on the limitations of this
) device in Cisco JTAPI Developer Guide for Cisco
< (% Unified CallManager 4.1(3) .

CTI Port — — CTI supported virtual device that does not use

SCCPor SIP

CTI Route Point

CTI supported virtual device that does not use
SCCPor SIP

CTI Route Point (Pilot
Point)

CTI supported virtual device that does not use
SCCPor SIP

ISDN BRI Phone

Not a CTI supported device

The call flowsin this section describe the flow of events for client and browser-based applications that
use Web Dialer, which should help you design customized applications for Web Dialer.

Figure 8-2 shows the call flow for an outgoing call from a client application. The user clicksthe Dial or
Make Call button in the client application. If the user is making a call for the first time, the application
does not have authentication or configuration information on the user.

When the user makes acall for the first time,

1. The client sends a makeCall Soap request to the configured Web Dialer servlet.

2. TheWeb Dialer servlet attempts to authenticate the user. Figure 8-2 shows an authentication failure
that occurred because the authentication information is incomplete or does not exist.

3. The Web Dialer servlet sends an authentication failure response to the client application.

4. Theclient application displays a dialog box that asks for the user ID and password. The user enters
this information and clicks the submit button. The user ID and password get stored for future

invocations of the application.

5. The application sends a repeat SOAP request to the Web Dialer servlet. The request contains

credential information on the user.
6. The Web Dialer servlet authenticates the user.

[ oL-20944-01
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10.

1.

12.

13.

The Web Dialer servlet reads any missing configuration information in the request.
The Web Dialer servlet returns a configuration error message to the client application.
The client application sends a getProfileSoap request to the Web Dialer servlet.

The Web Dialer servlet responds with the user configuration information that is stored in the
directory.

The client application displays a configuration dialog box that asks the user to select or update the
configuration. The user entersthe information and clicks the submit button. The user configuration
information gets stored for future invocations of the application.

The client resends the makeCall Soap request to the Web Dialer servlet. This request contains the
user configuration information.

The Web Dialer servlet authenticates the user and dials the telephone number by using the
information that the makeCall Soap request contains. It responds to the client with a success or
failure message.

Note  The call flow goes directly to step 12 in these situations:

If the credential and configuration information is already stored when the application is installed.
For all subsequent requests that the user makes.

Cisco Unified Communications Manager XML Developers Guide
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Figure 8-2 Cisco Web Dialer Call Flow for a Client-Based Application
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Browser-Based Application Call Flow

Figure 8-3 shows the call flow for an HTTP-based browser application such as a directory search page,
personal address book, or the Cisco Unified Communications Manager directory search page

(directory.asp).
The user clicks the Dial or Make Call button in the address book of the client application. If the user is

making acall for thefirst time, the application does not have authentication or configuration information
on the user.

Cisco Unified Communications Manager XML Developers Guide
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Figure 8-3 Cisco Web Dialer Call Flow for a Browser-Based Application
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When the user makes a call for the first time:

1.

2.

~

Note

10.

The client sends a makeCall HTTPS request to the configured Web Dialer servlet. The query string
contains the number to be called.

The Web Dialer servlet authenticates the user. Authentication fails because the authentication
information isincomplete or does not exist.

Authentication succeeds if the user credentials are sent with the request, and the call flow goes
directly to step 7.

The Web Dialer servlet sends an authentication dialog to the client browser for user authentication.
The user enters the user ID and password and clicks the Submit button.

The client sends a makeCallHTTPS request that contains the user credentials to the Web Dialer
servlet.

The Web Dialer servlet authenticates the user.

The Web Dialer servlet reads the configuration information in the cookie that is sent with the
request.

Assuming that the request is made for the first time, the servlet sends a response that contains a
cookie to the client browser. The cookie that contains the client credential s gets stored on the client
browser. The client credentials comprise user ID, IP address, and the time of the request.

The user enters the updates in the configuration dialog box and clicks the Submit button.

The client browser sends amakeCall HTTPS request to the Web Dialer servlet. The request contains
a cookie with the credential and configuration information in parameter form.

Cisco Unified Communications Manager XML Developers Guide
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Interfaces W

The Web Dialer servlet uses the credentials to authenticate the user and saves the configuration
information in its memory.

The Web Dialer servlet sends a makeCall confirmation dialog to the client browser with the
configuration information that is stored in a cookie. The cookie gets stored on the client browser for
future invocations.

The Make Call dialog box appears on the user computer screen. The user clicks the Dial button,
which sends another makeCall HTTPS request to the Web Dialer servlet.

The Web Dialer servlet authenticates the user by using the credentials in the cookie, retrieves the
configuration information from the cookie, and makes the call.

The servlet responds by sending an endCall confirmation dial og to the user to end the call. The End
Call dialog box appears on the user computer screen and stays there for the time interval that is
configured in the service parameters.

For subsequent requests, the call flow starts at step 12 and ends at step 15.

Interfaces

Web Dialer applications interact with the Web Dialer servlet through two interfaces:

SOAP over HTTPS—This interface, based on the Simple Object Access Protocol (SOAP), is used
to devel op desktop applications such as a Microsoft Outlook Plug-in and SameTime Client Plug-in.
Developers can use the isClusterUserSoap interface to design multicluster applications that require
functionality similar to a Redirector servlet.

HTML over HTTPS—This interface, based on the HTTPS protocaol, is used to develop web-based
applications such as the Cisco Unified Communications Manager directory search page
(directory.asp). Developers who are using thisinterface can use the Redirector servlet for designing
multicluster applications.

SOAP Over HTTPS Interface

To access the SOAP interfaces for Web Dialer, use the Web Dialer Web Service Definition Language
(WSDL) in the “Cisco Web Dialer WSDL" section on page 8-25.

[ oL-20944-01
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makeCallSoap

You access the makeCall Soap interface by initiating a SOAP request to the URL
https://<CUCM _Server>/webdial er/services/Webdial erSoapService70 where CUCM _Server specifies
the 1P address of the Cisco Unified Communications Manager server where Web Dialer is configured.

Range |Default
Parameter |Mandatory |Description Data Type Values |Value

Destination |Mandatory |Standard canonical form. For String None [None
example, +1 408 5551212 or
extensions such as 2222. The
optional service parameter
"Apply Application Dial Rules
on SOAP Dial Request" is False
by default; if this parameter is
True, the destination gets
transformed accordingtothedial
rules.

Credential |Mandatory |The user ID or password of the |Refer tothecredential |[None [None
user or proxy user. For more datatypeinthe“Cisco
information on creating aproxy |Web Dialer WSDL"
user, see the Cisco Web Dialer  [section on page 8-25.
chapter in the Cisco Unified
Communications Manager
Features and Services Guide,
Release 5.0.

Profile Mandatory |Theprofilethat isusedto makea |Refer to the profile None [None
call. A typical profileisacalling |datatypeinthe*Cisco
device such as an I P phone or Web Dialer WSDL”
line. Theline should beinthe |section on page 8-25.
same format as returned by
getProfileSoap—<number>;
<partition>

Results
See the “Cisco Web Dialer WSDL"” section on page 8-25 for return values and their data type.

E:::(: Name Type Description Action by application
0 responseCode Integer |Success Displays a dialog box.
responseDescription [String |Success
1 responseCode Integer |Call failure error Displays arelevant error message.
responseDescription |String |Call failure error
2 responseCode Integer |Authentication error Displays the authentication dialog
where the user enters ID and
password information.
responseDescription |String |User authentication error

Cisco Unified Communications Manager XML Developers Guide
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Code |Name Type Description Action by application
3 responseCode Integer |No authentication proxy |Void for user-based applications.
rights
responseDescription [String |No authentication proxy
rights
4 responseCode Integer |Directory error Displays an appropriate directory
error message.
responseDescription |String |Directory error
5 responseCode Integer [No deviceis configured |The application initiates a
for the user, or missing  |getProfileSoap request and
parameters exist inthe  |displays the selected device and
request. line to the user.
responseDescription [String |No deviceis configured
for the user, or missing
parameters exist in the
request.
6 responseCode Integer |Service temporarily Displays the appropriate error
unavailable dialog with an option to try again.
responseDescription |String |Service temporarily
unavailable
7 responseCode Integer |Destination cannot be Displays the appropriate error
reached. dialog that allows the user to edit
the dialed number.
responseDescription |String |Destination cannot be
reached.
8 responseCode Integer |Service error Displays the appropriate error
dialog.
responseDescription |String |Service error
9 responseCode Integer |Service overloaded Displays the appropriate error
dialog with an option to try again.
responseDescription |String |Service overloaded
This example shows a makeCall Soap request:
<?xm version="1.0" encoding="utf-8" ?>
<soapenv: Envel ope xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/" xml ns: urn="urn: WD70" >
<soapenv: Header/ >
<soapenv: Body>
<ur n: makeCal | Soap soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ " >
<in0 xsi:type="urn:Credential">
<user| D xsi:type="xsd: string">wd</user| D>
<password xsi:type="xsd: string">55555</password>
</in0>
<inl xsi:type="soapenc:string"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ " >1234</i n1>
<in2 xsi:type="urn:UserProfile">
<user xsi:type="xsd:string">wl</user>
Cisco Unified Communications Manager XML Developers Guide
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<devi ceNanme xsi:type="xsd: string">SEP001558C8970F</ devi ceNane>
<l i neNunber xsi:type="xsd:string">1234</1i neNunber>
<support EM xsi : t ype="xsd: bool ean" >f al se</ support EM>
<l ocal e xsi:type="xsd:string">English</I|ocal e>
<dont Aut oCl ose xsi :type="xsd: bool ean">f al se</ dont Aut oCl ose>
<dont ShowCal | Conf xsi:type="xsd: bool ean" >t r ue</ dont ShowCal | Conf >
</in2>
</ urn: makeCal | Soap>
</ soapenv: Body>
</ soapenv: Envel ope>
endCallSoap

You access the endCall Soap interface by initiating a SOAP request to the URL
https://<CUCM _Server>/webdial er/services/Webdial erSoapService70 where CUCM _Server specifies
the IP address of the Cisco Unified Communications Manager server where Web Dialer is configured.

Range |Default

Parameter |Mandatory |Description Data Type Values |Value
Credential |Mandatory |The user ID or password of the |Refer tothecredential [None |None

user or proxy user. For datatypein “Cisco

information on creating aproxy |Web Dialer WSDL”

user, see the Cisco Web Dialer  [section on page 8-25.

chapter in the Cisco Unified

Communications Manager

Features and Services Guide,

Release 5.0.
Profile Mandatory |The profilethat is used to make |Refer to the profile None |[None

acal. A typical profileisa datatypeinthe”Cisco

calling device such asan IP Web Dialer WSDL”

phone or line. section on page 8-25.

See the “ Cisco Web Dialer WSDL"” section on page 8-25 for return values and their data type.

Error
Code |Name Type Description Action by application
0 responseCode Integer |Success Displays a dialog box on the
computer screen.
responseDescription [String |Success
1 responseCode Integer |Call failure error Displays a relevant error message.
responseDescription |String |Call failure error
2 responseCode Integer |Authentication error Displays authentication dialog for
user to enter user 1D and password.
responseDescription [String |User authentication error
3 responseCode Integer |No authentication proxy |Void for user-based applications.
rights
responseDescription [String |No authentication proxy
rights
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Error
Code |Name Type Description Action by application
4 responseCode Integer |Directory error Displays an appropriate directory
error message.
responseDescription |String |Directory error
5 responseCode Integer [No deviceis configured |The Application initiates a
for the user, or missing  |getProfileSoap request and
parameters exist inthe  |displays the selected device and
request. line to the user.
responseDescription [String |No deviceis configured
for the user, or missing
parameters exist in the
request.
6 responseCode Integer |Service temporarily Displays the appropriate error
unavailable dialog with an option to try again.
responseDescription |String |Service temporarily
unavailable
7 responseCode Integer |Destination cannot be Displays the appropriate error
reached. dialog that allows the user to edit
the dialed number.
responseDescription |String |Destination cannot be
reached.
8 responseCode Integer |Service error Displays appropriate error dialog.
responseDescription |String |Service error
9 responseCode Integer |Service overloaded Displays the appropriate error
dialog with an option to try again.
responseDescription |String |Service overloaded

This example shows an endCall Soap request:

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/" xm ns: urn="urn: WD70" >
<soapenv: Header/ >
<soapenv: Body>
<urn: endCal | Soap soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<inO xsi:type="urn:Credential ">
<user| D xsi:type="xsd: string">wd</userl| D>
<password xsi:type="xsd:string">55555</password>
</in0>
<inl xsi:type="urn:UserProfile">
<user xsi:type="xsd:string">wl</user>
<devi ceNane xsi:type="xsd: string">SEP001558C8970F</ devi ceNane>
<l ineNunmber xsi:type="xsd:string">1234</1ineNunber>
<support EM xsi : t ype="xsd: bool ean" >f al se</ support EM>
<l ocal e xsi:type="xsd: string">English</I|ocal e>
<dont Aut oCl ose xsi :type="xsd: bool ean">f al se</ dont Aut oCl ose>
<dont ShowCal | Conf xsi:type="xsd: bool ean" >t r ue</ dont ShowCal | Conf >
</inl>
</ urn: endCal | Soap>
</ soapenv: Body>

Cisco Unified Communications Manager XML Developers Guide
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</ soapenv: Envel ope>

getProfileSoap

You access the getProfileSoap interface, which is used by plug-in based clients, by initiating a SOAP
request to the URL https://[<CUCM _Server>/wehdial er/services/Webdial er SoapService70 where
CUCM_Server specifies the IP address of the Cisco Unified Communications Manager server where
Web Dialer is configured.

Mandatory/ Value |Default
Parameter |Optional Description Data Type Range |[Value

Credential |Mandatory [User ID or password of the user |Refer tothecredential |[None |None
or proxy user. For information |datatypeinthe“Cisco
on creating a proxy user, see the |Web Dialer WSDL”
Cisco Web Dialer chapter in section on page 8-25.
Cisco Unified Communications
Manager Features and Services
Guide, Release 5.0.

UserlD Mandatory |The user ID for which the String None |None
configuration is requested.

See the “Cisco Web Dialer WSDL" section on page 8-25 for return values and their data type.

Error Action by plug-in

Code |Name Type Description application

0 responseCode Integer |Returns an array of phonesor |Displaysadialog box on
lines on the phone that is the computer screen.

associated with the user. Refer

to the Cisco Web Dialer WSDL

for the WDDevicelnfo data
type.

Note  getProfileSoap API
does not return the
Extension Mobility
device profiles
associated with the user.

responseDescription [String |Success

devicelnfoList Array | Returns an array of the the
WDDevicelnfo data type
1 responseCode Integer |No device configured for the Displays an appropriate
user error message.

responseDescription |String |No device configured for the
user

Cisco Unified Communications Manager XML Developers Guide
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Error Action by plug-in
Code |Name Type Description application
2 responseCode Integer |Authentication error Displays the authentication

dialog wherethe user enters
ID and password

information.
responseDescription |String |User authentication error
3 responseCode Integer |No authentication proxy rights |Void for user-based
applications.
responseDescription [String |No authentication proxy rights
4 responseCode Integer |Directory error Displays an appropriate

directory error message.

responseDescription |String |Directory error

6 responseCode Integer |Servicetemporarily unavailable |Displays the appropriate
error dialog with an option
to try again.

responseDescription |String |Service temporarily unavailable

9 responseCode Integer |Service overloaded Displays the appropriate
error dialog with an option
to try again.

responseDescription |String |Service overloaded

This example shows a getProfileSoap request used for debugging purposes (normally, the SOAP
implementation layer would make this request):

<?xm version="1.0" ?>
<soapenv: Envel ope xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/" xm ns: urn="urn: WD70" >
<soapenv: Header/ >
<soapenv: Body>
<urn: get Profi |l eSoap
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<inO xsi:type="urn:Credential ">
<user | D xsi:type="xsd: string">wd</userl| D>
<password xsi:type="xsd: string">55555</password>
</in0>
<inl xsi:type="soapenc:string"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ " >wd</ i n1>
</ urn: getProfil eSoap>
</ soapenv: Body>
</ soapenv: Envel ope>

isClusterUserSoap

You access the isClusterUserSoap interface by initiating a SOAP request to the URL
https://<CUCM _Server>/webdial er/services/Webdial erSoapService70 where CUCM _Server specifies
the IP address of the Cisco Unified Communications Manager server where Web Dialer is configured.

Cisco Unified Communications Manager XML Developers Guide
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Use this SOAP interface for multicluster applications that require functionality, similar to a Redirector
servlet, for redirecting calls to the various locations where Web Dialer is installed on a network. The
application uses this interface to locate and verify the Web Dialer that is servicing the user, followed by
makeCall, endCall, or getProfile requests to that Web Dialer.

Range
of
Parameter |Mandatory |Description Data Type Values |Default Value
UserlD Mandatory |Theuser ID for whichthe |String None |[None
the request is made.

See the “ Cisco Web Dialer WSDL” section on page 8-25 for return values and their data type.

Name Type Description

result Boolean The result specifies True if the user is present in the directory of
the cluster. The result specifies False if the user is not present in
the directory.

This example shows an isClusterUser Soap request:

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xm ns: xsd="http://wwmw. w3. or g/ 2001/ XM_Schenma"
xm ns: soapenv="http://schenmas. xm soap. or g/ soap/ envel ope/" xm ns: urn="urn: WD70" >
<soapenv: Header/ >
<soapenv: Body>
<urn:isd usterUser Soap
soapenv: encodi ngStyl e="http://schemas. xnm soap. or g/ soap/ encodi ng/ ">
<in0 xsi:type="soapenc:string"
xm ns: soapenc="http://schemas. xm soap. or g/ soap/ encodi ng/ " >wd</ i n0>
</ urn:isd usterUser Soap>
</ soapenv: Body>
</ soapenv: Envel ope>
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You access the getProfileDetail Soap interface by initiating a SOAP request to the URL
https://<CUCM _Server>/webdial er/services/Webdial erSoapService70 where CUCM _Server specifies
the 1P address of the Cisco Unified Communications Manager server where Web Dialer is configured.

Range |Default

Parameter |Mandatory |Description Data Type Values |Value
Credential |Mandatory [User ID or password of the user |Seethecredential data |[None [None

or proxy user. For information  |typein the “Cisco

about creating aproxy user, refer |Web Dialer WSDL”

to the “ Cisco Web Dialer” section on page 8-25.

chapter in Cisco Unified

Communications Manager

Features and Services Guide,

Release 5.0.
Results

See the “ Cisco Web Dialer WSDL” section on page 8-25 for return values and their data type.

Error

Code |Name

Type

Description

Action by application

0 responseCode

Integer

Returns an array of
phones or lines on the
phone that is associated
with the user. Also
returns Phone
Description and the
Phone type for each
device. Seethe credential
datatypein the “ Cisco
Web Dialer WSDL”
section on page 8-25.

Displays a dialog box.

responseDescription

String

Success

devicelnfoListDetail

Array

Returns an array of the
the WDDevicelnfoDetail
datatype

1 responseCode

Integer

No device configured for
the user

Displays an appropriate error
message.

responseDescription

String

No device configured for
the user

2 responseCode

Integer

Authentication error

Displays the authentication dialog
where the user enters ID and
password information.

responseDescription

String

User authentication error
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Code |Name Type Description Action by application
3 responseCode Integer |No authentication proxy |Void for user-based applications.
rights
responseDescription [String |No authentication proxy
rights
4 responseCode Integer |Directory error Displays an appropriate directory
error message.
responseDescription |String |Directory error
6 responseCode Integer |Service temporarily Displays the appropriate error
unavailable dialog with an option to try again.
responseDescription |String |Service temporarily
unavailable
9 responseCode Integer |Service overloaded Displays the appropriate error
dialog with an option to try again.
responseDescription |String |Service overloaded
This example shows a getProfileDetail Soap request used for debugging purposes (normally, the SOAP
implementation layer would make this request):
<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/" xm ns: urn="urn: WD70" >
<soapenv: Header/ >
<soapenv: Body>
<urn: get Profil eDet ai | Soap
soapenv: encodi ngStyl e="http://schemas. xnm soap. or g/ soap/ encodi ng/ ">
<in0 xsi:type="urn:Credential">
<user | D xsi:type="xsd: string">wl</userl| D>
<password xsi:type="xsd: string">55555</password>
</in0>
</urn:getProfil eDetail Soap>
</ soapenv: Body>
</ soapenv: Envel ope>
getPrimaryLine

You access the getPrimaryLine interface by initiating a SOAP request to the URL
https://<CUCM _Server>/webdial er/services/Webdial erSoapService70 where CUCM _Server specifies
the IP address of the Cisco Unified Communications Manager server where Web Dialer is configured.

Range
of
Parameter |Mandatory |Description Data Type Values |Default Value
UserlD Mandatory |Theuser ID for whichthe |String None [None
the request is made.

See the “Cisco Web Dialer WSDL"” section on page 8-25 for return values and their data type.
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Name Type Description

result Boolean The result returns the number that is configured by the Unified
CM administrator as the primary line of the user.

This example shows a getPrimaryL ine request:

<?xm version="1.0" encodi ng="utf-8"?>
<soapenv: Envel ope xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schera"
xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/" xm ns: urn="urn: WD70" >
<soapenv: Header/ >
<soapenv: Body>
<urn: get Pri maryLi ne
soapenv: encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ ">
<in0 xsi:type="urn:Credential">
<user| D xsi:type="xsd: string">wd</user| D>
<password xsi:type="xsd: string">55555</password>
</in0>
</ urn:getPrinmaryLi ne>
</ soapenv: Body>
</ soapenv: Envel ope>

HTML Over HTTPS Interfaces

~

Note

This section describes the HTML over HTTPS interfaces.

If you are using the browser interface, then use the HTTP POST method to pass the parameters. This
reduces the time delay that the Web Dialer takes to automatically convert GET parameters to POST.

makeCall
You use the makeCall interface in customized directory search applications. The Unified CM directory
search page (directory.asp) also uses this interface. Access the makeCall interface by initiating an
HTTPS request to the URL https://<ipaddress>/webhdial er/Webdialer. In this URL, ipaddress specifies
the 1P address of the Cisco Unified Communications Manager server where Web Dialer is configured.
Cisco Unified Communications Manager XML Developers Guide
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Browser-based applications in which the browser accepts cookies use this interface. The user profile
exists only for the length of the session if the cookies are disabled in a browser. For a sample script that
is used to enable directory search pages, go to the “ Sample Code Snippet” section on page 8-29.
Range of |Default
Parameter |Mandatory |Description Data Type |Values Value
destination |Mandatory |Destination number called by the String None None
application. Number gets converted to a
regular telephone number by applying
the application dial rules. Refer to the
Cisco Web Dialer chapter in the
Cisco Unified Communications
Manager Features and Services Guide,
Release 5.0.
Name Description
result Web Dialer displays the appropriate dialog and its applicable success or error
message. It displays an authentication dialog if no active session exists.
makeCallProxy

You access the makeCallProxy interface by initiating an HTTPS request to the URL
https://ipaddress/webdial er/Webdial er?cmd=doM akeCal | Proxy. Browser-based applications in which
the browser accepts cookies use this interface. If the cookies are disabled in a browser, the user profile
exists only for the length of the session.

Applications such as a personal address book, defined in the Unified CMUser pages at
https://cmserver/CM User, can use the makeCallProxy interface. The credential of the applicationis used
as a proxy to make calls on behalf of users. Because these users have authenticated themselves before
accessing the Unified CMUser window, they do not get prompted again for their user ID and password.
The application sends the user ID and password of the proxy user in the form of a query string in the
request or as a parameter in the body of the POST message.

Note  The API does not use the M-POST method as defined in the HTTP Extension Framework.

Cisco Unified Communications Manager XML Developers Guide
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For a sample script that is used to enable directory search pages, go to the “ Sample Code Snippet”
section on page 8-29.

Range of |Default

Parameter |Mandatory |Description Data Type |Values Value
uid Mandatory |Theuser ID for which the request ismade |String None None
appid Mandatory |The userid of the application that is String None None

making arequest on behalf of the user. For
example, consider aUnified CM personal
addressbook wherethe application allows
authentication proxy rights. The appid
parameter is used when the user logsin
once; for example, in the Unified CM
User windows. After thislogin, other
pages do not require the user to log in
again. For web page applications that are
not integrated, the appid matches the
userid.

pwd Mandatory |The password of the appid String None None

destination |Mandatory |The number to be called. The dia plan String None None
service converts this number to an E.164

number.
Name Description
result Web Dialer displays the appropriate dialog and its applicable success or error
message.

Dialer WSDL

The WSDL specification provides the basis for the Web Service Definition Language (WSDL) for Web
Dialer. You can access the WSDL for Web Dialer on the Web Dialer server installation at

https://<CCM _Server>/webdial er/wsdl/wd70.wsdl

Use this specific WSDL and the interfaces that are mentioned in this document to develop customized
applicationsfor Web Dialer. For alist of references on Cisco Unified Communications Manager, SOAP,
and WSDL, refer to the Related Documentation section.

<?xm version="1.0" encodi ng="UTF-8"?>
<wsdl : definitions target Namespace="urn: WD70"
xm ns: apachesoap="http://xm . apache. org/ xm -soap" xm ns:i npl ="urn: WD70"
xm ns:intf="urn: WD70" xm ns: soapenc="http://schenas. xm soap. or g/ soap/ encodi ng/ "
xm ns:wsdl ="http://schemas. xm soap. org/ wsdl /"
xm ns: wsdl soap="http://schemas. xm soap. or g/ wsdl / soap/ "
xm ns: xsd="http: //ww. w3. or g/ 2001/ XM_.Schema" >
<I--WSDL created by Apache Axis version: 1.4 Wth AXI S-2250
Built on Apr 22, 2006 (06:55:48 PDT)-->
<wsdl : types>
<schemn t ar get Namespace="ur n: WO70" xm ns="http://ww. w3. or g/ 2001/ XM_Schema" >
<i mport nanespace="http://schenas. xm soap. or g/ soap/ encodi ng/ "/ >
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<conpl exType nane="Credential ">
<sequence>
<el enent nane="user| D' type="xsd:string"/>
<el ement nane="password" type="xsd:string"/>
</ sequence>
</ conpl exType>
<conpl exType nane="UserProfile">
<sequence>
<el enent nane="user" type="xsd:string"/>
<el enent nane="devi ceName" type="xsd:string"/>
<el enent nane="lineNunmber" type="xsd:string"/>
<el ement nane="support EM' type="xsd: bool ean"/>
<el enent nane="|ocal e" type="xsd:string"/>
<el enent nane="dont Aut oCl ose" type="xsd: bool ean"/>
<el ement nane="dont ShowCal | Conf" type="xsd: bool ean"/>
</ sequence>
</ conpl exType>
<conpl exType nanme="Cal | Response" >
<sequence>
<el enent nane="responseCode" type="xsd:int"/>
<el ement nane="responseDescri ption" type="xsd:string"/>
</ sequence>
</ conpl exType>
<conpl exType nanme="\WDDevi cel nf 0" >

<sequence>
<el enent nane="devi ceName" type="xsd:string"/>
<el enent nane="lines" type="inpl:ArrayO>f_soapenc_string"/>

</ sequence>

</ conpl exType>

<conpl exType nane="ArrayOf WDDevi cel nf 0" >

<conpl exCont ent >
<restriction base="soapenc: Array">
<attribute ref="soapenc: arrayType" wsdl:arrayType="i npl: WDevi cel nfo[]"/>
</restriction>

</ conpl exCont ent >

</ conpl exType>

<conpl exType nanme="GCet Confi gResponse" >

<sequence>
<el ement nane="descri ption" type="xsd:string"/>
<el enent nane="devi cel nfoList" type="inpl:ArrayO WDevi cel nfo"/>
<el enent nane="responseCode" type="xsd:int"/>

</ sequence>

</ conpl exType>

<conpl exType nanme="ArrayCf _soapenc_string">

<conpl exCont ent >
<restriction base="soapenc: Array">
<attribute ref="soapenc: arrayType" wsdl:arrayType="soapenc:string[]"/>
</restriction>

</ conpl exCont ent >

</ conpl exType>

<conpl exType nanme="WDDevi cel nf oDet ai | ">

<sequence>
<el ement nane="devi ceNane" nill abl e="true" type="soapenc:string"/>
<el enent nane="lines" nillable="true" type="inpl:ArrayOXf_soapenc_string"/>

<el enent nane="phoneDesc" nill abl e="true" type="soapenc:string"/>
<el ement nane="phoneType" nill able="true" type="soapenc:string"/>
</ sequence>
</ conpl exType>
<conpl exType nanme="ArrayCf WDDevi cel nf oDet ai | ">
<conpl exCont ent >
<restriction base="soapenc: Array">
<attribute ref="soapenc:arrayType" wsdl:arrayType="i npl : WDDevi cel nfoDetail[]"/>
</restriction>
</ conpl exCont ent >

Cisco Unified Communications Manager XML Developers Guide
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</ conpl exType>
<conpl exType nane="Confi gResponseDetail ">

<sequence>
<el ement nanme="description"” nillable="true" type="soapenc:string"/>
<el enent nane="devicel nfoListDetail" nillable="true"

type="inpl: ArrayO>f WbDevi cel nfoDetai |l "/ >

<el ement nanme="responseCode" type="xsd:int"/>
</ sequence>

</ conpl exType>

</ schema>

</wsdl : types>

<wsdl : message name="get Profil eDet ai | SoapResponse" >
<wsdl : part name="get Profil eDet ai | SoapRet urn" type="inpl: Confi gResponseDetail"/>
</ wsdl : mressage>
<wsdl : mressage nanme="get Pri maryLi neResponse" >
<wsdl : part name="get Pri maryLi neReturn" type="soapenc:string"/>
</ wsdl : mressage>
<wsdl : message name="get Pri maryLi neRequest ">
<wsdl : part name="in0" type="inpl:Credential"/>
</ wsdl : message>
<wsdl : mressage nane="get Profil eDet ai | SoapRequest " >
<wsdl : part name="in0" type="inpl:Credential"/>
</ wsdl : message>
<wsdl : message name="get Profil eSoapRequest ">
<wsdl : part name="in0" type="inpl:Credential"/>
<wsdl : part name="inl" type="soapenc:string"/>
</ wsdl : mressage>
<wsdl : message nane="get Profil eSoapResponse" >
<wsdl : part name="get Profil eSoapReturn" type="inpl: CGet Confi gResponse"/>
</ wsdl : mressage>
<wsdl : message name="endCal | SoapResponse" >
<wsdl : part name="endCal | SoapRet urn" type="inpl: Cal | Response"/>
</ wsdl : mressage>
<wsdl : message name="makeCal | SoapResponse" >
<wsdl : part name="nekeCal | SoapReturn" type="inpl: Cal | Response"/>
</ wsdl : mressage>
<wsdl : mressage name="i sCl ust er User SoapResponse" >
<wsdl : part name="isC usterUser SoapRet urn" type="xsd: bool ean"/ >
</ wsdl : mressage>
<wsdl : message name="nmakeCal | SoapRequest " >
<wsdl : part name="in0" type="inpl:Credential"/>
<wsdl : part nanme="inl" type="soapenc:string"/>
<wsdl : part nanme="in2" type="inpl:UserProfile"/>
</ wsdl : mressage>
<wsdl : mressage nanme="endCal | SoapRequest " >
<wsdl : part nanme="in0" type="inpl:Credential"/>
<wsdl : part nanme="inl" type="inpl:UserProfile"/>
</ wsdl : mressage>
<wsdl : message name="i sC ust er User SoapRequest " >
<wsdl : part name="in0" type="soapenc:string"/>
</ wsdl : mressage>
<wsdl : port Type name="WDSoapl nt er f ace" >
<wsdl : operation nane="nmekeCal | Soap" paranmeterOrder="in0 inl in2">
<wsdl :i nput nessage="inpl: makeCal | SoapRequest " name="makeCal | SoapRequest "/ >
<wsdl : out put nmessage="i npl : makeCal | SoapResponse” nane="nmakeCal | SoapResponse"/ >
</ wsdl : operation>
<wsdl : operation nane="endCal | Soap" paraneterOrder="in0 inl">
<wsdl ;i nput nessage="inpl:endCal | SoapRequest” nanme="endCal | SoapRequest"/>
<wsdl : out put nmessage="inpl : endCal | SoapResponse" nane="endCal | SoapResponse"/ >
</ wsdl : operation>
<wsdl : operation nane="getProfil eSoap" paranmeterOder="in0 inl">
<wsdl :i nput nessage="inpl:getProfil eSoapRequest"” nane="get Profil eSoapRequest"/>
<wsdl : out put nmessage="inpl : get Profil eSoapResponse”

nane="get Profi | eSoapResponse"/ >
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</ wsdl : operati on>
<wsdl : operati on nane="i sC ust erUser Soap" paraneterO der="in0">
<wsdl :i nput nessage="inpl:isC usterUser SoapRequest"
nane="i sC ust er User SoapRequest "/ >
<wsdl : out put nmessage="inpl :i sC usterUser SoapResponse"
name="i sCl ust er User SoapResponse"/ >
</ wsdl : operati on>
<wsdl : operation nane="get Profil eDetail Soap" paraneter O der="in0">
<wsdl :i nput nessage="inpl:getProfil eDetail SoapRequest"
nane="get Profi | eDet ai | SoapRequest"/ >
<wsdl : out put nmessage="i npl : get Profil eDet ai | SoapResponse"
name="get Profi | eDet ai | SoapResponse"/ >
</ wsdl : operati on>
<wsdl : operati on nane="get Pri maryLi ne" paraneterO der="in0">
<wsdl :i nput nessage="inpl:getPrinmaryLi neRequest"” nane="get Pri maryLi neRequest"/>
<wsdl : out put nmessage="i npl : get Pri maryLi neResponse”
nane="get Pri maryLi neResponse"/ >
</ wsdl : operati on>
</ wsdl : port Type>
<wsdl : bi ndi ng nanme="Webdi al er SoapSer vi ceSoapBi ndi ng" type="i npl : WDSoapl nt er f ace" >
<wsdl soap: bi ndi ng style="rpc" transport="http://schemas. xn soap. org/ soap/ http"/>
<wsdl : oper ati on nane="nmakeCal | Soap" >
<wsdl soap: operati on soapAction=""/>
<wsdl : i nput name="nakeCal | SoapRequest " >
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
namespace="urn: Wb70" use="encoded"/ >
</ wsdl : i nput >
<wsdl : out put nane="nmakeCal | SoapResponse" >
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
namespace="ur n: WO70" use="encoded"/ >
</ wsdl : out put >
</ wsdl : operati on>
<wsdl : operation nane="endCal | Soap" >
<wsdl soap: operati on soapAction=""/>
<wsdl : i nput nanme="endCal | SoapRequest ">
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
namespace="ur n: Wb70" use="encoded"/ >
</ wsdl : i nput >
<wsdl : out put nanme="endCal | SoapResponse" >
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
nanespace="ur n: WO70" use="encoded"/ >
</ wsdl : out put >
</ wsdl : operati on>
<wsdl : operati on nane="get Profil eSoap">
<wsdl soap: operati on soapActi on=""/>
<wsdl : i nput nanme="get Profil eSoapRequest ">
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
namespace="ur n: WO70" use="encoded"/ >
</ wsdl : i nput >
<wsdl : out put nane="get Profil eSoapResponse" >
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
nanespace="ur n: WO70" use="encoded"/ >
</ wsdl : out put >
</ wsdl : operati on>
<wsdl : operation nane="isd usterUser Soap" >
<wsdl soap: operati on soapAction=""/>
<wsdl : i nput name="isCl uster User SoapRequest " >
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
namespace="ur n: Wb70" use="encoded"/ >
</ wsdl : i nput >
<wsdl : out put name="i sCl ust er User SoapResponse" >
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
namespace="ur n: WO70" use="encoded"/ >
</ wsdl : out put >
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</ wsdl : operati on>
<wsdl : operati on nane="get Profil eDet ai | Soap" >
<wsdl soap: operati on soapActi on=""/>
<wsdl : i nput name="get Profil eDet ai | SoapRequest ">
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/"
namespace="ur n: WO70" use="encoded"/ >
</ wsdl : i nput>
<wsdl : out put nane="get Profil eDet ai | SoapResponse" >
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/ "
nanespace="ur n: WO70" use="encoded"/ >
</ wsdl : out put >
</ wsdl : operati on>
<wsdl : operati on nane="get Pri maryLi ne">
<wsdl soap: operati on soapAction=""/>
<wsdl : i nput nanme="get Pri naryLi neRequest" >
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/"
namespace="ur n: Wb70" use="encoded"/ >
</ wsdl : i nput >
<wsdl : out put nane="get Pri maryLi neResponse" >
<wsdl soap: body encodi ngStyl e="http://schemas. xm soap. or g/ soap/ encodi ng/"
namespace="ur n: WO70" use="encoded"/ >
</ wsdl : out put >
</ wsdl : operati on>
</ wsdl : bi ndi ng>
<wsdl : servi ce nanme="WDSoapl nt er faceServi ce">
<wsdl : port bi ndi ng="i npl : Webdi al er SoapSer vi ceSoapBi ndi ng"
name="\Webhdi al er SoapServi ce" >
<wsdl soap: addr ess
| ocation="https://local host/webdi al er/ servi ces/ Wbdi al er SoapSer vi ce70"/ >
</ wsdl : port >
</ wsdl : service>
</ wsdl : definitions>

Sample Code Snippet
This sample code snippet enables Web Dialer from a directory search page.

Single-Cluster Applications
Use this snippet for single-cluster applications if all users arein only one cluster.

f <FORM action="https://42.88.86. 1/ webhdi al er/ Webdi al er" nethod="post">
<p>
<I NPUT type="hi dden" name="destinati on" val ue="+666">
<I NPUT type="submit" val ue="Send">
</ P>
</ FORM>

Multiple-Cluster Applications
Use this snippet if all users are spread across different clusters.

function | aunchWebDi al er Wndow( url ) {
webdi al er =wi ndow. open( url, "webdialer", "status=no, w dth=420, hei ght=300,
scrol | bars=no, resizabl e=yes, tool bar=no" );

}

function | aunchWebDbDi al er Servl et ( destination ) {
url= "https://<%server_nanme%/ webdi al er/ Redi r ect or ?desti nati on="' +escape(desti nation);
I aunchWebDi al er W ndow( url );

}

Cisco Unified Communications Manager XML Developers Guide
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! These functions can be called fromthe HTM. page which has a hyperlink to the phone

nunber to be called. An exanple of it is
<TD><A href="javascri pt: |l aunchWebbDi al er Servl et ( <% user | nfo. Tel ephoneNunber % )"><%

user | nfo. Tel ephoneNunber %</ A>&nbsp; </ TD>
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Table 9-1 lists new, changed, and deprecated Cisco Web Dialer operations by release. It also lists
operations that are under consideration or review (UCR). Operation details can be found in Chapter 8,

“Cisco Web Dialer APl Programming.”

CHAPTER9

Cisco Web Dialer Operations By Release

Note  Beginning with Cisco Unified Communications Manager Release 5.1, Web Dialer SOAP operations use
HTTPS (SSL). HTTP was used in releases earlier than 5.1.

Table legend:
. "ﬁ —Supported

i E —Not supported

« B _Modified

Operations By Release

Table 9-1 Web Dialer Operations by Cisco Unified Communications Manager Release
Operation 5.0 5.1 6.0 6.1 1.0 7.1(2) |7.1(3) |8.0(1) |UCR
endCall Soap

getPrimaryLine

getProfileDetail Soap

getProfileSoap

isClusterUserSoap

makeCallRolloverSOAP

makeCall Soap

OO O00EnBnoC

= > - - I -
O OO0 0o

OO O00EnBnoC
O 00000
(O X< <<
000000
000000
000000

[ oL-20944-01

Cisco Unified Communications Manager XML Developers Guide




Chapter9  Cisco Weh Dialer Operations By Release |

B Operations By Release

)

Note  Release 5.1 onwards SOAP is over HTTPS (SSL) instead of the earlier HTTP.
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Cisco Unified Routing Rules Interface

This chapter describes the Cisco Unified Routing Rules Interface.
It contains the following sections:

e Overview, page 10-2

¢ New and Changed Information, page 10-2

¢ Call Routing Request, page 10-3

¢ Call Routing Response, page 10-8

e Keep-Alive Message, page 10-19

¢ Connections, page 10-20

e Error Handling, page 10-22

e Security, page 10-24
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Overview

Cisco Unified Communication Manager (Unified CM) 8.0(1) supports the External Call Control (ECC)
feature. This feature enables an adjunct route server to make call-routing decisions for Unified CM by
using the 8.0(1) Cisco Unified Routing Rules interface. On configuring the external call control feature,
Unified CM issues a call routing request when the called number matches the external call control
enabled pattern. The call routing request contains the calling party and called party information to the
adjunct route server. The adjunct route server receives the request, applies appropriate business logic,
and returns a call routing response that instructs Unified CM on how the call should be routed, along
with any additional call treatment that should be applied.

The adjunct route server can instruct Unified CM to:

Allow, divert, or deny the call.
Modify calling and called party information.
Play announcementsto callers.

Reset call history so that the adjunct voicemail and IV R servers can properly interpret calling or
called party information.

Log reason codes that indicate why calls were diverted or denied.

The following examples show how external call control works:

Best Quality Voice Routing—The adjunct route server monitors network link availability,
bandwidth usage, latency, jitter, MOS scores, and returns routing directives to ensure that calls are
routed through voice gateways that deliver the best voice quality to all call participants.

Least Cost Routing—The adjunct route server is configured with carrier contract information such
asLataand Inter-Latarate plans, trunking costs, and burst utilization coststo ensure calls are routed
over the most cost effective links.

Ethical Wall—The adjunct route server is configured with corporate policies that determineswhich
users are allowed to communicate with each other and ensures that only permitted communications
are allowed.

For information on how to configure External Call Control, refer to the Cisco Unified Communications
Manager Features and Services Guide for Release 8.0(1) at
http: //www.cisco.com/en/U S/products/sw/voi cesw/ps556/prod_maintenance_guides_list.html.

New and Changed Information

Thisistheinitial release of the routing rules interface.
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Call Routing Request

Description

Format

This section provides information on the call routing request message. The following topics are covered:
¢ Description, page 10-3
e Format, page 10-3
e Parameters, page 10-4
e Example, page 10-5
e XACML Request Schema, page 10-6

Unified CM sends the eXtensible Access Control Markup Language (XACML) based routing request
over HTTP or HTTPS using the POST method. The XACML requests comply with XACML v2.0
standard.

S,

Note  For moreinformation on XACML, refer to XACML 2.0 Core: eXtensible Access Control Markup
Language (XACML) Version 2.0 document at
http://docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-core-spec-0s.pdf

The XACML request contains the following information about the call:
e Thecalling and called numbers

e Thetransformed calling and called numbers, that is, the results of the calling and called number
transformation applied at the translation pattern.

e Thetype of trigger point. TranslationPattern is the only trigger point type that is supported in
Unified CM release 8.0(1).

The following is the call routing request format:

POST <Request-URI > HTTP/ 1.1

Host: <route server>:<port>

Accept: */*

Content-type: text/xm; charset=ISO 8859-1

met hodNane: <string>

User-Agent: CiscoUCM HttpCient/1.0

Connecti on: Keep- Al'i ve

Cont ent - Lengt h: <l engt h>

<?xm encodi ng="UTF- 8" version="1.0"7?>

<Request xml ns="urn:oasis: names:tc: xacn : 2. 0: cont ext : schena: 0s" >

<Subj ect Subj ect Cat egory="urn: oasi s: nanmes:tc: xacmnl : 1. 0: subj ect - cat egory: access- subj ect ">
<Attribute Attributeld="urn:oasis:nanmes:tc:xacm :2.0:subject:role-id"
Dat aType="htt p://wwm. w3. or g/ 2001/ XM_Schena#stri ng" |ssuer="requestor"
<AttributeVal ue>[string]</AttributeValue> </Attribute>
<Attribute Attributeld="urn:Ci sco:uc:1l.0:callingnunber”
Dat aType="htt p://wwmv. w3. or g/ 2001/ XM_Schena#st ri ng" >
<AttributeVal ue>[ nunber]</AttributeVal ue> </ Attribute>
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<Attribute Attributeld="urn: C sco:uc:1l.0:callednunmber"”
Dat aType="ht t p: // ww. W3. or g/ 2001/ XM_.Scheme#stri ng" >
<AttributeVal ue>[ nunber]</AttributeVal ue> </ Attribute>
<Attribute Attributeld="urn:C sco:uc:1l.0:transfornmedcgpn”
Dat aType="ht t p: // www. W3. or g/ 2001/ XM_Schemea#stri ng" >
<AttributeVal ue>[ nunber]</AttributeVal ue> </ Attribute>
<Attribute Attributeld="urn:C sco:uc:1l.0:transfornmedcdpn”
Dat aType="ht t p: // www. W3. or g/ 2001/ XM_Schemea#stri ng" >
<AttributeVal ue>[ nunber] </ AttributeVal ue> </ Attribute>

</ Subj ect >

<Resour ce>
<Attribute Attributeld="urn:oasis:nanes:tc:xacmnl:1.0:resource: resource-id"
Dat aType="ht t p: // www. W3. or g/ 2001/ XMLScherma#anyURI " >
<AttributeVal ue>[string]</AttributeValue> </Attribute>

</ Resour ce>

<Acti on>
<Attribute Attributeld="urn:oasis:nanmes:tc:xacnl:1.0:action:action-id"
Dat aType="htt p://wwmv. w3. or g/ 2001/ XM_Schena#anyURI " >
<AttributeVal ue>[URI ] </ AttributeVal ue> </ Attribute>

</ Acti on>

<Envi r onment >
<Attribute Attributeld="urn:cisco:1.0:triggerpointtype"
Dat aType="ht t p: / / www. W3. or g/ 2001/ XM_Schemea#stri ng" >
<AttributeVal ue>[string]</AttributeVal ue></Attribute>

</ Envi r onment >

</ Request >

Parameters

This section provides the description of various parameters in the request format.

Parameters Description
HTTP POST Message
Request-URI You can provision the Request-URI in an external call control profile. The

Cisco Unified CM administrator can customize the URI for a particular
web service in a deployment. For example, when an XACML 2.0
compliant policy server provides the web service, the Request-URI can be
set to /pdp/AuthorizationEndPoint

Host:<route The host and port of the web service to which the request is sent. For
server>:<port> example, Host:cepml.cisco.com: 8080
methodName The name of the method.

For example, isRoleAccessAllowed is used when Cisco Enterprise Policy
Manager is the Policy Decision Point (PDP).

User-Agent The User-Agent field is set to CiscoUCM-HttpClient/1.0
Content-Length The Content-L ength field indicates the size of the entity-body in octets.
XACML Message

role-id The static role configured in the web service.

callingnumber The telephone number or the directory number of the calling party. It

depends on the dial plan configured on Unified CM and the
transformations provisioned on the translation pattern. The number is
represented by the regular expression [+]?[0-9A-D*#]{1,48}. It can bein
E.164 number format.
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Parameters Description

callednumber The telephone number or the directory number of called party. It depends
on the dial plan configured on Unified CM and the transformations
provisioned on the translation pattern. The number is represented by the
regular expression [+]?[0-9A-D*#]{1,48}. It can be in E.164 number

format.

transformedcgpn The transformed calling number. The result of the calling number
transformation applied at the translation pattern.

transformedcdpn The transformed called number. The result of the called number
transformation applied at the translation pattern.

resource-id The name of the resource to which the dynamic roles are mapped and for
which the authorization decision is to be made.

action-id The action a subject is permitted to perform on a resource.

triggerpointtype Specifies where the external call control istriggered. For Unified CM

8.0(1), only TranslationPattern is supported.

The following is an example call request scenario:

Scenario

User A with directory number 9725550101 calls user B by dialing 50102. Cisco Unified CM is
configured to allow five digit dialing for internal calls. The dialed number, 50102, is transformed into
+19725550102 on the translation pattern 5XXXX.

Unified CM sends an XACML call routing request to the web service when processing the dialed digits
on the translation pattern. The call routing request is as follows:

POST / pdp/ Aut hori zati onEndPoi nt HTTP/ 1.1
Host: 10.89.81.55: 8080

Accept: */*

Content-type: text/xm ; charset=l SO 8859-1
met hodNane: i sRol eAccessAl | oned
User-Agent: CiscoUCM H tpCient/1.0
Connecti on: Keep-Al i ve

Content - Length: 1704

<?xm version="1.0" encodi ng="UTF-8"?>

<Request xm ns="urn:oasis:nanes:tc:xacnl :2.0:context:schem: os">

<Subj ect Subj ect Cat egory="urn: oasi s: nanes: tc: xacnl : 1. 0: subj ect - cat egory: access-subj ect">
<Attribute Attributeld="urn:oasis:names:tc:xacm :1.0:subject:role-id"
Dat aType="http://ww. w3. or g/ 2001/ XM_Schenma#stri ng" |ssuer="requestor">
<Attri but eVal ue>Cl SCO UC: UCMPol i cy</ Attri but eVal ue>

</[Attribute>

<Attribute Attributeld="urn:C sco:uc:1l.0:callingnunber”

Dat aType="http://ww. w3. or g/ 2001/ XM_Schena#stri ng" >

<AttributeVal ue>+19725550101</ At t ri but eVal ue>

</[Attribute>

<Attribute Attributeld="urn: G sco:uc:1.0:cal | ednunber"

Dat aType="ht t p://wwmv. w3. or g/ 2001/ XM_Schena#st ri ng" >

<AttributeVal ue>50102</ Attri but eVal ue>

</Attribute>

<Attribute Attributeld="urn: G sco:uc:1.0:transfornedcgpn”

Dat aType="htt p://wwmw. w3. or g/ 2001/ XM_Schena#st ri ng" >
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<AttributeVal ue>+19725550101</ Att ri but eval ue>
</Attribute>

<Attribute Attributeld="urn: C sco:uc: 1. 0:transf ornedcdpn”
Dat aType="ht t p: // www. W3. or g/ 2001/ XM_LScheme#stri ng" >
<AttributeVal ue>+19725550102</ Attri but eval ue>

</ Attribute>

</ Subj ect >

<Resour ce>

<Attribute Attributeld="urn:oasis:nanes:tc:xacm :1.0:resource:resource-id"

Dat aType="http://ww:. w3. or g/ 2001/ XM_.Schena#anyURI " >

<Attri but eVal ue>Cl SCO UC: Voi ceOr Vi deoCal | </ Attri but evVal ue>
</ Attribute>

</ Resour ce>

<Acti on>

<Attribute Attributeld="urn:oasis:names:tc:xacm :1.0:action:action-id"

Dat aType="htt p://ww. w3. or g/ 2001/ XM_Schena#anyURI " >
<AttributeVal ue>any</ Attri but eval ue>

</[Attribute>

</ Acti on>

<Envi r onnment >

<Attribute Attributeld="urn: C sco:uc:1.0:triggerpointtype"
Dat aType="htt p://ww. w3. or g/ 2001/ XM_Schena#st ri ng" >
<AttributeVal ue>transl ati onpattern</Attri buteVal ue>
</[Attribute>

</ Envi r onment >

</ Request >

XACML Request Schema

Figure 10-2 displays the schema diagram for the XACML call routing request.

Figure 10-1 XACML Schema

1..00

‘ \

Requested [-] H

Schema text
<?xm version="1.0" encodi ng="UTF-8"?>

= zAttrilouteb (- {7 Attributevalue |

Resource [] H AAttribute -] H fAttributeVaIue ‘

(o5 [Atibute (e - [ Atributevalve |
» Environment [} H SAttribute -] H fAttributeVaIue ‘

276949

<xs:schemm target Nanespace="http://wwm. ci sco. conf Ext ernal Cal | Control "

xm ns: xs="http://ww. w3. or g/ 2001/ XM_.Scherm"

xm ns="http://ww. ci sco.com External Cal | Control" el enent For nDef aul t ="qual i fi ed"

attri but eFor nDef aul t ="unqual i fi ed" >
<xs: el ement name="Request">
<xs: conpl exType>
<Xs: sequence>

<xs: el ement ref="Subject"/>
<xs: el ement ref="Resource"/>
<xs:element ref="Action"/>
<xs: el ement ref="Environnent"/>
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</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Action">
<xs: conpl exType>
<xs:sequence>
<xs:element ref="Attribute"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs:el ement name="Attribute">
<xs: conpl exType>
<Xs: sequence>
<xs:element ref="AttributeVal ue"/>
</ xs: sequence>
<xs:attribute name="I|ssuer" type="xs: NMTOKEN' use="optional "/>
<xs:attribute name="DataType" type="xs:string" use="required"/>
<xs:attribute name="Attributeld" type="xs:string" use="required"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="Attri buteVal ue">
<xs:conpl exType m xed="true"/>
</ xs: el ement >
<xs: el ement nanme="Envi ronnent ">
<xs:conpl exType>
<Xs: sequence>
<xs:element ref="Attribute"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nanme="Resource">
<xs:conpl exType>
<xs: sequence>
<xs:element ref="Attribute"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nanme="Subject">
<xs:conpl exType>
<Xs: sequence>
<xs:element ref="Attribute" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>
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Call Routing Response

This section provides information on the call routing response message. The following topics are
covered:

Description

Description, page 10-8

Format, page 10-8

Parameter, page 10-9

Example, page 10-15

XACML Response Schema, page 10-15
XACML Response Schema, page 10-15
CIXML Schema, page 10-17

On receiving a call routing request, the Policy Decision Point evaluates the request and generates an
XACML response. The XACML responseis returned to Unified CM as the body of a 200 OK message.
The XACML response includes one of the following policy decsions:

Permit—The call is allowed.
Deny—The call is denied.

Indeterminate—Unabl e to evaluate the policy for the request. Routes the call as specified in the Call
Treatment on Failure configuration that is set on the external call control profile.

Not A pplicable—Cannot find policy applicableto therequest. Routesthe call as specified in the Call
Treatment on Failure configuration that is set on the external call control profile.

The XACML may contain a call instruction XML (CIXML) obligation attribute that gives additional

instructions for Unified CM to route the call or apply other specia treatments. Example for obligations
include directivesto play a particular greeting before connecting a call and diverting acall to adifferent
extension than the one that was dial ed.

The CIXML obligation must be consistent with the policy decision. If it is not, then Unified CM obeys
the policy decision and not the obligation. For example, an obligation set to divert the call isignored if
the policy decision isto deny that call.

The CIXML consists of a call routing directive and one or more optional sub-elements, with or without
the attributes. The call routing directives are call routing action verbs and are defined in CIXML

elements. A call routing directive is amandatory element in an obligation. An obligation can have only
one call routing directive.

Format

The following is the call routing response format:
HTTP/ 1.1 <Status-Code and Reason Phase>

Server: <product | conment>
Connecti on: Keep- Al'i ve

Keep- Al'i ve: timeout = <tineou value> nax

Locati on: <new URI >
Date: <date and tinme>
Content - Lengt h: <msg body | eng>
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<?xm encodi ng="UTF- 8" version="1.0"7?>
<Response>
<Result Resourcel d="Cl SCO UC: Voi ceOr Vi deoCal | ">
<Deci si on>[ deci si on val ue] </ Deci si on>
<St at us> <St atusCode Val ue="[status code]"/>
<St at usMessage>[ st at us nessage] </ St at usMessage>
<StatusDetail >[status detail s]</StatusDetail >
</ St at us>
<ol i gati ons>
[other obligations]
<bligation FulfillOn="[fulfil on value]"
Obl i gationld="urn:cisco:cepm 3. 3: xacm : policy-attribute">
<AttributeAssignment Attributeld="[nane of attribue]">
<AttributeVal ue DataType="http://ww. w3. or g/ 2001/ XM_Schena#st ri ng" >
<ci xm version="1.0>
[routing directive[sub-elenment]]
</ cixm >
</ Attri buteVal ue>
</ Attribut eAssi gnnment >
</ bl i gati on>
</ Obl i gations>
</ Resul t >
</ Response>

For CIXML format, see CIXML Format, page 10-11.

Parameter

This section provides description of various parameters in the request format.

Parameters Description

HTTP Post Message

<Status-Code and One of the following:

Reason Phase> e 200 OK—HTTP response received successfully

e 302 Found—Unified CM resends the request using the new request
URI returned in the location header.

e 307 Temporary Redirect—Unified CM follows the new location
specified in the location header and re-sends the same request. Unified
CM does not support cache-control and expire-header in a 307
responses.

e 4xx or 5xx—Client or server errors encountered. Unified CM follows
the Call Treatment on Failure configuration specified in the external
call control profile to route call.

N

Note For details on error handling, see Error Handling, page 10-22.

<product | comment > The software used by the web service to handle the request.

Connection: Keep-Alive |This connection header indicates that the web service supports persistent
connection and the same connection can be used by Unified CM to send
the next request.

Cisco Unified Communications Manager XML Developers Guide
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Parameters

Description

Keep-Alive: timeout =
<timeout value> max =
<count>

The timeout value indicates the duration the server will keep the
connections live. Unified CM sends a Keep-Alive message before the
timeout.

The max parameter isignored by Unified CM. If the persistent connection
has not been timed-out, the Keep-Alive header may not be included in the
response.

Date: <date and time>

The date and time at which the response is sent from the server.

Location: <new-URI>

The location header should be included in a 302, 303 or 307 response.
Unified CM resends the request to the new location specified by new-URI.

Content-Type: text/xml;
charset=<char coding>

Unified CM only accepts responses with the message body in text/xml
format encoded in us-ascii or utf-8.

For example: text/xml; charset=utf-8

Content-Length

The Content-Length field indicates the size of the entity-body, in decimal
number of octets.

XACML M essage

Resourceld

The name of the resource to which the dynamic roles are mapped and for
which the authorization decision is to be made.

decision-value

Thisisthe decision of the policy evaluation. It takes one of the following
values:

e Permit—The requested call is allowed.
e Deny—The requested call is denied.

¢ Indeterminate—The web service is unable to evaluate policies for the
requested call. Reasons for such inability include missing attributes
from request, network errors whileretrieving policies, syntax errorsin
the decision requests or in the policies, and so on.

¢ NotApplicable—The web service cannot find a policy applicable to
the request

StatusCode

The status code represents the status of the policy decision result. Unified
CM recognize the following status codes:

® urn:oasis:names:tc:xacm :1.0:status: m ssing-attribute—Ssome
attributes are missing in the XACML request message.

® urn:oasis:nanes:tc: xacml : 1. 0: st at us: ok—the request is
successfully processed.

® urn:oasis:nanmes:tc:xacm : 1. 0:status: processi ng-error—some
processing errors are encountered when evaluating policies for the
request.

® urn:oasis:names:tc:xacnl:1.0:status: syntax-error—the
request contains elements with syntax errors.

StatusM essage

The status message describing the status code. For example, “Request is
successful”.

StatusDetail

Additional message description for the status code.

FulfillOn

Thefulfillon valueis the effect for which this obligation must be fulfilled.
It is either Permit or Deny.

Jl_ Cisco Unified Communications Manager XML Developers Guide

0L-20944-01 |



| Chapter 10

Cisco Unified Routing Rules Interface

Call Routing Response

Parameters Description

other obligations Unified CM ignores all obligations other than those described in this
document.

name of attribute The name of the obligation as defined in the policy.

For description of CIXML parameters, see CIXML Parameter, page 10-13.

CIXML Format

The following are the formats for the various call routing obligations (directives):

e Continue directives:

Simple continue—Call routes normally to the current destination:
<ci xm version="1.0">

<conti nue></conti nue>

</cixm >

Continue with modified calling and called number:

<ci xm version="1.0">

<conti nue>

<nodi fy cal I i ngnunber =[ nunber] cal | ednunber =[ nunber] />
</ continue>

</cixm >

Continue with greeting:

<ci xm version="1.0">

<conti nue >

<greeting identification=[id]/>
</ continue>

</cixm >

e Divert directives:

Divert to a different number or to voicemail:

<ci xm version="1.0">

<di vert >

<desti nati on>[ nunber]| voi cemai | </ desti nati on>
</divert>

</cixm >

Divert to a number with modified calling/called numbers:
<cixm version="1.0">

<di vert >

<desti nati on>[ nunber] </ desti nati on>

<modi fy callingnunmber=[nunber] call ednunber=[ nunber]/>
</divert>

</cixm >

Divert with call history reset:

<ci xm version="1.0">

<di vert >

<desti nati on>[ nunber] </ desti nati on>
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<resetcal | hi story> resetLast Hop| reset Al | Hops </resetcal |l history>
</divert>
</cixm >

— Divert to a chaperone:
<ci xm version="1.0">
<di vert >
<desti nati on>[ nunber] </ desti nati on>
<reason> chaperone </reason>
</divert>
</cixm >

A

Note A chaperoneis a special type of end-user who monitor calls between two parties.

¢ Reject directives:

- Simpleregject—Unified CM rejects the call, and the caller hears fast busy tone:
<ci xm version="1.0">
<reject> </reject>
</cixm >

- Reject with announcement:
<ci xm version="1.0">
<reject>
<announce identification=[id] />
</reject>
</cixm >

- Reject with reason string:
<ci xm version="1.0">
<reject>
<reason>[string] </reason>
</reject>
</cixm >

The web service can return an XACML call routing response with policy decision of Permit or Deny
without including a CIXML as an aobligation. In this case, Unified CM assumes a default CIXML
element that corresponds to the policy decision. The following are the default CIXML elements:

e If policy decision is permit, then:
<ci xm version="1.0"> <continue> </continue> </cixm >
¢ If policy decision is deny, then:

<ci xm version="1.0"> <reject> </reject> </cixml >

Cisco Unified Communications Manager XML Developers Guide
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CIXML Parameter

This section provides description of various parametersin CIXML.

Parameters Description

<continue> </continue> |The continue routing directive instructs Unified CM to proceed with the
call routing process. On receiving the continue directive, Unified CM
proceeds to find the best match with the resulting digits of the translation
pattern. The web service can overwrite the result of the translation pattern
by including a sub-element called <modify>.

The continue directive has the following sub-elements:

® <greeting identification=ann-id/ >—This sub-element specifies
that an announcement will be played to the calling party before routing
the call to the called party. The ann-id should match the one
provisioned in the Unified CM administration Media
Resources-Announcements page.

e <modify callingNumber=nunber calledNunmber=nunber/>—This
sub-element specifies that the calling number or called number is
modified with the number(s) provided. The web service overwritesthe
calling and called party transformation that is configured for the
translation pattern. Unified CM changes the calling or called
number(s) to the numbers that are provided in the directive. If the
number is not included in the directive, the configuration for the route
pattern or translation pattern applies.

<reject></reject> The reject routing directive instructs Unified CM to reject the call. Thisis
the only valid call routing directive if the policy decision is“Deny”.

The reject directive has the following sub-elements:

e <announce identification=ann-id/ >—this sub-element specifies
that an announcement will be played to the calling party before the call
iscleared. The ann-id should match the one provisioned in the Unified
CM administration Media Resources-Announcements page.

® <reason> reason-string </reason>—thissub-element specifiesthe
reason for the call to be rejected. When a reason is included, Unified
CM will log warning alarm. An email notification may be sent if it is
configured through Unified CM RTMT tool.

Cisco Unified Communications Manager XML Developers Guide
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Parameters Description

<divert></divert> The divert routing directive instructs Unified CM to redirect the call to
another destination.

The divert directive has the following sub-elements:

e <destination> number | voicemail </destination>—This
sub-element is mandatory for the divert directive. This sub-element
specifies the destination to which the call is diverted. The destination
can be a number routable in Unified CM, such as a directory number,
a hunt pilot, or aroute pattern. The destination can also be the string
voicemail. If voicemail is specified asthe destination, Unified CM will
redirect the call to the voice mail box of the original called party. The
call will bereleased if the original called party does not have a
voicemail box.

e <reason>chaper one</ r eason>—this sub-element specifiesthereason
for the call diversion. Chaperone indicates the destination is a
chaperone line or a hunt list of chaperone lines. When this reason is
included, the destination device will be enabled for chaperone
features.

For more information on chaperone feature, refer the Cisco Unified
Communications Manager Features and Services Guide, release
8.0(1).

e <modify callingNumber=nunber call edNumber =nunber/>—This
sub-element specifies that the calling number or called number is
modified with the number(s) provided. The web service overwritesthe
calling and called party transformation that is configured for the
translation pattern. Unified CM changes the calling or called
number(s) to the numbers that are provided in the directive. If the
number is not included in the directive, the configuration for the route
pattern or translation pattern applies.

® <resetCall Hi story> resetlLastHop | reset Al |l Hops
</ reset Cal | Hi st or y>—thissub-element specifiesthe method to reset
call history. The following options are available:

— reset Last Hop: erase the last called party number from the call
history.

— reset Al | Hops: erase all previous called party numbers from the
call history.
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The following is an example for a call routing response.

HTTP/ 1.1 200 K
Server: Apache-Coyote/1.1
Connection: Keep-Alive
Keep- Al'i ve: tinmeout = 1000 nax = 100
Tr ansf er - Encodi ng: chunked
Date: Mon, 08 Jun 2009 16:50:21 GVl
<?xm encodi ng="UTF- 8" version="1.0"7?>
<Response>
<Resul t ><Deci si on>Per ni t </ Deci si on>
<Cbl i gati ons>
<oligation FulfillOn="Pernmit" obligationld="continue.sinple">
<AttributeAssignment Attributeld="Policy:continue.sinple">
<AttributeVal ue DataType="http://ww:. w3. or g/ 2001/ XM_Schema#st ri ng" >
<cixm version="1.0>
<conti nue></conti nue>
</cixm >
</ AttributeVal ue>
</ Attri but eAssi gnnent >
</ Cbli gati on>
</ Obl i gations>
</ Resul t >
</ Response>

XACML Response Schema

Figure 10-2 displays the schema diagram for the XACML call routing response.

Figure 10-2 XACML Response Schema
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Schema Text

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema" >
<xs: el ement name="Attri but eAssi gnment">
<xs: conpl exType>
<Xs: sequence>
<xs:element ref="AttributeVal ue"/>
</ xs: sequence>
<xs:attribute name="Attributeld" type="xs: NMTOKEN' use="required"/>
</ xs: conpl exType>
</ xs: el ement >
<xs:el ement name="AttributeVal ue">
<xs: conpl exType m xed="true">
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<xs:attribute name="DataType" type="xs:string" use="required"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="Deci si on">
<xs: conpl exType m xed="true"/>
</ xs: el ement >
<xs: el emrent nane="Obligation">
<xs: conpl exType>
<Xs: sequence>
<xs:element ref="AttributeAssi gnnent” maxQccurs="unbounded"/>
</ xs: sequence>
<xs:attribute nane="Ful fill On" type="xs: NMTOKEN' use="required"/>

<xs:attribute name="0Obligationld" type="xs: NMTOKEN' use="required"/>

</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Cbligations">
<xs:conpl exType>
<xs: sequence>
<xs:element ref="Cbligation" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nanme="Response">
<xs: conpl exType>
<xs:sequence>
<xs:element ref="Result"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nanme="Result">
<xs:conpl exType>
<xs: sequence>
<xs: el ement ref="Decision"/>
<xs:element ref="Status"/>
<xs:element ref="Cbligations"/>
</ xs: sequence>
<xs:attribute name="Resourceld" type="xs: NMTOKEN' use="required"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nanme="Stat us">
<xs:conpl exType>
<xs:sequence>
<xs: el ement ref="5tatusCode"/>
<xs: el ement ref="StatusMessage"/>
<xs:element ref="StatusDetail"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nanme="St at usCode" >
<xs:conpl exType>
<xs:attribute name="Val ue" type="xs: NMTOKEN' use="required"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nanme="StatusDetail ">
<xs:conpl exType m xed="true"/>
</ xs: el ement >
<xs: el ement name="St at usMessage" >
<xs:conpl exType m xed="true"/>
</ xs: el ement >
</ xs: schema>
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CIXML Schema

Figure 10-3 displays the schema diagram for the CIXML.

Figure 10-3 Call Instruction XML Schema
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Schema Text

<xs:schenma target Nanmespace="http://ww. ci sco. conf Ext ernal Cal | Control"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns="http://ww. ci sco. conf Ext ernal Cal | Control" el ement For mDef aul t ="qual i fi ed"
attri but eFor mDef aul t ="unqual i fi ed">
<xs: el ement name="cixm ">
<xs:annot ati on>
<xs:documnent ati on>ci xm </ xs: docunent ati on>
</ xs: annot ati on>
<xs:conpl exType>
<xs: choi ce>
<xs: el ement nanme="conti nue">
<xs: conpl exType>
<xs: choi ce>
<xs: el ement name="greeting" m nCccurs="0">
<xs: conpl exType>
<xs:attribute name="identification" use="required">
<xs:si mpl eType>
<xs:restriction base="xs:string"/>
</ xs: si nmpl eType>
</ xs:attribute>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="nodi fy" m nCccurs="0">
<xs:conpl exType>
<xs:attribute nanme="cal |l i ngNumber" type="phoneNurber"
use="optional "/ >
<xs:attribute name="cal | edNunber" type="phoneNunber"
use="optional "/>
</ xs: conpl exType>
</ xs: el ement >

Cisco Unified Communications Manager XML Developers Guide
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</ xs: choi ce>
</ xs: conpl exType>
</ xs: el enent >
<xs: el erent name="divert">
<xs: conpl exType>
<xs: choi ce>

<xs: el ement nane="destination" type="destinationNunber"/>

<xs: el ement nane="reason" type="reasonCode"
m nCccur s="0">

<xs: el ement nanme="nodi fy"
<xs:conpl exType>

m nCccurs="0"/>

<xs:attribute name="cal | i ngNumber" type="phoneNunber"

use="optional"/>

<xs:attribute nanme="cal | edNunber" type="phoneNunber"

use="optional "/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement nane="reset Cal | Hi story" type="reset Mbde"

m nCccurs="0"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el ement >
<xs:el ement name="reject">
<xs:conpl exType>
<xs: choi ce>
<xs: el ement name="announce"
<xs:conpl exType>

m nCccur s="0">

<xs:attribute nane="identifiaction" type="xs:string"

use="optional "/ >
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement nane="reason" type="xs:string"

</ xs: choi ce>
</ xs: conpl exType>
</ xs: el ement >
<XS:any nanespace="##ot her"
<xs:annot ati on>
<xs:docunent ati on>Ct her
rul e</ xs: docunent ati on>
</ xs: annot ati on>
</ xs:any>
</ xs: choi ce>
<xs:attribute name="version" type="xs:integer"/>
<xs:attribute name="id" type="xs:token"/>
</ xs: conpl exType>
</ xs: el emrent >
<xs:si npl eType name="phoneNunber">
<xs:annot ati on>
<xs:docunent ati on>phone nunber digits ( +,
</ xs: annot ati on>
<xs:restriction base="xs:string">
<xs:pattern value="[+] ?[ 0-9A-D*#] {1, 48}"/ >
</xs:restriction>
</ xs: si mpl eType>
<xs: si npl eType nane="reasonCode" >
<xs:annot ati on>
<xs: document at i on>r easonCode</ xs: docunment ati on>
</ xs: annot ati on>
<xs:restriction base="xs:string">

<xs: enumeration val ue="unknown"/ >
<xs:enuneration val ue="user-busy"/>
<xs:enuneration val ue="no-answer"/>
<xs: enumneration val ue="unavail abl e"/ >
<xs:enuneration val ue="uncondi tional "/>
<xs:enuneration val ue="ti ne- of -day"/ >

processCont ent s="1 ax"

m nCccurs="0"/>

m nCccur s="0">

nmechani sms for describing routing

0- 9A- D, *, #) </ xs: docunent ati on>
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<xs:enuneration val ue="ti nme- of - day"/ >
<xs:enumneration val ue="do-not-di sturb"/>
<xs:enuneration val ue="defl ection"/>
<xs:enuneration val ue="fol |l ow ne"/>
<xs:enuneration val ue="out-of -service"/>
<xs:enuneration val ue="away"/ >
<xs:enuneration val ue="bl ocked"/>
<xs: enuneration val ue="chaprone"/>
</ xs:restriction>
</ xs: si nmpl eType>
<xs:si npl eType nane="r eset Mode" >
<xs:annot ati on>
<xs: documnent at i on>r eset Mode</ xs: docunment ati on>
</ xs: annot ati on>
<xs:restriction base="xs:string">
<xs:enuneration val ue="resetLast Hop"/>
<xs:enuneration val ue="reset Al | Hops"/ >
</ xs:restriction>
</ xs: si mpl eType>
<xs:si npl eType name="desti nati onNunber">
<XS:uni on>
<xs:si mpl eType>
<xs:restriction base="phoneNunmber" >
<xs: mnl ncl usive val ue="1"/>
<xs: maxExcl usi ve val ue="1"/>
</xs:restriction>
</ xs: si mpl eType>
<xs:si mpl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="voi ceMail "/ >
</xs:restriction>
</ xs: si mpl eType>
</ xs:uni on>
</ xs: si mpl eType>
</ xs: schema>

Keep-Alive Message

Unified CM periodically sends Keep-Alive messages to the web service. This maintains persistent
connection with the web service and determines if the PDP engine of the web serviceisin service.

Request Message
Unified CM sends the following HTTP HEAD request to the web service as the Keep-Alive message:

HEAD [ Request - URI ] HTTP/ 1. 1
Connection: Keep-Alive
where the Request-URI is the URI provisioned in the external call control profile.

Example request message:

HEAD / pdp/ Aut hori zat i onEndPoi nt HTTP/ 1.1
Host: cepni. ci sco. com 8080

Accept: */*

Content-type: text/xm; charset=ISO 8859-1
met hodName: i sRol eAccessAl | oned

User- Agent: CiscoUCMHttpClient/1.0

Connecti on: Keep- Al i ve

Response Message
The web service sends the following response to the Keep-Alive message:

Cisco Unified Communications Manager XML Developers Guide
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HTTP/ 1.1 200 OK

Connection: Keep-Alive

Keep- Alive: tineout = <TC> nax = <count >

When aKeep-Alive header isincluded in aresponse message, Unified CM sends a subsequent keep-alive
message within the specified timeout range. When a Keep-Alive header is not present in the response,
Unified CM assumes there is no connection timeout at the web service. Unified CM ignores the max
count value.

Example 200 OK response message:

HTTP/ 1.1 200 K

Server: Apache-Coyote/1.1

Connection: Keep-Alive

Keep- Al'i ve: tinmeout = 20000 max = 100
Content-Length: O

Date: Mon, 08 Jun 2009 16:50: 12 GMI

Message Timer

The Unified CM administrator can set a call routing request timer. The call routing request timer is the
maximum duration that Unified CM waitsfor acall routing or Keep-Aliveresponse from the web service
after sending the call routing or Keep-Alive request.

The call routing request timer is provisioned in the external call control profile. The timer can be setin
the range of 1000 to 5000 milliseconds.

If the call routing request timer field in the external call control profile isleft blank, Unified CM takes
the cluster-wide value specified by the External Call Control Call Routing Request Timer service
parameter. The value for the service parameter can be set to a number in the range of 1000 to 5000
milliseconds. The default value is 2000 milliseconds.

Connections

N

Note

This section providesinformation on the various connection scenarios between Unified CM and the web
service. The following topics are included:

¢ Multiple Connections, page 10-20

¢ Redundant Web Services, page 10-21

¢ Persistent Connection and Keep-Alive, page 10-21
¢ Redirection, page 10-21

HTTP Proxy: Cisco Unified CM does not support proxy for web services.

Multiple Connections

Unified CM establishes multiple connections to the web service to support multiple parallel requests.
The number of connections may beincreased at run timeto support high call rates. Theinitial connection
count and the maximum connection count to PDP can be configured in Unified CM viathe service
parameters.

For more information refer to Unified CM administration guides at:
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http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance _guides_list.html

Redundant Web Services

Unified CM allowstwo web servicesto be provisioned in an external call control profile. A primary web
service and a secondary web service. The two web services can be provisioned to operate in the
following two modes:

¢ Active-standby mode—This is the default mode. All call routing requests will be sent to the active
web service. The primary web serviceisthe active web service when it isin service. The secondary
web service becomes active when the primary web service goes out of service.

¢ Load balance mode—Call routing requests will be sent to primary and secondary web service
alternatively with the round-robin algorithm. The load balance mode is enabled on the external call

control profile.

Persistent Connection and Keep-Alive

Redirection

Unified CM maintains persistent connections with the web service by sending Keep-Alive messages to
the web service before the connection timeout timer expires. Using the HTTP HEAD method the
Keep-Alive messages are sent to the same URI as the call routing request message.

Unified CM sends an initial Keep-Alive message when it establishes a connection to the web service.
The subsequent Keep-Alive is sent when the connection timeout timer expires. The Keep-Alivetimer is
reset each time a response to a Keep-Alive or a call routing request is received.

The minimum connection timeout value is 1000 milliseconds and the maximum is 20000 milliseconds.

The connection timeout value for Unified CM cannot be configured. The web service can include a
Keep-Alive header in the response message to change the connection timeout value within the 1000 to
20000 milliseconds range. When a Keep-Alive header is included, Unified CM resets the Keep-Alive
timer to 100 milliseconds |ess than the timeout value returned. If the Keep-Alive header is not present
in the response, Unified CM assumes there is no connection timeout at the web server and the
Keep-Alive timeout value is then set to 20000 milliseconds.

Unified CM supports the following redirections from web services in response to call routing requests:

e 302 Found—The requested call routing policy resides temporarily under a different URI. Unified
CM resends the request using the new URI returned in the location header.

e 307 Temporary Redirect—The requested call routing policy resides temporarily under a different
URI. Unified CM resends the request using the new URI returned in the location header. Unified
CM does not support expire-header in the 307 response.

A new connection is created if the new location is on a different server and no existing connection can
be reused. The maximum number of redirections Unified CM follows for arequest is two. Unified CM
does not cache redirected locations.

[ oL-20944-01
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Error Handling

This section provides information on the various error handling scenarios. The following topics are
included:

Web Service Connection Failure

Unified CM Timeout Awaiting Response from Web Service
Error Response from Web Service

Web Service Parse Request Error

Unified CM Parse Response Error

Web Service Evaluation Request Error

Web Service Connection Failure

A web service connection error occurs when Unified CM fails to establish a connection with the web
service. The following reasons may cause this failure:

The web service is not in service.
Unified CM fails to authenticate the web service.
The web service fails to authenticate Unified CM.

Slow responses from the web service that cause Unified CM to time out for two consecutive call
routing or Keep-Alive requests.

Unified CM handles this failure with the following actions:

I ssues a ConnectionFailureToPDP error alarm.

Switchesto standby web servicefor call routing requests, if two URIs are provisioned in the external
call control profile to operate in active-standby mode.

Starts sending all call routing requests to the other web service that Unified CM still has good
connections with, if two URIs are provisioned in the external call control profile to operate in load
balance mode.

Retries to establish connections to the web service.

If no web serviceis available for call routing request, then follows the Call Treatment on Failure
configuration as set on the external call control profile to route the call.

Unified CM Timeout Awaiting Response from Web Service

The routing request timer is the maximum time in milliseconds that Unified CM waits for the response
from the web service for a call routing request. The routing request timer can be provisioned in an
external call control profile in the range of 1000 to 5000 milliseconds. If the timer is not set in the
external call control profile, the cluster wide service parameter “External Call Control Routing Request
Timer” takes effect. The default value for the timer is 2000 milliseconds.

Unified CM takes the following actions when the routing request timer expires before receiving the call
routing response;

Issues an AwaitingResponseFromPDPTimeout error alarm.
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¢ Routesthe call following the Call Treatment on Failure configuration set on the external call control
profile.

Error Response from Web Service

The web service can return a4XX or 5XX error response to Unified CM to indicate invalid call routing
requests or internal errors when processing a request from Unified CM.

Unified CM takes the following actions for a 4XX or 5XX error response;
¢ Issues a FailureResponseFromPDP error alarm.

¢ Routes the call following the Call Treatment on Failure configuration on the external call control
profile.

Web Service Parse Request Error

When there are errors either in the request from the Unified CM or in processing the request, the web
service states these errors in the XACML response. The following status codes may be returned:

e Missing-attribute—Some mandatory attributes not found.
¢ Processing-error—Errors encountered when evaluating policies for the request.
e Syntax-error—The request contains elements with syntax errors.

Unified CM takes the following actions when the response from the web service contains the status
indicating request errors:

¢ Issues an ErrorParsingResponseFromPDP warning alarm.

¢ Routes the call by following the call routing directive in the response.

Unified CM Parse Response Error

This error occurs when Unified CM fails to parse the response from the web service. The following
errors may cause this failure:

¢ XACML missing mandatory attributes or error in parsing XACML mandatory attributes
e CIXML missing mandatory attributes or error in parsing CIXML mandatory attributes
e Error in parsing the CIXML optional attributes
¢ XACML syntax error
e CIXML syntax error
Unified CM takes the following actions when it fails parsing the response:
¢ XACML missing mandatory attributes, or error in parsing XACML mandatory attributes:
— Issues an ErrorParsingDirectiveFromPDP error alarm.

- Routes the call following the “Call Treatment on Failure” configuration on the external call
control profile.

¢ XACML missing mandatory attributes, or error in parsing CIXML mandatory attributes:
— Issues an ErrorParsingDirectiveFromPDP error alarm.
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- Routesthe call by following the Call Treatment on Failure configuration set on the external call
control profile.

e CIXML missing optional attributes, or XACML or CIXML syntax errors
— Issues an ErrorParsingResponseFromPDP warning alarm.

- Routes the call by following the call routing directive in the response.

Web Service Evaluation Request Error

The web service may return the following decision in XACML in the call routing response:
¢ Indeterminate—The web service is unable to evaluate the policy for the request
¢ NotApplicable—The web service cannot find a policy applicable to the request.
Unified CM takes the following actions when one of these policy decisionsis returned:
¢ Issues an ErrorParsingDirectiveFromPDP error alarm.

¢ Routes the call following the Call Treatment on Failure configuration on the external call control
profile.

Security

This section providesinformation on the security and authentication setup between Unified CM and web
service. The following topics are included:

¢ Authentication, page 10-24

¢ Certificate and Key, page 10-25

e Transport Layer Security Version, page 10-25
¢ Cipher Specification, page 10-25

Authentication

When a secure connection isdesired, aHTTPS URI must be provisioned in the Unified CM. Unified CM
does not support upgrade of an HTTP connection to HTTPS.

When HTTPS is provisioned, Unified CM uses mutual authentication with a self-signed certificate or a
CA issued certificate to communicate to the web service. Unified CM conducts the following
verifications when authenticating the server:

¢ Verification of host—Checks if the certificate subject name matches the host name of the server.

¢ Verification of peer—Checks if the signature of the certificate is issued by the trust CA in the trust
store, or if it matches the imported certificates in the trust store for a self-signed certificate.
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Certificate and Key

Generation and Exchange

If mutual authentication using self-signed certificates is required, the Unified CM administrator should
generate the required certificate for the web service to import. The administrator of the web service
should also generate the certificate for Unified CM to import.

Certificate Format

All certificates must be in Privacy Enhanced Mail (PEM) format or convertible to PEM format.

Transport Layer Security Version

Unified CM supports Transport Layer Security (TLS) versionl for HTTPs connections.

Cipher Specification

In mutual authentication both Unified CM and the web service send the change cipher specification
message to notify the receiving party that subsequent records are protected under the just-negotiated
CipherSpec and keys.

The following Cipher Spec is supported in Unified CM for external call control:
Ci pher Spec: TLS RSA W TH AES 256_CBC_SHA (0x000035)
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